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Abstract. In this paper, we present some improved integral attacks on
Rijndael whose block sizes are larger than 128 bits. We will introduce
some 4-round distinguishers for Rijndael with large blocks proposed by
Marine Minier (AFRICACRYPT 2009), and propose a new 4th-order
4-round distinguisher for Rijndael-192. Basing on these distinguishers,
together with the partial sum technique proposed by Niels Ferguson (FSE
2000), we can apply integral attacks up to 8-round Rijndael-160, 9-round
Rijndael-192, and 9-round Rijndael-224. Compared to the square attack
proposed by Samuel Galice (AFRICACRYPT 2008), we give different
attacks on Rijndael-256 to 8 and 9 rounds. Except the attack on Rijndael-
256, all the other results are the best cryptanalytic results on Rijndael
with large blocks so far.

Key words: Block cipher, distinguisher, integral attack, Rijndael, par-
tial sum technique

1 Introduction

1.1 Background

The block cipher Rijndael [3] is designed by Vincent Rijmen and Joan Daeme-
nan based on SPN structure. It is a variant of the Square block cipher, due to the
same authors [2]. In its full version, the block length b is variable and is equal to
128, 160, 192, 224 or 256 bits as detailed in [4] and in [15]. We respectively called
those versions Rijndael-b. Rijndael-128 has been chosen as the advanced encryp-
tion standard (AES) by the NIST [7] with a variable key length k, which can
be set to 128, 192 or 256 bits. Many cryptanalyses have been proposed against
Rijndael for the different block sizes and more particularly against the AES, such
as impossible differential attacks, boomerang attacks and related-key attacks in
[9], [11], [13]and [1], and others in[5], [10]. However, the first attack against all
the versions of Rijndael-b is due to the algorithm designers themselves and is
based upon the integral (or square) property of 3 rounds distinguishers. In [10],



2 Yanjun Li, Wenling Wu, and Liting Zhang

Knudsen and Wagner analyzed integral cryptanalysis as a dual to differential
attacks particularly applicable to block ciphers with bijective components. Fer-
guson et al. in [6] improved this attack to 8 rounds version of Rijndael-128 with a
complexity equal to 2204 trial encryptions and 2128−2119 known plaintexts with
the partial sum technique and the herd technique. In [15], NakaharaJr attacked
against all the versions of Rijndael-b with the multiset attack which is similar
to the square attack, but it only attacked to 7 rounds version of Rijndael-b with
chosen plaintexts. Due to slower diffusions in Rijndael-256, Galice and Minier
found a new property and improved the attack to 9 rounds version of Rijndael-
256 based on a 4-round distinguisher [8]. In [14], Marine and Raphae proposed
new integral properties of Rijndael with large blocks, and new distinguishers
were given.

In this paper, we present some improved integral attacks on Rijndael with
block sizes larger than 128 bits. We will introduce some 4 rounds distinguishers
for Rijndael with large blocks proposed by Marine Minier in [14], and propose
a new 4th-order 4-round distinguisher for Rijndael-192. Basing on these dis-
tinguishers, together with the partial sum technique proposed by Ferguson in
[6], we can apply integral attacks up to 8-round Rijndael-160 with 2100.5 data
complexity and 2174.5 time complexity, 9-round Rijndael-192 with 2164.5 data
complexity and 2174.5 time complexity, and 9-round Rijndael-224 with 2196.5

data complexity and 2196.5 time complexity. Compared to the square attack in
[8], we give a different attack on Rijndael-256 to 8 and 9 rounds. Except the
attack on Rijndael-256, all the other results are the best cryptanalytic results
on Rijndael with large blocks. The integral attack operates in a chosen-plaintext
setting or a known-plaintext setting. In this paper our attacks all operate in a
chosen-plaintext setting.

This paper is organized as follows: Section 2 provides a brief outline of
Rijndael-b and the notations used throughout this paper. Section 3 describes
the 4-round distinguisher for Rijndael-160 and improve the integral attack to 8
rounds version of Rijndael-160. Section 4 describes two 4-round distinguishers
for Rijndael-192 and improves attack to 9 rounds version of Rijndael-192. Sec-
tion 5 gives the similar attack to Rijndael-224. Section 6 gives integral attacks
to 8 rounds and 9 rounds versions of Rijndael-256. Finally, Section 7 concludes
this paper.

2 Preliminaries

2.1 Rijndael-b

Rijndael-b is a symmetric block cipher that uses a parallel and byte-oriented
structure. The text blocks are usually represented by a 4t state matrix of bytes
just as in Fig.1. The block length and key length are variable and equal to 128,
160, 192, 224, 256, so there are 25 instances at all.

The round function repeated Nr− 1 times, which depends on the block size
Nb and the key size Nk (see Table 1 for details).
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Fig. 1. Rijndael-b

Table 1. Parameters of the Rijndael block cipher where the triplet (i, j, k)
for the ShiftRow operation designated the required number of byte shifts for the
second row, the third one and the fourth one

Nb
Nr AES Rijndael-160 Rijndael-192 Rijndael-224 Rijndael-256
128 10 11 12 13 14
160 11 11 12 13 14

Nk 192 12 12 12 13 14
224 13 13 13 13 14
256 14 14 14 14 14

SR (1,2,3) (1,2,3) (1,2,3) (1,2,4) (1,3,4)

Each round function involves four elementary mappings as following, all linear
except the first one:

SubBytes (SB): a bytewise transformation that applies on each byte of the
current block an 8-bit to 8-bit non linear S-box composed of the Galois Field
GF(28)and of an affine transformation.

ShiftRows (SR): a linear mapping that rotates on the left all the rows of
the current matrix.

MixColumns (MC): another linear mapping represented by a 4× 4 matrix
chosen for its good properties of diffusion. Each column of the input matrix is
multiplied by the Mixcolumn matrix M in the Galois Field GF(28) that provides
the corresponding column of the output matrix.

AddRoundKey (AR): a simple exclusive-or operation between the current
block and the subkey of the round r denoted by k(r).

In the encryption procedure of Rijndael, an additional AddRoundKey op-
eration is performed before the first round, and the MixColumns operation is
omitted in the last round. We also assume this is the case in the reduced round
variants of Rijndael. Furthermore, since the relations between the round subkeys
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will not help in our attacks, we will omit the key scheduling algorithm here and
interested readers can refer to [3, 4].

2.2 Notations

In the following, we introduce some notations used throughout this paper. The
plaintext and ciphertext are denoted as P and C respectively. Other notations
that will be used in this paper are described as following:

s
(r)
i : the i + 1-th byte of the output of the S-box in r-th round.

r
(r)
i : the i + 1-th byte of the output of the ShiftRow in r-th round.

m
(r)
i : the i + 1-th byte of the output of the MixColumn in r-th round.

b
(r)
i : the i + 1-th byte of the output of the AddRoundKey in r-th round.

k(r): the subkey of the r-th round.
k′(r): This is a simple linear transformation of the round key k(r). XORing

k′(r) into the state before the Mixcolumn operation is equivalent to XORing k(r)

into the state after the MixColumn operation (when looking at encryption).

3 Attack to Rijndael-160

Integral cryptanalysis considers a particular collection of m bytes in the plain-
texts and ciphertexts. The aim of this attack is thus to predict the values in
the sums (i.e. the integral) of the chosen bytes after a certain number of rounds
of encryption. In [10], Knudsen and Wagner also generalized this approach to
higher-order integrals: the original set to consider becomes a set of md vectors
which differ in d components and where the sum of this set is predictable after a
certain number of rounds. The sum of this set is called a dth-order integral. As
we know from [8], the integral property is due to a slower diffusion in Rijndael
with large blocks, where also proposed a new 3rd-order 4-round distinguisher for
Rijndael-256. However, it only considered the ShiftRow operation. In [14], Ma-
rine and Raphae also considered the MixColumn operation, so they constructed
the distinguishers as following: 3rd-order 4-round distinguisher for Rijndael-160,
3rd-order 4-round distinguisher for Rijndael-192, and 2rd-order 4-round distin-
guisher for Rijndael-224.

Now we will attack 7 rounds and 8 rounds versions of Rijndael-160 based on
the 3rd-order 4-round distinguisher in [14] as in Fig.2. In the Fig.2, the brown
color byte denotes the byte get all 256 values several times. Hence, the b

(0)
0 , b

(0)
5 ,

b
(0)
10 get all 224 values. If after the SR of the 3rd round, i.e the bytes of r

(3)
0 , r

(3)
2 ,

r
(3)
3 get all the 224 values, each byte of the first column of m(3) will get 256 values

216 times. Moreover, the number of the value r
(3)
0 , r

(3)
2 , r

(3)
3 is decided by that of

m
(1)
0 , m

(1)
3 , m

(1)
2 . The map from b

(0)
0 , b

(0)
5 , b

(0)
10 to m

(1)
0 , m

(1)
3 , m

(1)
2 is bijection, so

the number of the value m
(1)
0 , m

(1)
3 , m

(1)
2 is 224. The analysis is similar to other

brown color bytes of m(3).
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Fig. 2. The 3rd-order 4-round distinguisher without MixColumn operation

3.1 The 7-round attack

Based on the 3rd-order 4-round distinguisher, two attacks will be given as fol-
lowing:

Method 1: We can use the 3rd order 4-round distinguisher to attack 7 rounds
version of Rijndael-160 by adding one round at the beginning and adding two
rounds at the end. We use all 296 plaintexts. For any value of the first round
key, these encryptions consist of 272 groups of 224 encryptions that vary in three
bytes of m(1). All we have to do is to guess the five key bytes at the end of the
cipher, i.e 4 bytes of k(7) and 1 byte of k′(6), then do a partial decrypt to a single
byte in the 4th column of b(5), sum this value over all the 296 encryptions, and
check the following equation for a zero result, which means the key is right.

∑

i

S−1[S0(ci,0
⊕ k0)⊕ S1(ci,1

⊕ k1)⊕ S2(ci,2
⊕ k2)⊕ S3(ci,3

⊕ k3)⊕ k4]) = 0

Where k0, k1, k2, k3 is 4 bytes of k(7) and k4 is 1 byte of k′(6), S0, S1, S2, S3 rep-
resent the inverse of the S-box S multiplied by a component of InvMixColumns,
ci,j the byte number j of ci.

1. A structure is a set of 296 plaintexts, in which the plaintexts take all the
possible 96-bit values at the 12 bytes (0, 3, 4, 5, 8, 9, 10, 13, 14, 15, 18, 19),
and at the remaining bytes they take certain constants. For a structure, we
will get 296 ciphertexts. Consider the 4 bytes (3, 6, 9, 12) of each ciphertext.
There are 232 value at most. Then we count how many times each 4-byte
value appears.

2. The sum of the values which appear even times is zero, so we only consider
4-byte values which appear odd times. Guess corresponding k0, k1, k2, k3,

k4, and decrypt them to get b
(5)
12 , then check the equation above for a zero

result.
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In the 1st step, we 296 plaintexts and need encrypt 296 times. In the second
step, we guessed 40 bit key, and processed 232 ciphertexts, so this phase costs 272

overall. The whole time complexity should be dominated by 296 encryption. This
is the amount of work required for a single structure. For 5 key bytes guessing,
we need 6 structures so the data complexity and the time complexity is 298.6.

Method 2: We also can attack 7 rounds version of Rijndael-160 by adding
three rounds at the end of the 3rd-order 4-round distinguisher in Fig.2. We use
a structure of 224 plaintexts. What we have to do is to guess the 21 key bytes at
the end of the cipher, i.e 16 bytes of k(7), 4 bytes of k′(6) and 1 byte of k′(5), then
do a partial decrypt to a single byte in the 4th column of b(4), sum this value over
all the encryptions, and check for a zero result. In this phase we need the partial
sum technique in order to reduce the workfactor. For a value c0, c1, c2, · · · , cl,
we define

xi,··· ,i+k :=
i+k∑

j=i

Sj [cj ⊕ kj ]

Where i satisfy imod4 = 0, and k ≤ 3.

1. A structure is a set of 224 plaintexts, in which the plaintexts take all the
possible 24-bit values at the 3 bytes (0, 5, 10), and at the remaining bytes
they take certain constants. For a structure, we will get 224 ciphertexts.
Consider the 16 bytes (0, 1, 2, 3, 4, 5, 6, 8, 9, 11, 12, 14, 15, 17, 18, 19) of each
ciphertext which can be decrypt to one byte in 4th column of b(4). Without
loss of generality, we define this byte is b

(4)
12 . We denote the corresponding 16

bytes as c0, c1, c2, · · · , c15. There are 224 value at most. Then we count how
many times each 16-byte value appears.

2. For 16-byte values of ciphertexts which appear odd times, we do the following
steps.
(a) Guessing all bytes of k(7) and get the corresponding 4 bytes in 6th round,

i.e
(x0,··· ,3, x4,··· ,7, x8,··· ,11, x12,··· ,15).

With the partial sum technique, we get 32 bits value.
(b) Guessing 2 bytes of k′(6), and compute the partial sum, then we get 24

bit value
(x0,··· ,7, x8,··· ,11, x12,··· ,15).

Guessing 1 byte of k′(6), and compute the partial sum, then we get 16
bit value

(x0,··· ,11, x12,··· ,15).

Guessing the last byte of k′(6), and compute the partial sum, then we
get 8 bit value

(x0,··· ,15).

Guessing the byte of k′(5), and compute the partial sum, then we get 8
bit value of b

(4)
12 .
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3. We sum the value of b
(4)
12 over all the encryptions, and check the sum for a

zero result.

In the 1st step, we choose 224 plaintexts and need encrypt 224 times. In the
step 2 (a), we guesse 128 bit key, and processe 224 ciphertexts, so this phase costs
2152 overall. The step 2 (b) costs workfactor as 2178 = 224 × 2128 × 224 × 4 at
most. This is the main of work required for a single structure of 224 plaintexts.
Comparably, the workfactor of the steps of 1st and 3rd steps can be ignored. We
roughly approximate the complexity of a single encryption by 28 S-box lookups
and use encryption as our unit. But we need 22 structures, so the data complexity
is 228.5 and the time complexity is 2174.5, which only fits to the versions of the
key length bigger than 160 bits.

3.2 The 8-round attack

We can attack 8 rounds version of Rijndael-160 by adding one round at the
beginning and adding three rounds at the end (as in Fig.4). We use 296 plaintexts.
All we have to do is to guess the 21 key bytes at the end of the cipher, just like
the method 2 in the section of 3.1.

1. A structure is a set of 296 plaintexts, in which the plaintexts take all the
possible 96-bit values at the 12 bytes (0, 3, 4, 5, 8, 9, 10, 13, 14, 15, 18, 19),
and at the remaining bytes they take certain constants. For a structure, we
will get 296 ciphertexts. Consider the 16 bytes (0, 1, 2, 3, 4, 5, 6, 8, 9, 11, 12,
14, 15, 17, 18, 19) of each ciphertext. There are 296 value at most. Then we
count how many times each 16-byte value appears.

2. For 16-byte values which appear odd times, we use the partial sum technique.
(a) Guessing the 2 columns of k(8) and get the corresponding 2 bytes in 7th

round, i.e
(x0,··· ,3, x4,··· ,7, c8, c9, · · · , c15)

With the partial sum technique,we get 80 bits value.
Guessing 2 bytes of the 3rd column of k(8),and compute the partial sum,
then we get 64 bit value

(x0,··· ,3, x4,··· ,7, x8,9, c10, · · · , c15).

Guessing 1 byte of the 3rd column of k(8), and compute the partial sum,
then we get 56 bit value

(x0,··· ,3, x4,··· ,7, x8,9,10, c11, · · · , c15).

Guessing the last byte of the 3rd column of k(8), and compute the partial
sum, then we get 48 bit value

(x0,··· ,3, x4,··· ,7, x8,··· ,11, c12, · · · , c15).

Do the same operation to the last column (c12, · · · , c15), and compute
the partial sum, then we get 32 bit value

(x0,··· ,3, x4,··· ,7, x8,··· ,11, x12,··· ,15).
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(b) Guessing 2 bytes of k′(7), and computing the partial sum, we get 24 bit
value

(x0,··· ,7, x8,··· ,11, x12,··· ,15).

Guessing 1 byte of k′(7), and compute the partial sum, then we get 16
bit value

(x0,··· ,11, x12,··· ,15).

Guessing the last byte of k′(7), and compute the partial sum, then we
get 8 bit value

(x0,··· ,15).

Guessing the byte of k′(6), and compute the partial sum, then we get 8
bit value of b

(4)
12 .

3. We sum the values of b
(4)
12 over all the encryptions, and check for a zero result.

Consider the 16 bytes of each ciphertext. There are 296 values at most on
the position of 16 bytes. The time complexity is dominated by the workfactor
of the step 2 (b), which is 2170 at most. For 22 structures, the data complexity
is 2100.5 and the time complexity is 2174.5, which only fits to the versions of the
key length bigger than 160 bits.

4 Attack to Rijndael-192

For Rijndael-192, the 3th-order 4-round distinguisher was given in [14]. Three
bytes are chosen all 224 values. After 3 rounds encryption, some bytes in b(3) is
taken 256 values. If we add MixColumn operation after r(4), then we find the
sums of the bytes in the 5th and 6th columns of b(4) is zero. Using the 3rd-order
4-round distinguisher we can attack 7 rounds version of Rijndael-192 with lower
data complexity (in Fig.5).

4.1 The 7-round attack

Method 1: Just as done in the section of 3.1, we can use the 3rd-order 4-round
distinguisher to attack 7 rounds version of Rijndael-192 by adding one round
at the beginning and adding two rounds at the end. We use a structure of 296

plaintexts, in which the 12 bytes (0, 3, 4, 5, 8, 9, 10, 13, 14, 15, 18, 19) take
all possible 296 values, and at the remaining bytes they take certain constants.
For any value of the first round key, these encryptions consist of 272 groups of
224 encryptions that vary in three bytes (0,5,10) of m(1). All we have to do is to
guess the five key bytes at the end of the cipher, i.e 4 bytes of k(7) and 1 byte
of k′(6), then do a partial decrypt to a single byte in the 5th or 6th column of
b(5), sum this value over all the 296 encryptions, and check for a zero result. We
need 6 structures so the data complexity and the time complexity is 298.6.

Method 2: We also can use the 3rd-order 4-round distinguisher to attack 7
rounds version of Rijndael-192 by adding three rounds at the end. We use all 224
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plaintexts. We have to do is to guess the 21 key bytes at the end of the cipher,
then do a partial decrypt to a single byte in the 5th or 6th column of b(4), and
check for a zero result. The data complexity is 228.5 and the time complexity is
2174.5.

4.2 The 8-round attack

When we attack 8 round versions of Rijndael-192, we will propose a new 4-round
distinguisher. If we chose all 216 values in bytes (0, 5), which are brown color
bytes in the first round in Fig.2 (a), then the sum of all values in each byte with
brown color of r(4) is zero. Now we exploit the saturation technique in [8] with
choosing all 264 values in bytes (0, 2, 5, 7) in Fig.2 (a*), then we will get the
sums of all values in each byte in 4th and 5th columns are zero. After adding
the MixColumn operation the zero result will not change.

Method 1: We can attack 8 rounds version of Rijndael-192 by adding one
round at the beginning and adding three rounds at the end based on the new
4-round distinguisher. We use 264 plaintexts which will lead 232 groups of 232

encryptions that vary in four bytes (0, 2, 5, 7) of m(1) for any value of the first
round key. We will guess the 21 key bytes at the end of the cipher, just as the
method 2 in the section of 3.1, and do a partial decrypt to a single byte in the
4th or 5th column of b(5), sum this value over all the 264 encryptions, and check
for a zero result.

Because there are 264 values at most on the position of the corresponding 16
bytes in ciphertext, which is less than the number of chosen plaintexts in attack
to Rijindael-160, the data complexity is 268.5 and the time complexity is 2174.5

at most for 22 structures.
Method 2: We also can attack 8 rounds version of Rijndael-192 by adding

two rounds at the beginning and adding two rounds at the end based on the new
4-round distinguisher. We use all 2160 plaintexts. For any value of the first round
key and the second round key, these encryptions consist of 2128 groups of 232

encryptions that vary in four bytes of m(2). All we have to do is to guess the five
key bytes at the end of the cipher, i.e 4 bytes of k(8) and 1 byte of k′(7), then do
a partial decrypt to a single byte in the 4th or 5th column of b(6), sum this value
over all the 2160 encryptions, and check for a zero result. The whole workfactor
is dominated by the encryption of 2160 plaintexts for a single structure. For 5
key bytes guessing, we need 6 structures so the data complexity is 2162.6 and the
time complexity is 2162.6.

4.3 The 9-round attack

We can attack 9 rounds version of Rijndael-192 by adding two rounds at the
beginning and adding three rounds at the end based on the new 4-round distin-
guisher. We use 2160 plaintexts which will lead 2128 groups of 232 encryptions
that vary in four bytes of m(2) for any value of the first round key and the second
round key. We will guess the 21 key bytes at the end of the cipher, just as the
method in the section of 3.2.



10 Yanjun Li, Wenling Wu, and Liting Zhang
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Fig. 3. New 4-round distinguisher and the attacks of Rijndael-192
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Consider the 16 bytes of each ciphertext, which can be decrypted to one byte
of the 4th or 5th column of b(6). There are 20 bytes of every ciphertext at all,
so there are 2128 values on the position of 16 bytes at most. If we adopted the
method in the section of 3.2, the time complexity should be 2184, which will
dominate the whole complexity. In order to reduce it, we divide the second step
into two substeps as following:

1. For 16-byte values which appear odd times, we guess the first columns of
k(9) and get the corresponding 1 byte in 7th round, i.e

(x0,··· ,3, c4, c5, · · · , c15).

With the partial sum technique, we get 104 bits value.
2. Guessing the second column of k′(8), and computing the partial sum, we get

80 bit value
(x0,··· ,3, x4,··· ,7, c8, c9, · · · , c15).

It is easily found that the complexity of this step should be reduced to 2160 +
2152. Other steps are same with the method in the section of 3.2, so the time
complexity is also same. For 22 structures, the data complexity is 2164.5 and the
time complexity is 2174.5.

5 attack to Rijndael-224

The 2nd-order 4-round distinguisher was described in [14]. Two bytes are chosen
all 216 values. After 3 rounds encryption, some bytes in b(3) is taken 256 values.
If we add MixColumn operation after r(4), then we find the sums of the bytes
in the 7th column of b(4) is zero. The extend attacks are showing in Fig.6.

5.1 The 8-round attack

Method 1: As done in section 3, we can attack 8 rounds version of Rijndael-
224 by adding one round at the beginning and three rounds at the end of the
2nd-order 4-round distinguisher. We use a structure of 264 plaintexts, in which
the 8 bytes (0, 4, 5, 9, 10, 14, 19, 23) take all possible 264 values, and at the
remaining bytes they take certain constants. For any value of the first round key,
these encryptions consist of 248 groups of 216 encryptions that vary in two bytes
(0, 5) of m(1). All we have to do is to guess the 21 key bytes at the end three
rounds of the cipher, i.e 16 bytes of k(8), 4 bytes of k′(7) and 1 byte of k′(6), then
do a partial decrypt to a single byte in the 7th column of b(5), sum this value
over all the 264 encryptions, and check for a zero result. We need 22 structures
so the data complexity is 268.5.

The attack steps just like the steps of the method in the sections of 3.2 and
4.2. However, there are 264 values at most on the position of the corresponding 16
bytes in ciphertext, which is less than the number of chosen plaintexts in attack
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to Rijindael-160, so the whole data complexity is 268.5 and the time complexity
is 2174.5 at most for 22 structures.

Method 2: we also can attack 8 rounds version of Rijndael-224 by adding
two rounds at the beginning and two rounds at the end of the 2nd-order 4-round
distinguisher. We use all 2192 plaintexts. For any value of the first round key and
the second round key, these encryptions consist of 2176 groups of 216 encryptions
that vary in two bytes of m(2). All we have to do is to guess the five key bytes
at the end of the cipher, i.e 4 bytes of k(8) and 1 byte of k′(7) , then do a partial
decrypt to a single byte in the 7th column of b(6), sum this value over all the 2192

encryptions, and check for a zero result. The whole workfactor is dominated by
the encryption of 2192 plaintexts for a single structure. For 5 key bytes guessing
we need 6 structures, so the data complexity is 2194.6 and the time complexity
is 2194.6.

5.2 The 9-round attack

We can attack 9 rounds version of Rijndael-224 by adding two rounds at the
beginning and adding three rounds at the end based on 4 rounds distinguisher.
We use 2192 plaintexts which will lead 2176 groups of 216 encryptions that vary
in two bytes of m(2) for any value of the first round key and the second round
key. We will guess the 21 key bytes at the end of the cipher, just like the methods
in the sections of 3.2 and 4.3.

Consider the 16 bytes of each ciphertext, which can be decrypted to one
byte of the 7th column of b(6). There are 20 bytes of every ciphertext at all, so
there are 2128 values on the position of 16 bytes at most. In order to reduce the
complexity of step 2 (a) we divide this step into two substeps just as the method
of 4.3. For 22 structures, the data complexity is 2196.5 and the time complexity
is 2196.5.

6 Attack to Rijndael-256

In [8], Galice and Minier improved the attack to 9 rounds version of Rijndael-256
using a new 3rd-order 4 rounds distinguisher, for a 192-bit keys they have built
the attack requiring 2188 trial encryptions with 2128 − 2119 plaintexts. However,
the 4 bytes of k(9) needed in the attack can’t define any key bytes of k′(8), so
the time complexity should be 2204.3 trial encryptions just as for 256-bit keys.

6.1 The 8-round attack

Now we give a different attack from [8] to 8 rounds version of Rijndael-256 by
adding one round at the beginning and adding three rounds at the end based on
3th-order 4-round distinguisher as in Fig.6. We will choose 22 structures of 232

plaintexts each, which take all the possible values at the (0, 5, 14, 20) bytes. We
need to guess the 21 key bytes at the end of the cipher, just like the method 2
in the section of 3.1. So the data complexity is 236.5 and the time complexity is
2174.5.
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6.2 The 9-round attack

We also can attack 9 rounds version of Rijndael-256 by adding two rounds at
the beginning and adding three rounds at the end based on 3th-order 4 round
distinguisher (as in Fig.7). We will choose 22 structures of 2128 plaintexts each,
which take all the possible values at the 16 bytes in Fig.6. We need to guess the
21 key bytes at the end of the cipher. The data complexity is 2132.5 and the time
complexity is 2174.5.

7 Conclusion

The integral attack to Rijndael with large blocks described in this paper based
on different distinguishers. Firstly, we present some distinguishers for large-block
Rijndael proposed in [14], which induces significant improvements to the inte-
gral attacks described in this paper. Next, we present a new distinguisher for
Rijndael-192, and by using all these distinguishers we extend the integral attacks
on large-block Rijndael to more rounds.

Table 2 summarizes our integral attacks together with the previously known
attacks on large-block Rijndael.

Table 2. Summary of our attacks on Rijndael
Cipher Rounds Data Time Attack type Source

7 2130.6 2144 16-th multiset [15]
7 234.6 2229 16-th multiset [15]

Rijndael-160 7 281.9 2147 Imp.Diff [13]
7 298.6 298.6 integral Sec.3.1
7 228.5 2174.5 integral Sec.3.1
8 2100.5 2174.5 integral Sec.3.2
7 2130.6 2144 16-th multiset [15]
7 234.6 2239 16-th multiset [15]

Rijndael-192 8 2158 2177.4 Imp.Diff [13]
7 266.6 266.6 integral Sec.4.1
7 228.5 2174.5 integral Sec.4.1
8 268.5 2174.5 integral Sec.4.2
8 2162.6 2162.6 integral Sec.4.2
9 2164.5 2174.5 integral Sec.4.3
9 2212.3 2209 Imp.Diff [13]
8 268.5 2174.5 integral Sec.5.1

Rijndael-224 9 2196.5 2196.5 integral Sec.5.2
8 2128 − 2119 2128 − 2119 square [8]

Rijndael-256 9 2128 − 2119 2204 square [8]
9 2244.3 2208.8 Imp.Diff [13]
8 236.5 2174.5 integral Sec.6.1
9 2132.5 2174.5 integral Sec.6.2

Time complexity is measured in encryption units.
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According to Table 2, our improved integral attack on each variant of Ri-
jndael all makes significant improvements on both data and time complexities.
Furthermore, except the attack on Rijndael-256, our new integral attacks on 8-
round Rijndael-160, 9-round Rijndael-192 and 9-round Rijndael-224 are all the
best cryptanalytic results on large-block Rijndael so far.
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The attacks to extended rounds In the following figures, the brown color
bytes before the distinguishers get all 256 values several times, the brown color
bytes after the distinguishers correspond the key bytes to be recovered.
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Fig. 4. The attacks to reduced versions of Rijndael-160
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Fig. 5. The attacks to reduced versions of Rijndael-192
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Fig. 6. The attacks to reduced versions of Rijndael-224
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Fig. 7. The attacks to reduced versions of Rijndael-256


