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IP traceback is a defense method to help a victim to identifying the sources of 

attacking packets. In this paper, we propose an IP traceback method based on the Chinese 
Remainder Theorem to require routers to probabilistically mark packets with partial path 
information when packets traverse routers through the Internet. The routers with the 
proposed IP traceback method can interoperate seamlessly with legacy routers and be 
incrementally deployable. The simulation reveals that our method requires fewer 
numbers of marked packets and takes less time to reconstruct the attacking paths, and has 
lower false combination rate in comparison with the previous works [10, 13, 15]. 
Furthermore, by our method, a victim does not need to maintain the network topology 
while it reconstructs attacking paths.  
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1. INTRODUCTION 
 

With the rapid development of Internet, enterprises and organizations suffer from 
various network attacks every day. It is hard to find out the real source of attacking 
packets by inspecting the source IP address of the packets since “IP spoof” is easy. The 
process of finding the source of a packet is called the IP traceback. 

A brute force method to implement IP traceback is to require each router to append 
its IP address to the forwarding packets. This is impractical since a large overhead occurs 
to each router, and space for storing the IP addresses of routers would be a problem if the 
options field of IP header can not afford such a space. 

Savage et al. [10] proposed probabilistically marking packets as they pass through 
routers in the Internet. The marking information is the router’s IP address or the edge of 
the path that the packet traversed to reach the router. When a victim inspects an attack, it 
then reconstructs the complete paths during or after the attack. This approach, called as 
fragment marking scheme (FMS), has a low overhead for routers, and it uses the IP 
identification field of IP header to store the marking information. 

FMS works well with just a single source of attacking packets, but it has a very high 
computation overhead for the victim to reconstruct the attack paths and gives high false 
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combination rate when the attack originates from multiple sources [13]. The false 
combination means a router being not in the real attacking path that was erroneously 
reported as it is in the reconstructed attacking path. Song et al. [13] proposed two 
methods called advanced marking scheme (AMS2) and fast Internet traceback (FIT) 
respectively, to improve the drawbacks of FMS [10]. Instead of encoding the IP address 
interleaved with the characteristic of the IP address, AMS2 [13] and FIT [15] stored only 
the characteristic of the router IP address into the marking information field. AMS2 [13] 
and FIT [15] work well under the assumption that a victim must have a map of the 
network topology for reconstructing attack paths. 

The schemes of [10, 13, 15] used hash functions to get the characteristic of the IP 
address of a marking router. In this paper, we calculate the characteristic of an IP address 
by Chinese Remainder Theorem (CRT) to mitigate the collision problem. A collision is 
that two IP addresses have the same characteristic. High collision will result in high false 
positive rate. Our method works well without the assumption [13, 15] that a victim must 
have a map of the network topology. Besides, the proposed method requires fewer 
numbers of marked packets and takes less time to reconstruct the attacking paths in 
comparison with the previous works [10, 13, 15], and the routers with our method can be 
incrementally deployed in Internet since the method can interoperate seamlessly with 
legacy routers. 

The remainder of this paper is organized as follows. In Section 2, the related works 
are introduced. Section 3 describes the proposed method in detail. In Section 4, we 
compare the proposed method with the previous works [10, 13, 15]. Finally, Section 5 
gives our conclusion. 

 

2. RELATED WORKS 

Existing IP traceback methods [1-2, 7-8, 10, 12-13, 15, 18-19] can be classified as 
reactive or proactive traceback. Reactive methods start the traceback process when an 
attack is detected. The most known reactive methods are input debugging [18] and Back 
flooding [2]. They trace the attack path from the router closest to a victim back to the 
origin of the attack packets. The traceback could succeed only if the attack remained 
active until the completion of the trace. A well-informed attacker can easily evade from 
the methods [2, 18]. 

Proactive methods record or generate traceable information when packets are 
forwarded by routers. They can be categorized as router-based approach, out-of-band 
approach and packet marking approach. The router-based approach [12] requires routers 
to log packets, and then cooperates with other routers to find the attack paths. The 
approach has obvious drawback since enormous storage would be required for logging 
and the logging operation would degenerate the performance of routers. 

The ICMP traceback scheme [1, 7] belongs to the out-of-band approach. Routers 
probabilistically send an ICMP traceback message containing the IP address of the 
forwarding router to the same destination host as the selected packets. A victim can then 
use these messages to reconstruct attack paths. However, the messages may be filtered 
by routers because of security issues associated with them. 
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Packet marking approach requires routers mark the traceable information (like the 
router IP address) into the packets, and then a victim can reconstruct attack paths by 
these marked packets during or after an attack. In order not to generate extra traffic, FMS 
[10], AMS2 [13] and FIT [15] require routers probabilistically mark the traceable 
information into 16-bit IP Identification field of the forwarding packets. The traceable 
information is split into several fragments. When enough packets are received, a victim 
will receive all fragments to restore the traceable information of a marked router, and 
then reconstruct the attack paths. 

In FIT [15], each FIT router calculates the hash value of its IP address and splits the 
value into several fragments. When marking a packet, a router randomly selects a 
fragment to mark and sets the packet’s TTL (Time to life) to a global constant. The last 
step allows the packet receiver to accurately determine the distance between the marking 
router and itself. A victim needs network topology for performing IP traceback while 
applying the AMS2 scheme [13] and the FIT scheme [15] 

3. IP TRACEBACK BASED ON CRT 

In this section, we first introduce the marking information, and then we describe the 
marking procedure executed by routers and the reconstruction procedure executed by 
victims. 
 
3.1 Marking Information 
 

The traceable information in our scheme consists of the IP address of the marking 
router, the characteristic of the IP address, and the exact number of hops from the 
marking router to the destination host of the marked packet. The traceable information is 
split into five fragments. Thus, a victim must receive five packets to restore the traceable 
information.  

A CRT-enabled router probabilistically marks a packet, and when the router decides 
to mark a packet, the marking information illustrated as Fig. 1 will be written into a fixed 
space of the packet. 
 MID (Marking Identification, 0MID4): a fragment number. 
 IP Fragment: partial IP address of the marking router. 
 Remainder: partial characteristic of IP address. 
 Distance: the exact number of hops from the marking router to the victim when a 

victim received the marked packet. 

 
Fig. 1. Marking Information 



 

 

4 

 

 

 
Fig. 2. Marking fields in IP Header 

 
The marking information (8-bit IP fragment and 8-bit remainder) is stored into 

16-bit Identification filed of the IP packet header, and 3-bit MID is stored into TOS (type 
of service) field depicted in Fig. 2. Note that the distance is stored into TTL (time to life) 
field, and its initial value is set to twice of the exact number of hops from the marking 
router to the destination host of the marked packet. It is assumed that the distance can be 
found from the routing table. 
 
3.2 Marking Procedure 
 

The proposed CRT-based PPM splits the IP address of a router into 4 parts denoted 
as IP3, IP2, IP1, and IP0 (ex. An IP address 127.0.0.1: IP3=127, IP2=0, IP1=0, IP0=1), and 
each IPi is stored into IP fragment field along with its fragment number i into MID field. 
We design an extra fragment IP4 to reduce the false combination rate, and IP4 is 
computed as IP4 ← (IP3 + IP0 + R0) mod 256, where R0 is the remainder value with 
MID=0. The following sub-section explains how to compute the remainder values. 
 
3.2.1 Calculate Characteristic of an IP address 
 

The Chinese Remainder Theorem is stated as follows: Let m1, m2, , mn be 
pair-wise relatively prime positive integers, and M=m1m2mn. Then the system of 
congruences x mod miri (1in) has a unique solution modulo M. 
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Fig. 3. Calculate the characteristic of an IP address by CRT 

 



 

 

5 

 

We select four relative relatively prime positive integers 256, 253, 251, and 255. 
Thus, M = 256 × 253 × 251 × 255 will cover all the IP addresses belonging to class A, B, 
C, and D. It indicates for an IP address applied the procedure in Fig. 3, there is a unique 
four-tuple (R0, R1, R2, R3) that represents the IP address. The remainders (Ri, 0i4) are 
called the characteristic of the IP address. 

For example, an IP address (127.0.0.1) is calculated as 127 × 224 + 1 = 2130706433, 
and then its characteristic will be R4=128, R3=1, R2=141, R1=63, and R0 = 128. 
 
3.2.2 Simplify Calculation of IP address Characteristic 

 
To avoid unnecessary exponential computation, we simply the calculation of IP 

address characteristic by the following equations.  

(a · b)mod m = [( a mod m) · (b mod m)] mod m  (1) 

(a + b)mod m = [(a mod m) + (b mod m)] mod m  (2) 
 
Fig. 4 shows that all the exponential operations in computing R0 can be eliminated. 

The same reason applies for R1, R2, and R3, thus, Fig. 5 gives the simplified process to 
calculate the characteristic of an IP address. 
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= x mod 255 
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+ IP1 
× 28 
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  = (IP3 
× (28)3 
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  = (IP3 
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mod 255 + IP1 
× 11 

mod 255 + 

 IP0 
mod 255) mod 255 

  = (IP3 
+ IP2 

+ IP1 
+ IP0) mod 255 

 
Fig. 4. Simplified calculation 

 R0 ← (IP3+ IP2+ IP1+ IP0) mod 255    ( F1 )
R1 ← (IP3×53+ IP2×52+ IP1×51+ IP0) mod 251  ( F2 )
R2 ← (IP3×33+ IP2×32+ IP1×31+ IP0) mod 253  ( F3 )
R3 ← IP0          ( F4 )
R4 ← (IP2 + R0) mod 256      ( F5 )

 

Fig. 5. Simplified CRT calculation of IP address characteristic 

 
3.2.3 Marking Algorithm 

 
Table 1 gives the notations used in this paper. Fig. 6 illustrates the marking 

algorithm executed by a CRT-enabled router. At the initialization phase, the router 
stores its IP address into IPi (0i3) and computes the characteristic Ri (0i4) and IP4 

=(IP3+IP0+R0) mod 256. Whenever the router receives a packet P, it executes the 
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marking process. The router writes the marking information into the packet P with 
probability q. 

Table 1. Notation description 

Symbol Description 

P A packet arrived at a CRT-enable router. 

q The probability of a CRT-enable router to mark a forwarding packet 

P. 

d The distance of the marking router to the destination of P. 

IPi IP address fragment of a CRT-enable router. 

Ri Characteristic value of IP address of a CRT-enable router. 

Mid Marking identification. 

Ψd,i The set of markings with distance d and Mid i. 

ti A marking of Ψd,i. 

maxd The maximum TTL value in the received markings. 
 

 Marking procedure at router R (IP3.IP2.IP1.IP0)：
/*Initialization*/ 
Let q be the probability of marking 
i ← 0 
R0 ← (IP3+ IP2+ IP1+ IP0) mod 255 
R1 ← (IP3×53+ IP2×52+ IP1×51+ IP0) mod 251 
R2 ← (IP3×33+ IP2×32+ IP1×31+ IP0) mod 253 
R3 ← IP0 
R4 ← (IP2 + R0) mod 256 
IP4 ← (IP3 + IP0 + R0) mod 256 
/*Marking process*/ 
for each forwarding packet P do 

let r be a random number from [0, 1) 
if r  q then  

P.Mid ← i 
P.TTL ← 2 × d 
P.remainder ← Ri 
P.fragment ← IPi 
i ← (i +1) mod 5 

else 
P.TTL ← P.TTL－1  

 
Fig. 6. Marking algorithm 
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3.3 Attack Paths Reconstruction 
 

Since our traceable information is encoded into five marked packets, Fig. 7 
illustrates how a victim restores the complete IP address of a marking router and 
validates the correctness of the combined IP address. A simplest way is to try all possible 
combinations for the marked packets with the same TTL value. Each combination has 
five IP fragments (IPi, 0i4) and their characteristic (Ri, 0i4). The victim applies the 
procedure of Fig. 7 to calculate the characteristic of the combined IP address, denoted as 
Ri’ (0i4). If the calculated characteristic Ri’ (0i4) is the same as the combined Ri 

(0i4), then the combined IP address is regarded as valid. 
 

 
Fig. 7. The diagram of victim constructing IP address 

 
However, it is possible that a combined IP address passes the validation, but the IP 

address does not belong to any marking router, such a combination is called false 
combination. Fig. 8 gives an example of false combination. Assume that there are five 
CRT-enabled routers located at the same distance from a victim. When the victim 
receives the marked packets with the same TTL value from the five routers, a false IP 
address (209.241.113.13) is generated by combining the underlined numbers of Fig. 8. 

 

 Marking information: (IP3.IP2.IP1.IP0, IP4), (R3, R2, R1, R0, R4) 

Marking Router1: (209.58.85.13, 76), (13, 108, 152, 110, 168) 

Marking Router2: (203.241.148.70, 169), (70, 68, 82,152, 137) 

Marking Router3: (207.173.113.206, 90), (206, 101, 98, 189, 106) 

Marking Router4: (216.6.86.13, 39), (13, 85, 234, 66, 72) 

Marking Router5: (213.242.110.10, 32), (10, 173, 103, 65, 51) 

Combined IP address: (209.241.113.13, 32), (13, 68, 98, 66, 51) 
 

Fig. 8. Example of a false combination 
 
To reduce the reconstructing time, our method does not try all possible 

combinations of the marked packets with the same TTL value. Let Ψd,i denote the set of 
marked packets with the same TTL value d and Mid=i, and ti is a marked packets of Ψd,i, 
where i ranges from 0 to 4. 



 

 

8 

 

By the statement (F4) of Fig. 5, we only consider the combination consisting of the 
marked packet with MID=3 whose remainder is the same as the IP fragment stored in the 
marked packet with MID=0. For example, the all possible combinations in Fig. 9 are 
3*3*3*4*4. In fact, when a victim selects a t3 (IP3=127, R3=1) from Ψd,3, the victim 
needs to combine only the two t0 (IP0=1) from Ψd,0 with the t3. 

After selecting t3 and t0, the proper t4 of Ψd,4 can be decided by the statement IP4 ← 
(IP3 + IP0 + R0) mod 256. For example, Fig. 11 illustrates that if t3 (IP3=127, R3=1) and t0 
(IP0=1, R0=128) are selected, only the t4 of Ψd,4 whose IP4=(127+1+128) mod 256=0 will 
be considered for combination. 

By the statement (F5) of Fig. 9, the proper t2 of Ψd,2 can be selected for combination 
after t0 and t4 are decided. Fig. 10 gives an example to illustrate the association of Ψd,0, 
Ψd,4, and Ψd,2. Fig. 11 gives an example to illustrate the proper t1 of Ψd,1 can be selected 
by the statement (F1) of Fig. 5. Note that if the statement (F1) induces a t1 (IP1=0), then 
the t1 with IP1=255 should be considered for combination since 2550 (mod 255). 

 

 
Fig. 9. The association of Ψd,3, Ψd,0, and Ψd,4 

 

 
Fig. 10. The association of Ψd,0, Ψd,4, and Ψd,2 

 

 
Fig. 11. The association of Ψd,1, Ψd,0, Ψd,2, and Ψd,3 
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Upon detecting an attack and collecting sufficient marked packets, a victim executes 
the reconstruction algorithm of Fig. 12 to identify the sources of the attacking packets. 
The victim at first restores all the IP addresses of the marked router located at one hop 
away from itself, and then two hops, three hops, until reaching the maximal TTL value in 
the marked packets. After that, the attack paths are reconstructed. While more than one 
attacker sends out attacking packets to a victim, by the Reconstruction algorithm of Fig. 12, 
multiple attack paths can be restored at a time. 

 

 

 /*Ψd , i : The set of markings with distance d and MID i.*/ 
/* ti : A marking of Ψd , i.*/ 
/* maxd : The maximum TTL value in the marked packets.*/ 
Reconstruction procedure at victim v : 
for d:=1 to maxd do 
 for each marking t3Ψd , 3 do 
  /*IP0 = R3*/ 
  for each marking t0Ψd , 0 and t0.fragment = t3.remainder do       
   /*IP4 = (IP3 + IP0 + R0) mod 256*/ 
   IP4←(t3.fragment + t0.fragment + t0.remainder) mod 256 
   for each marking t4Ψd , 4 and t4.fragment = IP4 do 
    /*IP2 = (R4－R0) mod 256*/ 

    IP2←(t4.remainder－t0.remainder) mod 256 
    /*IP1 = (R0－IP3－IP2－IP0) mod 255*/ 
    IP1←(t0.remainder－t3.fragment－IP2－t0.fragment) mod 255 
 
Validate : R2’←(t3.fragment×33 + IP2×32 + IP1×3 + t0.fragment) mod 253 
    R1’←(t3.fragment×53 + IP2×52 + IP1×5 + t0.fragment) mod 251 
    for each marking t2Ψd , 2 and t2.fragment = IP2 and t2.remainder = R2’do 
     for each marking t1Ψd , 1 and t1.fragment = IP1 and t1.remainder = R1’do 
      Combined IP address←(t3.fragment, t2.fragment, t1.fragment, t0.fragment) 
 
    /*special case*/ 
    if IP1 = 0 then 
     IP1←255   
     goto Validate 

 
Fig. 12. Reconstruction algorithm executed by a victim 
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4. SIMULATION RESULTS 

A real traceroute database obtained from Lucent Bell Labs [6] is used to simulate 
the network topology. The database contains 328,744 distinct traceroute paths from a 
source host to different destination, and contains 190,276 different router’s IP addresses. 
The following experiments use the source host as the victim, and randomly select routers 
as the origin of attacking traffic. All experiments are executed on WinXP workstation 
with 1.7 GHz Pentium 4. 

In real network there are many factors (congestion, packet lost, etc.) may affect a 
victim to collect attacking packets. In the following, we simplify the simulation not to 
consider how the packets across the real network. It is assumed that each victim with 
intrusion detection system (IDS) [20-22] can collect sufficient packets during an attack. 
In order to reconstruct an attack path, a victim must receive at least a packet marked by 
each router in the path. According to the coupon collecting problem [8, 10], for each 
attack path with d routers, and with the marking probability q, the number of packets 
needed to be received before reconstructing the attack path is bounded by 
(k*ln(kd))/(q(1-q)d-1), where k is the number of fragments.  

In the experiments, our marking information is divided into 5 fragments, as for FMS 
[10], AMS2 [13], FIT [15], their marking information are divided into 8, 8 and 4 
fragments respectively. Fig. 13 shows the number of packets needed to have at least a 
marked packet from each router in the path, in this case, q=0.04. The simulation result is 
in compliance with the bounded equation mentioned above that the more packets must be 
received for a longer attack path. We also apply different value of q to our CRT-based 
PPM to make a better choice of q. Fig. 14 depicts while the value of q is increasing, the 
number of packets needed for reconstructing attack path will be exponentially grown as 
the path length being larger than 10, but for q=0.04, the curve in the plots is linearly 
grown. Routers with the marking probability q larger than 0.04 indicates a victim must 
collect more attacking packets before reconstructing path.  
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Fig. 13. The number of packets needed for reconstruction (q=0.04)  



 

 

11 

 

 
 

0

500

1000

1500

2000

2500

3000

3500

0 5 10 15 20 25 30

Path Length

T
he

 n
um

be
r 

of
 p

ac
ke

ts
 n

ee
de

d 
fo

r
re

co
ns

tr
uc

tio
n

q=0.04
q=0.08
q=0.1
q=0.15
q=0.2

 

Fig. 14. The number of packets needed for reconstruction by varying q  
 

 
Fig. 15 and Fig. 16 show that within only 20 attackers, the FMS scheme already 

generates over 600 false combinations and takes more than a day to reconstruction the 
attack path. Thus, in the following experiments, we do not consider the FMS scheme. 
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Fig. 15. False combination for FMS 
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Fig. 16. FMS reconstruction time 

 
Fig. 17 and Fig. 18 show that the CRT-based PPM has the less number of false 

combinations in comparison with AMS-2 [13] and FIT [15]. The AMS-2 is implemented 
with three different thresholds 6/8, 7/8, and 8/8 (threshold 6/8: it means that the traceable 
information is split into 8 fragments, and a victim can start to restore the traceable 
information after receiving 6 fragments). The FIT is implemented with two different 
thresholds 5/8 and 6/8. In our experiments, CRT-based PPM has less false combination 
number than AMS and FIT did. This is because our CRT-based PPM has an extra 
fragment IP4, which is used to reduce the possibility of false combination while 
reconstructing attack path. In the simulation, the CRT-based PPM does not have the false 
combination when the number of attackers is less than 625, and the number of the false 
combination is 54 even the number of attackers increases to 2000. 

Fig. 19 shows the reconstruction time for the AMS-2 [13], FIT [15], and CRT-based 
PPM. While the number of attackers is less than 500, the reconstruction time of all 
schemes are almost the same. However, while the number of attackers increases, the 
reconstruction time of AMS-2 increases promptly, the FIT and the CRT-based PPM 
increases a little. This is because our CRT-based PPM executes less number of 
combinations by using the extra fragment IP4 and Ri (0 ≤ i ≤ 4) to filter out those wrong 
combinations.  
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Fig. 17. False combination for AMS2 and CRT-based PPM 

0

50

100

150

200

250

300

350

400

0 250 500 750 1000 1250 1500 1750 2000

Number of Attackers

N
um

be
r 

of
 F

al
se

 C
om

bi
na

tio
n 

 

CRT-based PPM 5/5

FIT 5/8

FIT 6/8

FIT 3/4

 
Fig. 18. False combination for FIT and CRT-based PPM 
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Fig. 19. The efficiency of reconstruction for AMS2, FIT and CRT-base PPM 
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5. CONCLUSION 

 
In this paper, we integrate the Chinese Remainder Theorem with the Probabilistic 

Packet Marking scheme [10, 13, 15] to reduce the false combination rate and the 
reconstructing time. The CRT-based PPM requires each router to mark packets 
probabilistically and the victim to reconstruct the attack paths from the marked packets 
without the support from routers. It means that the victim can identify the source of 
attacking traffic during an attack, or after an attack has completed, when the victim has 
collected sufficient marked packets. Furthermore, the CRT-based PPM uses the TTL field 
to record the distance between a marking router and the victim. This enlarges the 
tracking path from 32 [10, 13, 15] to 127. In other words, by our method, a victim can 
track back an attacking source up to 127 hops from itself. 

The CRT-based PPM scheme can not be directly applied to the IPv6 because it 
needs to find a sufficient large integer M to cover all IPv6 addresses, and then consider 
the trade-off between the number of fragments and the size of each fragment. In our 
scheme, the number of fragments is five and the fragment can be stored in IPv4 header, 
no extra space is required. That makes the scheme be able to interoperate seamlessly 
with legacy routers and be incrementally deployable. We are not sure the CRT-based 
PPM scheme can work on IPv6 networks as well as on IPv4 ones. It would be our future 
work to solve the issues with IPv6 networks. 
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