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Abstract: In MANETs, most network functions count on node cooperation. Forwarding packets of other nodes is a 

basic example of such cooperation. However, nodes may not be interested in forwarding the requested packets because 

of being selfishness or malice, which significantly degrades network performance. Therefore, in respect of node 

forwarding process, we propose a global punishment-based repeated-game model and investigate the equilibrium 

conditions of packet forwarding strategies when the whole network is in a cooperative state. This model takes node 

rationales into consideration. Moreover, in order to reduce the selfish nodes’ future payoff to stimulate cooperation, 

metamodel is utilized to design forwarding strategies. Simulation results show that the proposed game model with 

punishment mechanism can promote node forwarding probability. 
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1 Introduction 

A mobile Ad Hoc network [1] is a wireless, self-organized system. The network protocol is dynamically alternated, 

non-centered and the nodes in network can move freely. In an Ad Hoc network, nodes must fulfill all network functions 

by themselves. Because of lacking routers, the performance of an Ad Hoc network directly depends on the willingness 

as well as active nodes’ voluntary cooperation with others. Currently, wireless, self-organized networks are based on 

the assumption of nodes cooperation. In fact, nodes use network resources for the sake of the maximum payoffs, so 

they refuse to consume their limited energy and provide forwarding service to others. This selfish and cheating 

behavior significantly affects network performance. Therefore, cooperative incentive strategy is in need to efficiently 

promote the cooperation among nodes and thus to ensure the usability and to stabilize the entire performance of free 

network. Cooperative techniques can be employed across different layers of a communication system and across 

different communication networks. The foremost premise of cooperative techniques is that all participants 

engaged in cooperative communication can obtain some benefits through cooperation.  

At present, the research on node cooperation in Ad Hoc network can be generally divided into two aspects. The 

former aspect enforces nodes cooperation by means of external mechanism, such as virtual circulation, cooperative 



reputation, etc [2-7]. In reputation-based systems, nodes observe the behavior of other nodes and take measures, 

rewarding cooperative behaviors or punishing uncooperative behaviors. The typical models of this scheme include 

Watchdog[5], CONFIDANT[6] and CORE[7]. “Watchdog” mechanism is to detect whether other nodes do relay data 

packets and avoid malicious nodes in their route selection, and a “pathrater” mechanism at the source node to maintain 

paths based on the information it has about the nodes along the path to the destination and choose the most reliable path 

for subsequent packets. CONFIDANT is a reputation system containing monitoring, trust evaluation and trust 

reestablishment. This system only adopts periodic decay of trust to avoid non-cooperative behaviors without providing 

redemption mechanism for nodes. CORE provides three different types of trust: subjective trust, indirect trust and 

functional trust. The weighted values of these three trusts are then used to determine whether to cooperate or not. 

The latter aspect analyzes and utilizes the influence of the essence of profits motivation on nodes decision to 

stimulate cooperation. It also takes game theory [8] as its main field of research. Compared with the former one, the 

latter one considers the motivation of nodes, and thus not only simplifies the cooperation and stimulation mechanism in 

distributed environment but enables an easier realization of a more accurate and comprehensive cooperation tendency 

estimation.  

Although the main application of game theory is in economics, it fits the research in network better, such as 

routing, load balance and access control. A key basic assumption of game theory is that participators in game theory are 

“rational”. They intend to maximize their benefits. Economics studies interaction between people. Nevertheless, people 

in reality aren’t completely rational as assumed for the reason that people don’t have powerful computing capability 

and often make mistakes. It leads to an unstable situation in Nash equilibrium [9] of game (“shivering hands” issue). If 

we want to improve this case, we should consider other issues like how the participators’ mistaken probability is 

distributed or how we can anticipate other participators’ rational level, which thus makes the mathematical form of 

problem very complicated. In wireless network, nodes are participators of game. As long as they meet user’s demands 

(optimized objectives specified by user), the user may have no reason to replace them. Thus, the game theory can better 

describe the cooperative issues of nodes interaction. Therefore, we put game theory into the nodes of Ad Hoc networks, 

analyze the conditions to achieve Nash equilibrium and design punishment mechanism so that all nodes in network 

achieve a cooperative state. If a forwarding node reduces its forwarding probability, its neighbors will reduce the 

probability at the same time. In this way, when malicious nodes are trying to forward their own data packets, they will 

inevitably be affected by lower forwarding probability. 

The rest of this paper is organized as follows. In Section 2, we briefly introduce the related work to our research, 

present our node game model, and state the condition in which model achieves Nash equilibrium. Punishment 



mechanism and performance analysis are described in Section 3 and 4, respectively. Section 5 discusses related work in 

detail and Section 6 concludes the paper. 

2 Game Theory for Nodes in MANETs 

The research on existing node game models, such as VCG (Vickrey-Clarke-Grove)route auction model[10], are 

mainly aimed at routing game and most of them are based on the analysis of one-off game [5]. Due to the fact that 

consumption of forwarding energy is much greater than that of routing energy, analysis of cooperation of nodes 

reflected in the process of forwarding game has become more important. In view of the repetition nature of forwarding 

interaction, it is more reasonable to regard VCG, compared with one-off routing process, as a multi-stage game [5] 

introduced by a repetitive enhanced incentive mechanism. However, VGG mechanism doesn’t actually provide 

convenience for the analysis of forwarding game and it is not strategically verifiable in numerous game occasions [11], 

which forces us to take other measures to investigate the influence of repetitive forwarding on node cooperation. 

In reference [12], on the other hand, the author proposed a forwarding algorithm GTFT (Generous TIT-FOR-TAT) 

converged to all levels of normalized acceptance rate (NAR). Reference [13] provides us with a radical idea to force 

cooperation by congesting channels. Besides, an existing cooperative analytical model in game theory adopts simplex 

punishment mechanism [14] for the malicious nodes and just rejects the requests as a kind of punishment. However, if 

the decision-making behavior of the node depends on its evaluation of future payoffs, there will not be a real 

motivation for malicious behavior because of the fear of “being not worth the candle”. Because these three models are 

much closer to ours, we will give a further comparative discussion in detail in section 5.

In order to realize the above idea, we must model and analyze the node utility first. Repeated-game theory [5] 

provides a proper tool to abstract forwarding cooperation into a multiple game process carried out by adjacent nodes. 

Repeated-game model uses the concept of Nash equilibrium to predict the stable situation caused by nodes rational 

behavior on the occasions of interest conflict. When a node always chooses the most favorable cooperative strategy 

according to the behavior of others, their best mutual response would contribute to Nash equilibrium in Ad Hoc 

networks. At this point, no node will attempt to deviate from cooperation; otherwise it will reduce its own utilities. The 

analysis of repeated-game model brings in the correspondent cooperative mechanism from the nodes perspective. 

Meanwhile, the introduction of Nash equilibrium in the game makes it possible for us to further understand the state of 

the global cooperation in the network based on the individual analysis. 

This paper firstly establishes a node model based on a repeated forwarding game and analyzes the conditions in 



which the entire cooperative network is in the state of Nash equilibrium. Besides, we also design the Metamodel [15] 

(Metamodel is one model which describes another model that is intrinsically linked to workflow model) of node to 

calculate forwarding strategy, and stimulate node cooperation with the global punishment mechanism. 

2.1 Model Design 

We use a graph G = (V, E) to illustrate an Ad Hoc network, where V is finite set of all the nodes in the network, 

and E is a edge set. Then we set some assumptions as follows: 

(1) Nodes just move in two-dimensional space, each node in network has a given power range, and they are to be 

neighbor nodes if two nodes are placed within the power range of each other;  

(2)Transmission between two no-neighbor nodes is based on multi-hop forwarding. The packets from source node 

are forwarded by forwarding node to the destination node; 

(3)The main reason for the loss of packets in the network is the non-cooperative behavior of nodes (refusing to 

forward). Issues like limited capacity of nodes and invalid links are neglected; 

(4)We use a discrete model of time where time is divided into slots. Each node in the network has one packet to be 

sent during a slot. The set of existing routes remain unchanged during a time slot, whereas changes may happen at the 

end of each time slot. The duration of the time slot is much longer than the time needed to relay a packet from the 

source to the destination; 

(5)The length of all different packets is the same. The cost of sending or forwarding one single packet is c, and the 

payoff of sending or receiving one single packet is b. b>c. 

(6) We name a given pair of source node s and destination node d as N(s,d) or N for short. The total number of 

packets sent by N(s,d) is Nsd. According to assumption (4) that each node in the network has one packet to be sent 

during a slot, these packets may take up several time slots. A given route between N(s,d) is r(s,d)=(s,f1, f2,…,fL,d). L is 

the number of forwarding nodes, i.e., the hop count from s to d.

Nodes can rationally choose whether to forward packets or not. So we use the forwarding probability ρ to 

represent the strategy space of nodes. 

DEFINITION 1 Assume that the forwarding probability of node i during the slot t is ρi(t). There is an infinite 

number of possible strategies; here, we highlight only a few of them for illustrative purposes, denoted below:  



Table 1 Strategy Space of Node i

Strategy ρi(t)  (ρi(t)∈[0,1]) 

Defection 0 

Cooperation 1 

TFT, Tit For Tat ρi(t) 

Anti-TFT 1-ρi(t) 

Random σi (ρi(t))

DEFINITION 2 
( )i tρ is the vector of forwarding probabilities of all forwarding nodes during the slot t, i.e., 

( )i tρ =(ρ1(t),ρ2(t),…, ρi(t)).  For a given route r(s,d), the probability that a transmitted packet reaches its destination 

during the slot t is thus:  

( ) ( ) ( )
1
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L
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i
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=
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We assume that each source node sends its own packets with probability one. Therefore, the probability that an 

initial packet reaches a forwarding node during the slot t is:  

( ) ( ) ( )
1
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i t i t k t
k
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where k∈r(s,d)＝(s,f1, f2,…,fi-1) , Lk is the hop count to reach i.

DEFINITION 3 Assuming that R (i) is a given route set including forwarding nodes i, the cost of sending all 

packets in r(s,d) of G to i is thus: 

( ) ( ) ( ) ( )
( , ) ( )

( ) ( )i t i t sd i t i t
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∈
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where Csd＝c·Nsd 

DEFINITION 4 Considering i can send, receive and forward packets, we use the ternary binary Boolean variable 

(S, D, F) to show the behaviors of i. The value of S, D, and F is 0 or 1, corresponding to sending, receiving and 

forwarding packets, respectively. Note that i cannot send or receive packet at the same time, so the values of S and D

are different all the time. We can get the cumulative utilities of node i during the slot t: 

( ) ( )  ( ) ( )  ( ) ( ) ( ) ( )
( , ) ( , )

( ) ( ( )) ( ( )) ( )i t i t i d i t i t s i i t i t i t i t
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The first two terms at the right hand side of the equation are the costs of sending and receiving packets. In 

equation(4), Cid＝(b-c)·Nid; Csi＝b·Nsi; si(t)(·) and di(t)(·) are utility functions of sending and receiving packets during the 

slot t; P(
( )i tρ )is a multinomial of 

( )i tρ . We assume that si(t)(·) and di(t)(·) are positive, ;non-decreasing concave 

functions. Different nodes may have different utility functions. (Utility function is defined as a kind of meaningful 

real-valued function in physics. Utility functions in this paper use the number of packets as variables. Concave utility 

function shows a principle in economics: marginal utility).The utility issues of nodes are neglected in Reference [16, 

17], which means di(t)(·)=0. 

2.2 Calculations of Forwarding Strategy 

In every time slot, each node i can use a strategy function σi(.) to update its strategy space. Generally, i can choose 

a strategy to be used in a time slot t according to the information from all previous time slots. To make analysis feasible, 

we assume that i uses the only information in the last time slot. More specifically, we assume that i chooses its own 

strategy based on the utility in the last time slot t-1 as a source on the routes (forwarding probability): 

( 1)( ) ( 1)( ( ( )))i ti t i i ts Pρ σ ρ− −= � (5) 

where ( 1) ( 1)( ( ))i t i ts P ρ− −
� indicates the normalized utility vector for node i within time slot t-1, each element of which 

can be used as normalized utility on a route of the source node i within time slot t-1, that is ,  

( 1) ( 1) ( 1)
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The strategies of node i are decided by its strategy function σi(.), and its initial forwarding probability is ρi(0) .   

In this part, we introduce a metamodel to formalize the features of the game play. In the metamodel, we concern 

on the changes of the forwarding strategy of the nodes, all other details in previous definition of the model (e.g., 

forwarding costs) are not taken into account. 

Let us consider a route r(s,d). The payoffs of source node on route r(s,d) depend on the forwarding strategy of the 

intermediate nodes. We use a directed graph to represent this dependent relationship between nodes, called dependency 

graph [18, 19]. Each vertex of the dependency graph corresponds to a network node. If i is an intermediate node, j is a 

source node on a given route, we can use ordered pair (i,j) to represent a directed edge from vertex i to vertex j.

Therefore, an edge (i,j) means that the behaviors (forwarding strategies) of i have effect on j. Figure 1 illustrate a given 

network topology and its dependency graph. For example, if node A communicates with node C from node B (see line 

1 in Figure 1(a)), an edge (B, A) in Figure 1(b) is set to show the effect of behavior of node B on node A. 



Now, we define an automatic device Ө built on dependency graph to model the game in the metamodel. We model 

each vertex i in Figure 1 as Ni, and interpret the edges of dependency graph as links connecting each vertices. The 

internal structure of Ni is indicated in Figure 2, and every Ni includes input and output links. 

Figure 2  Internal Structure in Ni Figure 3  Corresponding Ө of Figure 1(b) 

Each Ni consists of a multiplication gate П, followed by a gate that implements the strategy function σi(.) of node i.

The gate П extracts all the values on the input links and passes their product (Eq(6)) to the strategy function. Finally, 

the output of strategy function (Eq(5)) is transmitted to each output links of Ni. 

The automatic device Ө operates discretely. Figure 3 shows the Ө corresponding to the dependency graph of 

Figure 1. Initially (Step 0), each Ni outputs some initial values (forwarding probability) ρi(0). Afterwards, in Step t, each 

Ni calculates output ρi(t) by the values of its input links in Step t-1. Note that, for all i, in Step t, each Ni will output the 

forwarding probability (i.e., ρi(t)) in time slot t, as we assumed that the set of routes remains unchanged in each time slot. 

Therefore, the numerical computing of the output links in Ө simulates the computing of nodes forwarding probability 

in the network. 

If we adopt the sequence ix =xi(0) ,xi(1) ,…(xi(t) represents ρi(t)) of forwarding probability of i and the normalized 

utility sequence iy =yi(0) ,yi(1) ,… as its output to indicate the interaction of i with the rest of the network, we can express 

any element yi(t) in sequence as some function of the preceding elements xi(t－1) ,xi(t－2) ,…,xi(0) of sequence ix . We call 



such an expression I/O equation of i in the time slot t. This equation involves strategy function σj(.)(j≠i) but never σi(.). 

For ND in Figure 3, for example, we have I/O equation as follows: 

 yD(0) = xB(0) xC(0) 

 yD(1) =σB(xC(0))σC(xD(0))

yD(2) =σB(σC(xD(0)))σC(xD(1))

yD(3) =σB(σC(xD(1)))σC(xD(2))

… …

In this way, the numerical computing simulates the interaction of i with the rest of the network. 

2.3 Nash Equilibrium of the Game Model 

Theorem 1 Let Φ be the set of all the forwarding nodes in a route r(s, d), that is, Φ=(s, f1, f2, …, fL, d). If node i

∈Φ, and ρi(t) =0 in the time slot t, the best strategy of i is defection. Eventually, every node playing defection is a Nash 

equilibrium (ρ1(t)=ρ2(t)=…＝ρi(t) =0). 

The proof of Theorem 1 is provided in the Appendix. 

According to this condition, forwarding nodes will also refuse to cooperate, resulting in an undesirable steady 

state. We believe that the reason why this cooperative dilemma happens is that nodes take completely no consideration 

about the impact of their selfish behaviors on their future payoffs. Therefore, we set up a punishment mechanism to 

handle this situation. 

3 A Punishment Mechanism 

Here we replace the single punishment with global punishment. It is especially described as: considering a given 

strategy set ρ = (ρ,ρ,…, ρ), if a certain forwarding node j changes its forwarding strategy to the probability ρj (ρj<ρ), 

then all nodes decrease their forwarding probability to ρj. 

Figure 4: example of punishment mechanism 

Consider the network shown in Figure 4 as an example to describe the process of the punishment mechanism. In 

this example, nodes s and d have no traffic to forward. Assume for the time being that si(x) = di(x)=x. It is seen that the 

utility functions for node 1 and node 2 are: 



U1(ρ1,ρ2)= b·N12 ·ρ2- c·Nsd·ρ1 (7) 

and                               U2(ρ1,ρ2)= b·N12 ·ρ1- c·Nsd·ρ2 (8) 

If node 1 changes its forwarding strategy to refuse cooperation (ρ1 =0), then in equation (8), U2(ρ1,ρ2) will reach its 

maximum when node 2 refuses cooperation (ρ2 =0). This is to be compared with the TFT strategy. 

This kind of punishment mechanism can make adjacent nodes of the selfish node decrease their forwarding 

strategies and process global punishment. Thus, the selfish node will be influenced by other nodes forwarding strategies 

when it has packets to forward.  

The implementation of punishment mechanism proposed above requires a node to know about the selfish node in 

the network, if any. Here we propose a simple implementation of this punishment mechanism which requires only local 

information .

Let Ne (i) be the set of neighbors of node i. Every node uses metamodel to calculate its forwarding strategy 

(forwarding probability) [20]. However, once a neighboring node j of Ne(i) refuses to cooperate in the time slot t, node 

i updates the forwarding probability as follows:                                              

( ) ( ) ( )( )
min{ , min { }}i t i t j tj Ne i

ρ ρ ρ∗

∈
= (9) 

where ρi(t) and ρj(t) represents the forwarding probability of node i and node j’s forwarding probability available to 

node i. ρi(t)
＊ is the new forwarding strategy adopted by node i. Note here that ρi(t) is still computed using iteration. 

This punishment propagates in this network till all the nodes reach the same forwarding probability of the node j.

The influence of punishment can be seen by the utilities of node j. If node j decides to cooperate again, it will detect 

and punish its neighbor nodes because the previous punishment decreases their forwarding probability. Hence, the 

initial punishment introduces a negative loop and the forwarding probability of every node in the network will decrease 

to the same value of node j. Since every node has the same forwarding probability, none of the nodes will be able to 

increase its forwarding probability even if there are no selfish nodes now. 

We can see from Figure 4 that assuming in the time slot t, ρ1(t)=ρ2(t)=ρ, then in the next slot, the forwarding 

probability of node 1 reduces to ρ’. Due to the punishment mechanism, node 2 will also decrease to ρ’. This will result 

in a reduced utility for node 1 which increases its forwarding probability. However, since ρ2(t+1)= ρ’, the punishment 

mechanism will imply that ρ1(t+1)= ρ’. This is a deadlock, but it can be avoided by the solutions below. 

We set a timer with a fixed duration. When a node enters in the punishing phase (begins to punish some neighbors), 

the local timer for that node is activated and its forwarding probability is calculated through metamodel (Eq(9)). When 

the timer expires, the punished node will compute its forwarding probability through metamodel again and continue to 



detect whether there exists malicious behaviors (e.g., a Watchdog protocol can help distinguish between malicious 

nodes and failed/moved nodes). In the case no misbehaviors are detected, the forwarding probability of the network 

eventually achieves the optimal value for the network. If the neighboring nodes continue to misbehave, the timer will 

be activated again and the punishment mechanism resets. 

We can easily find out the storage complexity of the punishment mechanism increases with the number of the 

neighboring nodes (Eq(9)). And computational complexity is also not large as it relates only to the distance (hops) from 

forwarding node to destination node (Eq (5)). 

4 Performance Analysis 

In the real Ad hoc network, the randomness coming from the topology, flow and channel makes the cooperative 

behavior of the node complicated. In this section, in order to verify the enhanced effect of cooperation in this game 

model, we present numerical results from a MATLAB implementation of the forwarding strategy algorithm. The 

results are meant to validate the metamodel results obtained in the paper and also to indicate the possibility of practical 

implementation of the proposed punishment mechanism. Finally, we analyze the changes of the forwarding probability 

when implementing punishment mechanism. In this section, the figures of results show the value of forwarding 

probability, ρ, computed in the nth iteration of algorithm vs. the iteration number. 

The designs of entire network environment and parameters are as follows:  

(1) An Ad Hoc network G includes N mobile nodes (where N takes 10), and randomly selects source nodes and 

non-adjacent destination nodes. Any node can send a packet;  

(2) Traffic source is CBR (Constant Bit Rate); Mobility Model is Radom Way Point; MAC protocol is 

IEEE802.11; in default, the routing protocol is AODV (Ad hoc On Demand Distance Vector); 

(3) Each node has a local behavior detection protocol. Here we adopted Watchdog Protocol;  

(4) After sending and forwarding, the state of node changes with the result of local behavior detection. Statistical 

information is also collected. For simplicity, control packets from routing and detecting protocol are not calculated in 

the number of forwarding packets;  

(5) For simplicity, we use si(t)(·) instead of si(t)(·)＋di(t)(·), for short as S(·). Here the particular choice of S(·) is to 

facilitate a better visual presentation, so we fix S(x)=ln(100x+1) .

(6) Since the costs and payoffs of forwarding and sending a single packet are relative, and we have used 

S(·)instead of s(·)+ d(·), then we set δ(n) = = 1 and λ(n) = C, and set the hops between the source node and destination 



node as L;

(7) We assume that each node has a upper bound and a lower bound on the value of forwarding probability, set as 

ρmax and ρmin(ρmax, ρmin>0), respectively. Generally, we set ρmax=0.99, ρmin=0.01. 

In the simulation, each type of experiment was carried out four times, each time with 100 random topologies and 

each topology with 100 traffics. We made a total of 1000 simulations. The results are the mean value from four 

experiments.  

Experiment 1: Without punishment mechanism invoked in nodes, we set the initial forwarding probability of all 

nodes as ρmax = 0.99 and randomly observed the relationship between the forwarding probability ρ of a node and hops L

and cost C.

Figure 5  L=3, changes of C with ρ (without punishment)             Figure 6  C=0.5, changes of L with ρ(without punishment) 

When L = 3, the curves of forwarding probability of node, ρ, changed with C are shown in Figure 5. Forwarding 

probability ρ decreases while C increases. With the increase of forwarding cost, nodes choose to reduce the forwarding 

probability after several iterations. Because nodes are rational, their actions are strictly determined by their 

own interests, and each node is associated with a minimum lifetime constraint. They use network 

resources for the sake of the maximum payoffs, and they refuse to consume their limited energy and 

provide forwarding service to others. When the cost for forwarding packets is large, they try their best to 

reduce the forwarding probability to preserve energy. Figure 6 shows the curves of forwarding probability of 

node, ρ, changes with L When C is 0.5. Forwarding probability ρ increases when L decreases. Even if forwarding cost 

per unit is little, as with the increase of forwarding frequency (L is the hop number, when L is large, the 

forwarding frequency increases and the total cost increases accordingly), node eventually changes its 

forwarding strategy, which goes against the node cooperation.  



Experiment 2: We set the initial forwarding probability of all the nodes as 0.5.At the beginning of the simulation, 

we immediately invoked punishment mechanism to randomly observe the relationship between the forwarding 

probability ρ of a node and hops L and cost C.

Figure 7  L=3, changes of C with ρ (with punishment)                   Figure 8  C=0.5, changes of L with ρ(with punishment) 

It can be seen from Figures 7 and 8 that nodes with a punishment mechanism can improve the forwarding 

probability. In figure 7, when C increases (such as C=2), forwarding probability of node still decreases sharply. The 

same situation can be seen from the curve (L=7 and L=10) in Figure 8. It is obvious that high costs and multi hops 

make the performance of punishment mechanism weaken significantly. However, considering the initial forwarding 

probability of the node is only 0.5, punishment mechanism strongly motivates nodes cooperation throughout the 

network, especially for the network with low-cost forwarding and small mean number of hops. 

Experiment 3: We set forwarding cost C as 1 and the timer duration of punishment mechanism as 10 slots. We 

also set a node to do malicious attack, reducing its forwarding probability to 0.1, and then invoked punishment 

mechanism. We observed the curve of forwarding probability ρ of all nodes after invoking punishment mechanism 

when L=3.  



Figure 9 L=3, changes of ρ（with punishment）

The right figure in Figure 9 is an enlarged version to the left. From the figure we can obviously see that 

punishment mechanism does resist malicious behavior of the node. Node begins malicious behavior when iteration 

number is 200, and continues to misbehave till iteration number reaches 220. During this period, the forwarding 

probability of this node maintains about 0.1. According to the punishment mechanism, the other nodes during this 

period (an average of 4 nodes) reduce their forwarding probabilities to 0.1. The leap of graph from 200 to 220 is due to 

the running of timer for punishment mechanism in the individual nodes. Soon after iteration number is 220, the node 

stops malicious behavior, and the forwarding probabilities of all other nodes then increase to achieve the fixed value 

0.55. 

Experiment 4: We set forwarding cost C as 1 and L as 3, and also set a node as a malicious one. We compared the 

Packet successful Delivery Ratio (PDR) of network with and without punishment mechanism. Afterwards, we added 

the number of malicious nodes gradually, and compared the PDR with punishment mechanism after iterations. The 

results are shown in Figure 10 and 11. 



Figure 10 Comparisons of PDR with or without punishment mechanism 

Figure 11 Comparisons of PDR with increment of malicious nodes 

We can see from Figure 10 that the PDR without punishment mechanism always maintains at a low level, while 



that with punishment mechanism can reach 80% after about 250 iterations. With the increment of iterations, the PDR 

increases gradually and far exceeds that without punishment mechanism. Figure 11 shows that the increment of 

malicious nodes may influence the PDR of network to some extent. After the same iterations, PDR will be lower with a 

higher proportion of malicious nodes. However, thanks to the introduction of punishment mechanism, even if the 

number of malicious nodes reaches 50% of total nodes, PDR has a visible advance to 75% after 1000 iterations, which 

verifies the effectiveness of proposed scheme. 

5 Discussions 

In terms of game theory issues in wireless node model, some literatures related to our work have done a lot 

researches in recommendation mechanism. Here we will compare some typical models with our work in detail. 

Forwarding algorithm GTFT [12] converged to all levels of normalized acceptance rate (NAR).However, in order 

to calculate NAR, we must know the energy levels and the probability distribution of all the nodes used as source or 

forwarding nodes. In addition, GTFT cannot ensure the nodes to fulfill forwarding commitment, and ignore the 

cooperative protection mechanism. While in our model, some cheating behaviors may lead to the punishment of their 

neighbors; we directly adopt the local detecting mechanism to guarantees cooperation. 

Different from our isolation punishment, Reference [13] presents a radical idea to force cooperation by congesting 

channels. The analytical approach of this paper is same as ours, but it uses the mean criterion, not the discount one, so 

the future payoffs were not considered in that paper. As a matter of fact, in order to block cheaters, the punisher must 

consume much more energy than usual, and disturb the communication of all 2-hop neighbors. However, the author did 

not specify how to balance the efficiency and equity in the loss and its cooperative payoffs. We mainly focus on the 

individual behavior of rational node, and using associating game to deal with non-cooperative issue is our future work.

Another cooperative analytical model in game theory [14] adopts simplex punishment mechanism for the 

malicious nodes, namely, when malicious behavior by a node occurs, its neighbors have to go through repeated 

interactions and gain experience to detect the malicious actions, and carry out punishment by means of rejection, which 

largely reduces the detection efficiency. We believe that if the decision-making behavior of the node depends on its 

evaluation of future payoffs, there will not be a real motivation for malicious behavior. In our model, we designed a 

punishment mechanism to reduce the desirable future payoffs of selfless nodes. If a forwarding node reduces its 

forwarding probability, its neighbors will reduce the probability at the same time. In this way, when malicious nodes 

are trying to forward their own data packets, they will inevitably be affected by lower forwarding probability. 



Accordingly, we adopted a global punishment mechanism to alert non-cooperative nodes not to deviate from 

cooperation, which is the core difference from this model.  

6 Conclusions 

Focusing on the node forwarding process in Ad Hoc network, this paper proposes a repeated-game forwarding 

model based on the global punishment mechanism and discusses the conditions in which the cooperative state of the 

entire network is in the Nash equilibrium .Compared with the existing work, the proposed model has taken the 

rationality of nodes into consideration. We also use metamodel to simulate the calculation of forwarding strategy, and 

promote cooperation by reducing the future payoffs of malicious nodes. In the end, we testify influence of punishment 

mechanism on nodes forwarding strategy by simulation. 

The purpose of this research is to propose an analytical framework which is used to study the node forwarding 

cooperation, to deepen the understanding of forwarding motivation from the perspective of the model, to make a further 

exploration of the realistic factors available for stimulating cooperation, and finally to realize the interactive strategy of 

optimized cooperation so as to provide guidance for the design of forwarding protocol. 

Besides, we only see the nodes non-cooperative behavior as just DoS(Denial of Service) attack in this research, 

some other attacks, such as bad-mouthing attack, Sybil attack, newcomer attack, collusion attacks, etc, have not been 

further investigated. Therefore, the security perspectives on our model are among our future research topics. 
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Appendix 1: Proof of Theorem 1 

The goal of the forwarding node i is to choose 
( )i tρ to maximize their cumulative utilities Ui(t)( ( )i tρ ). The 

values of Boolean triples (S, D, F) are (0, 1, 1). Substitute equation (2) and (3) into equation (4), we have 

( ) ( ) ( ) ( ) ( )
( , ) ( , ) ( ) 1

( ) ( ( )) ( )
kL

i t i t id i t i t sd k t
i d N r s d R i k

U b N d P c Nρ ρ ρ
∈ ∈ =

= ⋅ ⋅ − ⋅ ⋅∑ ∑ ∏ (10) 

Initially, assuming that all i forward packets by ρi(t), that is 
( )i tρ =(ρi(t),ρi(t),…, ρi(t)). If one of these forwarding 

nodes (for instance, j) changes its forwarding strategy (ρj(t)) to forward packets, the others may change their strategies 

accordingly. If we use 
,

( )j tρ − =(ρi(t)’,ρi(t)’,…, ρi(t)’) to stand for the forwarding probability of other nodes except j, a

Nash equilibrium network can reach is 

( )

,

( ) ( ) ( ) ( ) ( )( ) max ( , )
j t

i t i t i t j t j tU U
ρ

ρ ρ ρ −= (11) 

Since di(t)(·)>0, the best strategy for j in our model is defection(ρj(t)= 0). Then Ui(t)( ( )i tρ ) can achieve the maximum 

cumulative utility. In the end, all the forwarding nodes will choose defection to achieve their maximum utilities. When 

all rational nodes select this strategy, G will be in Nash equilibrium condition. Obviously, there is no cooperation in 

network, and this steady state is not ideal. 



Now consider other cases of Nash equilibrium. To simplify the model, we assume that any source-destination pair 

(s, d) is interchangeable, that is, N(s, d) is identical to N(d, s) . Thus we can replace the utilities si(t)(·)＋di(t)(·) by 

another function si(t)(·). Consider a particular route r(s, d) which contains n forwarding nodes and all of them have the 

same forwarding strategy in the time slot t, then we get a given strategy set 
( )i tρ =(ρi(t),ρi(t),…, ρi(t)). If node i is the n+1 

hop away from the source and is on the route from this source to a destination, then in time slot t we have 

( ) ( ) ( )( ) n
i t i t i tP ρ ρ=

Since the costs of sending and forwarding packets are different, let λ(n) be the cost of forwarding packets by node 

i (λ is the same for all nodes), and δ(n) be the cost that source s sends packets to all destinations which are n+1 hop 

away from it. Then in time slot t we have 

( ) ( ) ( ) ( ) ( )
1 1

( ) ( ) ( ( )) ( ) n
i t i t i t i t i t

n n
U n s P nρ δ ρ λ ρ

∞ ∞

= =
= ⋅ − ⋅∑ ∑  (12) 

Next we analyze the conditions of equation (12) to achieve Nash equilibrium. To simplify the analysis, we assume 

that for any node i, δ(n) =λ(n)= λ=1, then the equation (12) can be simplified to 

2

1
( ) ( ( ))

L
k

k
U s Pρ ρ ρ

−

=
= −∑ (13) 

Where L is the number of hops to reach the source node, 1( ) LP ρ ρ −= . Calculate the partial derivatives on the value 

of ρ for equation (13), we have 

2
1

( )
1

( ) ( ) |
L

k
x p

k

d dU s x k
d dx ρρ ρ
ρ

−
−

=
=

= −∑ (14) 

Substitute 1( ) LP ρ ρ −= , we can get 

 
2

2 1

1
'( ) '( ( )) ( 1)

L
L k

k
U s P L kρ ρ ρ ρ

−
− −

=
= ⋅ − ⋅ −∑ (15) 

Suppose '( )s x is a continuous decreasing function, and '(0)s is bounded by a constant. If L →∞, it follows that 

2 2
2 1 1

1 1
'( ) '( ( )) ( 1)

L LL
L k k

k k
U s P L k kρ ρ ρ ρ ρ

− −→∞
− − −

= =
= ⋅ − ⋅ − → −∑ ∑  (16) 

From equation (16) we can see ρ∗
＝0 is a local maximum. 

If L is fixed, to get ρ∗ , we need to solve the equation 



2
2 1

1
( ) '( ) '( ( )) ( 1) 0

L
L k

L
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=
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Since                     
2

1 2 1

1
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and                           
1

1 1
1

1
( ) '( )

L
L L k

L
k

s L kγ ρ ρ ρ ρ
−

− −
+

=
= ⋅ ⋅ −∑ (19) 

thus,  

1 2 1 2
1( ) ( ) '( ) ( 1) '( ) ( 1)L L L L L

L L s L s L Lγ ρ γ ρ ρ ρ ρ ρ ρ− − − −
+− = ⋅ − ⋅ − ⋅ ⋅ + − ⋅  

2 1 1[ {1 '( ) '( )} '( ) 1]L L L LL s s sρ ρ ρ ρ ρ− − −= + − ⋅ − −

Fix ρ [0,∈ 1], and '( )s x is assumed to be continuous and decreasing, then 1'( )Ls ρ − < '( )Ls ρ and 

1'( )Ls ρ − → '(0)s .Therefore, 

2 1
1( ) ( ) [ {1 '( ) '( )} '(0) 1]L L L

L L L s s sγ ρ γ ρ ρ ρ ρ− −
+− > + − − −

Given a positive number ε>0, Lε , such that for all Lε > L ,

－ε< 1'( ) '( )L Ls sρ ρ− − <0 

Take ε = 1 / 2.As '(0)s is bounded, then ∃ L∗ such that L∗ > L implies that 

2
1( ) ( ) / 2L

L L Lγ ρ γ ρ ρ −
+− >

We can get that ( )Lγ ρ is a decreasing function. So ρ∗
＝0 is still a local maximum. 

Appendix 2: Glossary 

See Table 2. 

Table 2 Symbols used in the paper 

Symbol Definition Section

G = (V, E) a MANET, where V is finite set of all the nodes in the network, and E is a edge set 2.1 

c cost of sending or forwarding one single packet 2.1 

b payoff of sending or receiving one single packet 2.1 



N(s,d) a given pair of source node s and destination node d 2.1

Nsd the number of packets sent by N(s,d) 2.1

r(s,d) a given route between N(s,d) 2.1

L the number of forwarding nodes, i.e., the hop count from s to d 2.1

fi forwarding node i 2.1

ρi(t) forwarding probability of node i during the slot t 2.1

σi(.) strategy function of node i 2.1, 2.2

( )i tρ vector of forwarding probabilities of all forwarding nodes during the slot t 2.1

Pd(t)() probability that a transmitted packet reaches its destination during the slot t 2.1

P(
( )i tρ ) multinomial of 

( )i tρ 2.1 

Lk hop count to reach i 2.1

R (i) a given route set including forwarding nodes i 2.1

ηi(t)() cost of sending all packets in r(s,d) to node i during the slot t 2.1

Csd total cost from source node s to destination node d 2.1

(S, D, F) binary Boolean variable corresponding to sending, receiving and forwarding packets 2.1 

Ui(t)() cumulative utilities of node i during the slot t 2.1 

si(t)(·) utility functions of sending packets during the slot t 2.1 

di(t)(·) utility functions of receiving packets during the slot t 2.1 

( 1) ()i ts −
� normalized utility vector for node i within time slot t-1 2.2 

Ө automatic device 2.2 

ix
sequence of forwarding probability of node i 2.2 

iy
normalized utility sequence 2.2 

Φ set of all the forwarding nodes in a route 2.3 

Ne (i) set of neighbors of node i 3

ρi(t)
＊ new forwarding strategy adopted by node i 3

λ(n) cost of forwarding packets by node i (λ is the same for all nodes) 4

δ(n) cost that source s sends packets to all destinations which are n+1 hop away from it 4



ρmax , ρmin a upper bound and a lower bound on the value of forwarding probability 4


