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A number of TCP/IP offload engines have been developed to reduce the CPU load of 

processing TCP/IP, but most of them are implemented in hardware. Although hard-

ware-based TOEs have a high performance, they lack the flexibility to accept changes in the 

TCP/IP. To preserve flexibility, we implemented a software-based TOE, called HL-TCP 

(High-performance Lightweight TCP/IP). The HL-TCP is a standalone TCP/IP stack with-

out an embedded OS. The TOE using the HL-TCP has features of a zero-copy sending me-

chanism and an efficient DMA mechanism for TCP retransmission. It also fully utilizes of-

fload features in the Ethernet. Our experimental results show that the TOE using the 

HL-TCP can achieve a bandwidth of 453 Mbps with almost zero CPU utilization, compared 

with a general gigabit Ethernet, which has a CPU utilization of approximately 23%. 
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1. INTRODUCTION 
 

Ethernet technology is rapidly developing towards a bandwidth of 10 Gbps. In such 

high-speed networks, the traditional method of TCP/IP processing, in which the host 

CPU processes the TCP/IP, requires extensive computing power [1]. Consequently, little 

or no processing resources are left for applications. To solve this problem, studies have 

been made of a TCP/IP offload engine (TOE), in which the TCP/IP is processed on a 

network adapter instead of the host CPU. The existing TOEs process the TCP/IP by 

dedicated hardware. Although these ensure high network performance, they are inflexi-

ble. TCP/IP are complex and evolving protocols, and although their most basic opera-

tions have not changed significantly since RFC 791 and 793, several enhancements 

have been made over the years. The current Linux kernel uses BIC TCP for congestion 

control instead of TCP Reno. New protocols, such as IPv6 and RDMA over TCP/IP [2], 

have emerged and been proposed. In this environment, the hardware-based TOEs can-

not easily accept and implement the new features. 
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To overcome these disadvantages, a software-based TOE may be an alternative to 

the hardware-based TOE. Previously, we proposed a software-based TOE using embed-

ded Linux [3], which had the following problems. First, it performs frequently context 

switching between the embedded Linux kernel and application. Second, the fully fea-

tured TCP/IP stack in the TOE was slow. To solve these problems, the TOE must be 

implemented without an embedded OS. This method also requires a standalone TCP/IP 

stack that can be used without an OS. There are many standalone TCP/IP implementa-

tions [4, 5], but most of these are used to provide Internet access capability. That is, they 

are not targeted at high-performance network interfaces, such as TOE. Therefore, we 

implemented the following two standalone TCP/IP stacks. First, we chose an open 

source standalone TCP/IP stack, called a lightweight TCP/IP (lwIP) [4]. To adapt the 

lwIP to the TOE and improve performance, we modified the lwIP. Second, we devel-

oped our own TCP/IP stack, called a high performance lightweight TCP/IP (HL-TCP). 

With the two TCP/IP stacks, we implemented two types of software-based TOEs. In this 

paper, we describe the design of our software-based TOEs and the improved features. In 

addition, we present experimental and analytical results of the two TOEs. 

2. RELATED WORK 

The common approaches to implementation of the TOE are restricted to using 

dedicated hardware, such as an ASIC [2, 6, 7] or an FPGA [8]. Several companies have 

also announced 10-gigabit Ethernet products. However, few of these NICs are currently 

available to the public, and very little actual information has been made available con-

cerning their architectures. Although these hardware-based approaches have high per-

formance, these approaches lack the flexibility to meet the evolving TCP/IP protocol 

suite and require considerable design complexity. 

There has been some previous work on hybrid approaches [9-12] to implementing a 

TOE. The time-consuming tasks are processed by hardware logic in an FPGA and other 

tasks are processed by software running on an embedded processor, such as an ARM 

processor. Wu and Chen’s TOE [9] processes IP, ARP and ICMP protocols in hardware 

and processes TCP by software based on an embedded processor. Kim and Rixner im-
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plemented a TOE [13, 14] using a programmable gigabit Ethernet. The Ethernet firm-

ware implemented the TCP/IP stack. They presented a connection handoff interface [14] 

between the OS and the Ethernet. Using this interface, the OS can offload a subset of 

TCP connections to the Ethernet, while the remaining connections are processed on the 

host CPU. Simulation results showed that the number of CPU cycles spent processing 

each packet decreases by 16.84% [14] and the web server throughput can be improved 

by 33.72% [13]. 

3. EMBEDDED SYSTEMS FOR TOE 

We used a Cyclone Microsystems PCI-730 [15] to implement the TOEs. Figure 1 

shows a block diagram of the PCI-730. The PCI-730 has the Intel IOP310 I/O processor 

chipset, 256 MB SDRAM and a gigabit Ethernet that is based on the Intel 82544. The 

IOP310 chipset contains a 600 MHz XScale CPU and an Intel 80312 I/O companion 

chip. 
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Fig. 1. Block diagram of the PCI-730 

 

From the TOE point of view, there are several interesting features provided by the 

PCI-730. First, the messaging unit can be used to transfer a TCP/IP processing request 

and a processed result of the request between the host computer and the TOE. The 

second interesting feature is the capability of the PCI-to-PCI bridge. Through the bridge, 
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devices attached to the secondary PCI bus can directly access to the primary PCI bus. 

Because of this feature, the Ethernet in the PCI-730 can directly access the host memory 

for packet data transmission. Also the Intel 82544 has host-offloading features, such as 

checksum offloading (CSO), TCP segmentation offloading (TSO) and interrupt coa-

lescing. Modern OSes do not execute their own checksum and segmentation codes when 

the CSO and TSO are available in the Ethernet. The interrupt coalescing, which is a 

technique that generates a single interrupt for multiple incoming packets, therefore pre-

vents a host from being flooded with too many interrupts. When implementing the 

TOEs, we fully utilized the offloading features of the Ethernet. 

4. EMBEDDED SYSTEMS FOR TOE 

4.1 Interface between Host and TOE 

 

The lwIP and the HL-TCP use the same interface mechanism, as shown in Figure 2. 

Most TCP/IP applications use the socket library. The socket library functions can be 

classified into two categories; namely, nondata transfer functions and data transfer func-

tions. These are handled in a single system call, sys_socketcall. At this level, to bypass 

the TCP/IP layers in the kernel, we modified the Linux kernel. The sys_socketcall di-

rectly calls the toe_socketcall, which is implemented in the TOE device driver. De-

pending on the type of socket library function, different TCP/IP processing requests are 

made and pushed into the inbound messaging queue. The request consists of a command, 

an ID and parameters. The command represents the types of jobs, such as socket crea-

tion, binding, send, etc. The ID is used to identify the process that posted the job. The 

parameters contain the data necessary to process the task. 

The PCI-730 has a messaging unit that can be used to transfer data between the 

host system and the embedded system. The system that receives new data is notified by 

the messaging unit by an interrupt. We used the messaging unit as a queue that accepts 

a TCP/IP processing request and a processed result of the request. The right half of Fig-

ure 2 shows an example of the processing socket functions through the messaging queue. 

A process, which has a process ID (PID) of 7654, requests a socket creation 

(CMD_SOCKET). The lwIP or HL-TCP processes the request and returns a socket file 
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descriptor (FD) of 1025 with a PID of 7654 through the outbound messaging queue. The 

process with the PID 7654 is awakened and has the newly created socket FD 1025. Be-

cause a process can have multiple sockets and connections, the PID can only be used as 

a unique identifier in the case of socket creation. Therefore, after creating a new socket, 

using a socket function, the socket FD is used as a unique identifier instead of the PID. 

With the socket FD 1025 as a unique identifier, the right half of Figure 2 shows the 

processing of a bind and a send function.  
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Fig. 2. Interface mechanism between the host and the TOE 

 

4.2 LwIP Improvement 

 

Because the original lwIP was designed for small embedded microcontrollers, it 

was focused on memory use, not network performance. To improve the performance, we 

modified the lwIP by the following methods. 

First, when receiving a packet, the packet is DMA transferred to the embedded 

system memory by the Ethernet. After DMA transfer is complete, the lwIP copies the 

packet to its packet buffer. To eliminate the copy overhead, we modified the network 

interface layer of the lwIP and the Ethernet driver. By this modification, all received 
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packets are DMA transferred to the packet buffer without a copy. 

Second, the original lwIP acknowledges each incoming packet, which increases the 

embedded system overhead as more packets are transferred. To reduce this overhead, we 

modified the lwIP to adopt delayed ACK [16]. The delayed ACK is sent for every two 

packets received or sent after 500 ms passed since the last packet received. This can 

improve the performance by decreasing the number of ACK packets.  

Third, we added the CSO and TSO features to the lwIP. Finally, the original lwIP 

was developed for a small embedded system that has limited computing resources so its 

packet buffer size, maximum segment size (MSS) and TCP window size were confi-

gured to be smaller than those that are used in the current Internet environment. We 

adjusted the original sizes of these to transfer large data sets. Table 1 shows both the 

original and the modified buffer sizes. 

Table 1 Modified buffer sizes of the lwIP to transfer large data 

 Original Size Modified Size 
Packet Buffer Size 128 bytes 1514 bytes 

Maximum Segment Size 128 bytes 1460 bytes 
TCP Window Size 2 KB 64 KB 

 

4.3 HL-TCP Improvement 

 

Unlike the lwIP, the HL-TCP was originally targeted at TOE. Therefore, all of the 

improvements as described in Section 4.2 were applied in the implementation of the 

HL-TCP. Moreover, we present a zero-copy sending mechanism and an efficient DMA 

mechanism for TCP retransmission in this section. 

 

4.3.1 Zero-copy Sending Mechanism 

 

Figure 3(a) shows the processing sequence of the send socket function when using 

a general gigabit Ethernet. First, the send socket function calls sys_socketcall in the 

Linux kernel and then copies the user data to the socket buffer. In contrast, the TOE 

bypasses the Linux TCP/IP stack in the sys_socketcall and calls toe_socketcall in the 

TOE device driver. And then, it does not copy the user data to the socket buffer but per-

forms an address translation. To translate a virtual address of the user data into a phys-
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ical address, the get_user_pages and kmap functions in the kernel are used. Finally, the 

pairs of the starting addresses and lengths of the physical pages are transferred to the 

TOE using the inbound messaging queue. 

 

(a) General gigabit Ethernet                       (b) TOE 

Fig. 3. Comparison between copy and address translation methods 

 

Though we eliminated the kernel copy by bypassing the TCP/IP stack, there exists 

a copy due to the data structure of the lwIP. The lwIP has a packet buffer, which is sim-

ilar to the socket buffer in the Linux kernel. The user data have to be copied into the 

packet buffer first. Then, the copied data are DMA transferred by the Ethernet. 

Figure 4 shows the packet sending mechanism with data copy. After the TOE gets 

the address and length pairs, it creates a prototype header that is used for the TSO by 

the Ethernet. After creating the prototype header, the user data are copied into the pack-

et buffer. Finally, the copied data are DMA transferred by the Ethernet, which concur-

rently performs segmentation and header creation of the data.  

To remove this copy, we implemented the HL-TCP without the packet buffer. The 

address and length pairs are directly used by the DMA engine of the Ethernet and the 

DMA transactions are performed through the PCI-to-PCI bridge. Figure 5 shows the 

mechanism. 
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Fig. 4. Packet sending mechanism with data copy 
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Fig. 5. Zero-copy sending mechanism of the HL-TCP 

 

4.3.2 Efficient DMA Mechanism for TCP Retransmission 

 

The method proposed in the previous section is inadequate for TCP retransmission. 

After sending the data in the host memory, the content of the memory can be changed or 

swapped out. To solve this problem, we created a retransmission buffer and imple-

mented the HL-TCP to manage it. Figure 6 shows two different DMA mechanisms 

when three pages of user data are transferred.  
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(b) Round-robin DMA transfers 

Fig. 6. DMA mechanisms for TCP retransmission 

 

The mechanism using two separate DMA transfers is shown in Figure 6(a). The 

first DMA is triggered by the DMA controller in the Ethernet and the pages are trans-

ferred to the Ethernet. Simultaneously, the Ethernet creates and sends out packets using 

the TSO. Normally, the page size is 4 KB and MSS is 1460 bytes, and a page is divided 

into three packets. Because creating and sending out the packets requires more time to 

complete than the DMA read does, it is finished at time t2, which is longer than time t1. 

After sending out the last packet, the second DMA is triggered by the DMA controller 

in the IOP310 I/O processor chipset. The user data are DMA transferred to the retrans-

mission buffer. This is finished at time t3. As shown in Figure 6(a), this mechanism has 

an idle time of t2 - t1. 

To utilize the idle time of the primary PCI bus, we implemented the HL-TCP to is-

sue the two DMA transfer requests simultaneously. The DMA requests of the Ethernet 

and the IOP310 I/O processor chipset are processed in round-robin manner by the PCI 

bus arbiter. The mechanism using round-robin DMA transfers is shown in Figure 6(b) 

and the two DMA transfers are completed by time t4. Compared with the method of 

Figure 6(a), our proposed method reduces the completion time by t3 - t4. 
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5 EXPERIMENTAL RESULTS 

We implemented two TOEs using the lwIP and the HL-TCP based on the PCI-730. 

As a host system, we used two Pentium IV servers, which have a 1.8 Ghz Intel Xeon 

processor, 512 MB memory, 64-bit/66 MHz PCI bus and Linux kernel 2.6.18. The two 

systems were connected using 3COM’s SuperStack3 switch. The systems were also 

equipped with Intel’s PRO/1000MT adapter as a general gigabit adapter.  

 

5.1 Performance Enhancements of LwIP and HL-TCP 

 

To measure the performance, we developed a micro benchmark. The micro 

benchmark was implemented using a standard socket library. It measures the bandwidth 

and latency from calling the send socket function until the data were placed into the 

receiver’s memory. We repeated each experiment 100 times and averaged the results. 

Table 2 shows latencies and bandwidths of the modified lwIP according to the me-

thods described in Section 4.2. The latencies of 4-byte data are presented in Table 2 and 

the bandwidths of 256 KB data are presented because the bandwidths were almost satu-

rated at that size. Because the original lwIP was focused on memory usage, not network 

performance, it had a latency of 183.19 μs and a very low bandwidth, 10 Mbps. When 

we increased the sizes of the packet buffer, maximum segment and TCP window for 

large data transfer; the bandwidth was increased to 43 Mbps, whereas the latency was 

almost the same as for the original lwIP. Because the minimum latency was measured 

using 4-byte data, the method did not affect the minimum latency. When we eliminated 

data copy between the driver and the packet buffer of the lwIP, the bandwidth was in-

creased to 107 Mbps. The latency was 174.88 μs. In the case of the delayed ACK, the 

bandwidth was increased to 125 Mbps. 

When we added the TSO and CSO features to the lwIP, the bandwidth was in-

creased to 203 Mbps. The latency was decreased to 126.63 μs because the checksum was 

calculated by the gigabit Ethernet instead of the lwIP. Eliminating data copy and the 

TSO feature had the greatest impact on the bandwidth of the TOE. 
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Table 2 Latencies and bandwidths of the modified lwIP 

Applied Methods 
Latency 

(μs) 
Bandwidth 

(Mbps) 

Original lwIP 183.19 10 

Increasing Size of Packet Buffer, MSS 
and Size of TCP Window 

183.14 43 

Eliminating Data Copy Between Ether-
net Driver and Packet Buffer 

174.88 107 

Delayed ACK 126.15 125 
TSO and CSO 126.63 203 

 

Table 3 shows the latencies and bandwidths of the HL-TCP according to the send-

ing mechanisms described in Section 4.3. The copy and send method in Table 3 copies 

the user data in the host memory to the packet buffer of the HL-TCP and then the giga-

bit Ethernet transfers the data in the packet buffer to the network using the TSO and 

CSO features. It had a latency of 59.45 μs and a bandwidth of 306 Mbps. In the case of 

zero-copy, the gigabit Ethernet transfers directly from the user data in the host memory 

to the network by using one DMA and the PCI-to-PCI bridge unit. The bandwidth was 

increased to 350 Mbps. 

The simultaneously send and copy method performs one more DMA compared to 

the zero-copy method. However, the performance degradation is negligible. As de-

scribed in Section 4.3.2, this is because the DMA transfer to the retransmission buffer is 

efficiently overlapped with the time when the gigabit Ethernet makes packets and trans-

fers to the network. When we applied the interrupt coalescing feature to the HL-TCP, 

the bandwidth was increased to 453 Mbps and the latency was 67.23 μs. 
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Table 3 Latencies and bandwidths of the HL-TCP 

Sending Me-
chanism 

DMA Direction 
Latency 

(μs) 
Bandwidth 

(Mbps) 

Copy and Send 
Host→TOE(Packet Buffer) 

TOE(Packet Buffer)→Network 
59.45 306 

Zero-copy Host→Network 54.21 350 

Simultaneously 
Send and Copy 

Host→Network 
Host→TOE(Retransmission Buffer) 

54.43 345 

 

5.2 Performance Comparison of the General Gigabit Ethernet and Two TOEs 

 

We measured CPU utilization and bandwidth of the general gigabit Ethernet and 

the two TOEs. As a benchmark program, we used the Network Protocol Independent 

Performance Evaluator (NetPIPE) [17] version 4. As shown in Figure 7, the CPU utili-

zation of the two TOEs was less than 5%, compared with that of the general gigabit 

Ethernet, which was approximately 17~40%. The CPU utilization of the HL-TCP TOE 

was almost half that of the lwIP TOE up to 1 KB of data. Because the HL-TCP does not 

have a packet buffer, unlike the lwIP, the HL-TCP reduces the latency by not executing 

the buffer management code. As a result, the reduced latency reduces the CPU utiliza-

tion. However, the CPU utilization of the two TOEs was almost 0% when transferring 

large data sets. The processing time of the TOE increased with the size of data, whereas 

the processing time of the host was almost unchanged. The host only performed address 

translation of the user memory and most TCP/IP processing operations were performed 

by the TOEs. 
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Fig. 7. CPU utilization 

Figure 8 shows the bandwidth of the two TOEs and the general gigabit Ethernet. 

The maximum bandwidth of the general gigabit Ethernet was approximately 860 Mbps. 

Compared with the lwIP and the HL-TCP, it clearly outperforms in terms of bandwidth.  
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Fig. 8. Bandwidth 

Figure 9 shows a normalized CPU utilization of the general gigabit Ethernet when 

it has the same bandwidth as the HL-TCP TOE. In Figure 8, when the general gigabit 

Ethernet transfers 13 KB data, it has the same bandwidth of 453 Mbps as the HL-TCP 

TOE. At the data size of 13 KB, the general gigabit Ethernet has a CPU utilization 

around 22% in Figure 7. In this manner, we calculated the normalized CPU utilization 

of the general gigabit Ethernet for each data size. In Figure 9, the HL-TCP TOE re-

duced the CPU utilization by 15.8% on average compared to the general gigabit Ether-

net. 
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Fig. 9. Normalized CPU utilization 

The TOE is important particularly in a server environment. Servers today use mul-

tiple gigabits of bandwidth and high-speed switch. However, the multiple gigabits of 

bandwidth are not provided to the general users who use the Internet to connect the 

servers. Nowadays, although the users can purchase the cheap 1 gigabit Ethernet cards, 

the performance of the commercial network which is used by general user is only about 

from several dozen bps to 100 Mbps. In the circumstance, lowering CPU utilization to 

smoothly process multiple user applications is more important than getting more band-

width from the NIC. 

6 CONCLUSIONS AND FUTURE WORK 

In this paper, we developed two standalone TCP/IP stacks that do not need an em-

bedded OS; one is the modified lwIP and the other is the HL-TCP. To improve the per-

formance of the lwIP, we eliminated the data copy between the Ethernet driver and the 

packet buffer and modified the lwIP to support the TSO and CSO of the Ethernet. The 

TOE using the modified lwIP had a bandwidth of 203 Mbps. The HL-TCP includes all 

enhancement features of the modified lwIP. In addition in this paper, we propose the 

zero-copy sending mechanism and efficient DMA mechanism for TCP retransmission. 

The zero-copy sending mechanism can be achieved using the TSO and the PCI-to-PCI 

bridge unit in the embedded system. By overlapping the DMA transactions with the idle 

time of the PCI bus, the data can be copied efficiently to the embedded system for TCP 

retransmission. The TOE using the HL-TCP had a bandwidth of 453 Mbps and a laten-

cy of 67 μs. 
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In this paper, we compare the performances of the two TOEs and the general giga-

bit Ethernet. The experimental results show that the general gigabit Ethernet outper-

formed the TOEs in terms of bandwidth, but had a higher CPU utilization, 17~40%, 

compared with the TOEs that have almost 0% CPU utilization. 

As a future work, to utilize the flexibility of the HL-TCP TOE, we will implement 

a security function and QoS policy, which are not supported by the hardware-based 

TOEs, on the HL-TCP TOE and evaluate the performance characteristics. The recent 

Intel IOP 342 processor [18] has two processors operating at 1.2 GHz. Using the mul-

ti-core processor, we will implement the software-based TOE to process the TCP/IP 

faster and increase the performance. 
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