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Abstract. In this paper, we introduce the concept of oblivious transfer with threshold access

control. Namely, for each message in a database, the server associates an attribute set τ with

it such that the message can only be available, on request, to the users who possess at least t

attributes out of τ . Meanwhile, after the server and users execute the protocol, the server will

not learn anything about the identities, attributes or message choices of the users. The essential

idea of “threshold” access control is to define the minimum number of attributes from a given

set of attributes that users have to possess in order to obtain the message. Combining Sahai

and Waters’ fuzzy identity-based encryption with a credential signature scheme, we present a

concrete construction for the oblivious transfer with threshold access control which is proved

secure in the standard model.

Keywords: Oblivious Transfer, Threshold Access Control, Fuzzy Identity-Based Encryption, Cre-
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1 Introduction

With the growth of the internet, the need to provide privacy to users accessing sensitive information is

increasing. The traditional approach for protecting user privacy is to implement anonymous protocol

[1]. Another approach is to implement oblivious transfer (OT) protocol presented by Rabin [2] in

which user privacy is protected in such a way that a user makes requests to a server, and at the end

obtains the messages of his choices without the server learning anything about the choices. That

is, OT addresses the problem of hiding the message choices of users rather than user anonymity.

So far, plenty of OT protocols have been proposed to provide user privacy, such as [3–12]. As we
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know, in traditional OT, a user can arbitrarily retrieve messages of his choices from a server without

any restrictions, while this rules out many practical applications, such as medical or financial data

access, pay-per-view TV. In these cases, on one hand, the database server wants to enforce access

control policies on the database, and prohibit users retrieving messages of their choices without any

restrictions. On the other hand, the users do not want to reveal which messages they are retrieving

or more personal information than is absolutely necessary.

Specifically, imagine the following motivating example: a database provides all kinds of medical

data to patients and doctors. The server requests that for each kind of medical data, only the related

patients or doctors can access. More concretely, for example, it is requested that only the people

who have at least one of the two roles {AIDS patient, AIDS doctor} can have access to the data on

AIDS. Namely, the associated role set for the data on AIDS is ω ={AIDS patient, AIDS doctor}.
However, meanwhile the patients may distrust the server, and therefore want to access the data

without revealing any information about their identities or roles to the server.

The example above in fact considers a database which is enforced on “threshold” access control.

In the database, the server associates an attribute set ω with each message, and requests that if and

only if a user’s attributes ω′ and ω are close to each other as measured by the “set overlap” distance

metric, the user can have access to the message. That is, for some t designated by the server, if and

only if |ω ∩ ω′| ≥ t holds, the message is available, on request, to the user. Meanwhile, the server

should not learn anything about the user’ identity, attributes or his message choices.

Our Contributions. In this paper, we present the concept of oblivious transfer with threshold

access control (TOT, for short). The access control permissions could be descriptive attributes, roles

or rights. In the protocol, on one hand, on each message the database server can enforce such type

of access control as |ω ∩ ω′| ≥ t, where ω is an attribute set associated with the message, ω′ is a

user’s attributes and t is a value designated by the server. Namely, for each message, only the users

who possess at least t attributes out of ω are able to have access to the message. More concretely, we

take an example to illustrate this: the database server associates an attribute set ω = {a1, a2, . . . , al}
with a message, and requests that the message is only available to the users who have at least t

attributes out of ω. Namely, the access control policy for this message is |ω ∩ ω′| ≥ t. Suppose a

user is entitled to an attribute set ω′ which includes t or more attributes in ω, then he can have

access to this message according to the access control policy. On the other hand, after the server and

users execute the protocol, the server cannot learn anything about the users’ identities, attributes or
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message choices. Namely, the protocol provides both user anonymity and privacy of users’ message

choices.

Combining the fuzzy identity-based encryption scheme [13] with an anonymous credential scheme,

a concrete construction of the oblivious transfer with threshold access control is presented. The

fuzzy identity-based encryption [13] can be used as an attribute-based encryption. To fulfill the

functionality of the protocol, we import a credential issuer external to the database who is responsible

to issuing credentials for users’ attributes. More concretely, a server first initializes his database by

encrypting the messages under the associated attribute sets so that the users must obtain at least

t out of all the private keys for the attributes to decrypt out the messages. In the transfer phase,

when a user makes request for the private key for his attributes, he must make a proof of knowledge

to convince the database server that he has a valid credential issued by the credential issuer for

the requested attributes. After the user obtains the private key, he can arbitrarily decrypt out the

messages allowed by the access control policies. So a user needs to interact with the server for just

one time to get all the allowed messages for him. The communication cost of our construction is

O(N + l), where N, l are the sizes of the database and attribute universe, respectively.

Consider the special case of our protocol that the access control policy for each message is

“|ω ∩ ω′| = |ω|”, that is, only the users who possess at least all the attributes of ω can have access

to the message, then the functionality of our protocol coincides with that of Camenish et al.’s OT

with access control (AC-OT) [14].

The OT protocol with threshold access control can be applied to such a sensitive database ac-

cess: each user has a biometric identity ω which is described by an attribute set, for example, an iris

scan. The server associates a biometric identity (namely, an attribute set) ω′ with each message in

the database and requests that only the users who can pass the biometric measurements can have

access to the message. However, since the biometric measurements are noisy, that is, even if the

user’s biometric identity ω is different from ω′, ω can also pass the measurements if they are within

a certain distance of each other as judged by some metric for example |ω ∩ω′| ≥ t. Thus, all of such

users can have access to this message by requests.

Related Work. In 1999, Crescenzo et al. [15] proposed conditional oblivious transfer. Later, in

2004, Blake et al. [16] presented strong conditional oblivious transfer. In 2001, priced OT [17] was

proposed in which each user can buy goods if and only if the price of the goods is less than the

user’s balance. However, in all schemes above, the user should authenticate to the server at the
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beginning. That is, user anonymity in these schemes is not provided. In [18], Herranz proposed a

primitive called restricted adaptive oblivious transfer. But the second scheme is not efficient due to

the amount of computational and communication effort which is required in each execution of the

protocol.

To the best of our knowledge, so far there are only two papers to consider oblivious transfer with

access control. One is Coull et al.’s protocol using stateful anonymous credential [19] in PKC’2009,

and another is Camenisch et al.’s AC-OT [14] in ACM CCS 2009. Coull et al.[19] combined stateful

anonymous credential system with OT to present an adaptive OT which permits a database server

to restrict which messages each user may access, without learning anything about users’ identities

or message choices. In the protocol, the database server develops a policy defining which subsets of

entries of the database can be available, on request, to the different users. Since the user credential

must be re-issued when the user requests a message each time, the protocol is not very efficient.

Camenisch et al.’s AC-OT [14] realizes anonymous access to a database where the different records

have different control permissions. However, in AC-OT, for each message that is associated with an

attribute set, if and only if a user has all these attributes in the set, he can obtain the message.

Namely, AC-OT can only directly achieve “and” access control structure. For “or” policy, the mes-

sage must be duplicated, each with a different “and” policy.

Organization. The rest of this paper is organized as follows. In section 2, we introduce some pre-

liminaries. In section 3, we present the functionality and security definition of the oblivious transfer

with threshold access control. In section 4, a concrete construction for the oblivious transfer with

threshold access control is proposed based on the fuzzy identity-based encryption and a credential

signature scheme. We give some analysis and extensions of our protocol in section 5. Finally, we

conclude in section 6.

2 Preliminaries

2.1 Bilinear Maps

Let G,GT be two (multiplicative) cyclic groups such that |G| = |GT | = p, where p is a large prime.

Let g be a generator of G and e be an admissible bilinear map: G×G → GT , satisfying that (1) for

all a, b ∈ Zp it holds that e(ga, gb) = e(g, g)ab; (2) e(g, g) 6= 1; and (3) it is efficiently computable.
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2.2 Complexity Assumptions

Definition 1. (Decisional Modified Bilinear Diffie-Hellman(MBDH) Assumption). Suppose a chal-

lenger chooses a, b, c, z ∈ Zp at random. The Decisional MBDH assumption is that no polynomial-

time adversary is to be able to distinguish the tuple (A = ga, B = gb, C = gc, Z = e(g, g)
ab
c ) from

(A = ga, B = gb, C = gc, Z = e(g, g)z)) with more than a negligible advantage.

Definition 2. (q-Strong Diffie-Hellman(q-SDH) Assumption). Suppose a challenger chooses x ∈ Zp

at random. The q-SDH assumption is that no polynomial-time adversary is to be able to output a

pair (c, g1/(x+c)) where c ∈ Zp from the tuple (g, gx, . . . , gxq

) with more than a negligible advantage.

2.3 Zero Knowledge Proof

Throughout the paper, we use known techniques for proving statements about discrete logarithms

such as (1) proof of knowledge of a discrete logarithm modulo a prime [20, 9], (2) proof of knowledge

of a pairing preimage [9], (3) proof of the disjunction or conjunction of any ones of the previous

[21, 9]. We will use the notation, for example PoK{(x, r) : y = gxhr ∧ y′ = g′x} [22] to denote a

zero-knowledge proof of knowledge of integers x and r such that both y = gxhr and y′ = g′x hold.

All values not enclosed in ()’s are assumed to be known to the verifier.

2.4 Fuzzy Identity-Based Encryption

In this part, we recall the fuzzy identity-based encryption scheme [13]. Let G,GT , g, e are chosen as

in section 2.1. The Lagrange coefficient ∆k,S for k ∈ Zp and a set, S, of elements in Zp:

∆k,S(x) =
∏

j∈S,j 6=k

x− j

k − j
.

Users’ identities will be element subsets of some universe, U , of size l. Each element will be

associated with a unique integer in Z∗p . The concrete scheme includes four algorithms: Setup, KeyGen,

Encrypt, Decrypt.

– Setup(1κ) Take the first l elements 1, 2, . . . , l of Z∗p to be the universe U . Generate the keys as

follows:

choose randomly t1, . . . , tl, y ∈ Zp, and compute Ti ← gti for i = 1, . . . , l and Y ← e(g, g)y. The

master key is sk ← (t1, . . . , tl, y) and public key is pk ←(T1, . . . , Tl, Y ).

– KeyGen(sk, ω) for identity ω ⊆ U , a t − 1 degree polynomial q is randomly chosen such that

q(0) = y. The private keys skω consists of (Di)i∈ω, where Di = g
q(i)
ti for every i ∈ ω.
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– Encrypt(pk, M, ω′) For a message M and the public key ω′, choose a random value s ∈ Zp, and

compute the ciphertext

C = (ω′, E′ ← MY s, {Ei ← T s
i }i∈ω′).

– Decrypt(skω, C) Suppose that a ciphertext C is encrypted with a key for identity ω′, and we

have private key for identity ω where |ω ∩ ω′| ≥ t. Choose an arbitrary t-element subset S of

ω ∩ ω′. Then decrypt the ciphertext as follows:

E′/
∏

k∈S

(e(Dk, Ek))∆k,S(0)

= Me(g, g)sy/
∏

k∈S

(e(g
q(k)
tk , gstk))∆k,S(0)

= Me(g, g)sy/
∏

k∈S

(e(g, g)sq(k))∆k,S(0)

= M.

The fuzzy identity-based encryption scheme is proved to be IND-sID-CPA secure under the

Decisional MBDH assumption. Thus, the scheme is resistant against collusion attacks. That is, no

collection of users are able to combine their private keys in such a way that they can decrypt a

ciphertext that none of them alone could.

In this scheme, an identity is in fact a set of descriptive attributes. So this scheme can be used

as an attribute-based encryption.

2.5 Credential Signature Scheme

The credential signature scheme that we will use is the scheme [23]. It is proved that the scheme

is unforgeable under adaptively chosen message attack based on q-SDH assumption, where q is the

number of signature queries. It contains three participants: an issuer, a user and a verifier.

– ISetup(1k) The issuer setups the parameters as follows: G,GT are two cyclic groups of order p,

and e is a bilinear map: G×G → GT . The issuer’s private key is xI ∈ Zp, and public key contains

a number of random bases g0, y1, ..., yl, yl+1 ∈ G, and yI ← gxI
0 , where l ∈ N is a parameter.

– IssueCred(Ω, skI , (m1, . . . , ml)) For m1, ..., ml ∈ Zp, the issuer chooses r, s ∈ Zp at random, and

computes σ ← (g0y
m1
1 ...yml

l yr
l+1)

1/(xI+s). The tuple (σ, r, s) is the credential for (m1, ..., ml) ∈
Zl

p.

– VerifyCred(pkI , (m1, . . . , ml), (σ, r, s)) The user checks whether the equality holds e(σ, gs
0yI) =

e(g0y
m1
1 ...yml

l yr
l+1, g0).
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– ProveCred(pkI , (m1, . . . , ml), (σ, r, s)) The user proves to the verifier that he possesses such a

credential (σ, r, s) by choosing A,B ∈ G, v, w ∈ Zp at random, computing Ã ← σAv, B̃ ← BvAw,

and executing a zero-knowledge proof as follows:

PoK{(α, β, s, v, w, m1, ..., ml, r) : B̃ = BvAw
∧

1 = B̃−sBαAβ
∧

e(Ã,yI)
e(g0,g0)

= e(Ã, g0)−se(A, yI)ve(A, g0)αe(yl+1, g0)r
∏l

i=1 e(yi, g0)mi},

where α = sv and β = sw.

3 Functionality and Security of Oblivious Transfer with Threshold

Access Control

3.1 Functionality

For the oblivious transfer with threshold access control, we want to implement such functionality:

assume that a universe Ω of size l is Ω = {a1, a2, . . . , al}, where each element of Ω is a descriptive

attribute. Each user Ui is entitled to a subset of attributes ωi ⊆ Ω. A server maintains a database

DB = {m1, . . . , mN}, and associates every message mi with an attribute subset τi ⊆ Ω. The server

requests that only the users who have at least t attributes out of τi are able to have access to the

message mi. That is, for every j (1 ≤ j ≤ N) and every user Ui, only if |ωi∩τj | ≥ t holds, the message

mj can be available, on request, to Ui. Meanwhile, the server should not learn any information about

each user’s identity, attributes or message choices. In the following, we will give a solution to fulfill

the functionality.

In the protocol, these participants: n users U1,U2, . . . ,Un, a server S and an issuer I are included.

The protocol works as follows:

– IssueSetup(1κ)

Taking a security parameter κ as input, the issuer I generates his key pair (pkI , skI) for

generating credentials for users, and publishes pkI as the system-wide parameter.

– DB-Initialization(Ω, t, pkI ,m1, τ1, . . . , mN , , τN )

The inputs for the server S is the universe Ω, a value (or threshold) t, a database m1, . . . , mN

and the associated attribute subsets τ1, . . . , τN . S generates a key pair (pkS , skS) using pkI

as input and an encrypted database (C1, . . . , CN ). Then S keeps skS private, and publishes

(pkS , C1, . . . , CN ) to make it available to all users.
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– ObtainCred(skI ; idi, ωi))

It is an interactive algorithm between the issuer I and users. The input for the issuer I is his

private key skI . The inputs for each user Ui is his identity idi and an attribute subset ωi ⊆ Ω.

After Ui hands (idi, ωi) to I, I verifies that if Ui is entitled to the attributes in ωi. If it verifies,

I issues the corresponding credentials credωi
= {∀a ∈ ωi : creda} using his private key skI for

Ui.

– Transfer(skS ;ωi, credωi
)

It is an interactive algorithm between the server S and users. The input for S is his private key

skS . The inputs for each user Ui includes his entitled attributes ωi and the corresponding creden-

tials credωi
. At the end of the protocol, Ui can decrypt out a message subset φi ⊆ {m1, . . . , mN}

without the server learning his identity or attributes, where for each message mj ∈ φi, there is

|ωi ∩ τj | ≥ t.

During the protocol, when users request credentials from the issuer, the issuer will know users’

identities. However, when users interact with the server, the server will know neither the identities

nor the attributes of them. That is, the communication links between the users and the issuer are

authenticated and the links between the users and the server are anonymous.

3.2 Security

A secure oblivious transfer with threshold access control should satisfy two properties as follows:

– Server security. After the protocol, each user can only obtain the messages which are allowed

for him. Even if a collection of possibly cheating users collude, they cannot obtain the messages

that none of them would have been able to obtain individually.

– User security. After each user and the server execute the protocol, even if the server colludes

with the issuer, they cannot tell the user’s identity, attributes or the choices of messages.

In the following, we will formally define the security of the oblivious transfer with threshold

access control. We first define an ideal functionality FTOT for the protocol.

In the real experiment, a server, n users and an issuer work as defined in section 3.1, and in the

ideal experiment, FTOT works as defined below, with a server, n users and an issuer.

Assume that the outputs of the real and ideal experiments are RealA(κ) and IdealA′(κ) respec-

tively. In terms of the experiments, the formal security is defined as follows:
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Server-security: We say that the oblivious transfer with threshold access control is server-

secure if for every PPT real-world adversary A who corrupts a collection of k users {Û1, . . . , Ûk},
there exists a PPT ideal-world adversary A′ who corrupts the same participants, such that for κ,

and every PPT distinguisher D:

| Pr[RealA(κ) = 1]− Pr[IdealA′(κ) = 1] |

is negligible in κ.

User-security: We say that the oblivious transfer with threshold access control is user-secure if

for every PPT real-world adversary A who corrupts the server Ŝ, the issuer Î and a collection of k

users {Û1, . . . , Ûk}, there exists a PPT ideal-world adversary A′ who corrupts the same participants,

such that for κ, and every PPT distinguisher D:

| Pr[RealA(κ) = 1]− Pr[IdealA′(κ) = 1] |

is negligible in κ.

Functionality FTOT

Parameterized with (N, n, l), and running with a server S, n users {U1, . . . ,Un} and

an issuer I, FTOT works as follows:

FTOT maintains an initially empty set Atti for each user Ui.

– On input a message (init, Ω, t, m1, τ1, . . . , mN , τN ) from S, it stores (Ω, t, m1, τ1,

. . . ,mN , τN ) and sends (init, t, τ1, . . . , τN ) to all users.

– On input a message (issue, idi, a) from Ui, it sends (issue, idi, a) to I, and receives

a bit b from I. If b = 1 then it adds a to Atti and sends b to Ui, otherwise it

simply sends b to Ui.

– On input a message (transfer, idi, ωi) from Ui, where ωi ⊆ Ω, it sends transfer to

S and receives a bit b′. For all j ∈ {1, . . . , N}, if (b′ = 1)∧(ωi ⊆ Atti)∧(|ωi∩τj | ≥
t), then it sends mj to Ui.
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4 The Construction of Oblivious Transfer with Threshold Access

Control

4.1 The Construction

In this part, we will combine Sahai and Waters’s fuzzy identity-based encryption [13] and the cre-

dential signature scheme [23] to give a concrete construction of the oblivious transfer with threshold

access control. Moreover, we also coordinate the Pedersen commitment scheme [24] into the proto-

col to achieve full-simulatability in the standard model. The commitment scheme operates on the

same group as the fuzzy identity-based encryption [13] and the credential signature scheme [23], the

knowledge of the value D can be proved using Schnorr’s technique [20], and hence Pedersen com-

mitment scheme is well-suited for the concrete construction for our oblivious transfer with threshold

access control.

Assume that the universe (i.e. attribute set) is Ω of size l, where each element of Ω is a descriptive

attribute. In the following protocol, for simplicity, we associate each element of Ω with a unique

integer in Z∗p , and take the universe to be Ω = {1, 2, . . . , l}, where i ∈ Z∗p , for i = 1, . . . , l. Assume

that each user Ui has identity idi and is entitled to an attribute subset ωi ⊆ Ω.

In the protocol, the number of each user’s attributes may be different. Then during the Transfer

phase, if the server colludes with the issuer, then they may guess out some users’ identities from

the numbers of these users’ attributes. So the number of each user’s attributes should be protected

against the server during the Transfer phase. We give a solution to this problem as follows: in the

Transfer phase, for each user Ui, we model his attribute subset ωi as a tuple of l attributes ω∗i =

(a1, a2, . . . , al). For j = 1, . . . , l, if j is an attribute of Ui (i.e. j ∈ ωi), then we let aj ← j, otherwise

we assign an attribute k ∈ ωi to aj . For example, if Ui’s attribute subset is ωi = {1, 2, . . . , k}, then

we can model it as ω∗i = (1, 2, . . . , k, 1, 1, . . . , 1︸ ︷︷ ︸). Thus in the Transfer phase, Ui can make queries to

the server and prove that he has the credentials for the requested attributes without revealing the

number of the attributes.

Assume that the based fuzzy identity-based encryption scheme [13] is IBE=(Setup, KeyGen, En-

cypt, Decrypt) and the credential signature scheme is CS=(ISetup, IssueCred, VerifyCred, ProveCred).

– IssueSetup(1κ)

1. I:

(a) generates the keys (G,GT , p, e, g0, y1, y2, y3, yI ;xI) ← ISetup(1κ), where g0, y1, y2, y3 are

random bases in G, and yI ← gxI
0 , xI ∈ Z∗p ;
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pkI ← (G,GT , p, e, g0, y1, y2, y3, yI); skI ← xI ;

(b) chooses a random h ∈ G and a hash function H;

(c) publishes (pkI , h, H) as the system-wide parameters.

– DB-Initialization(Ω, t, pkI ,m1, τ1, . . . , mN , τN )

1. S:

(a) generates the keys (g, t1, . . . , tl, y, T1, . . . , Tl, Y ) ← Setup(1κ), where t1, . . . , tl, y ∈ Zp,

Ti = gti for i = 1, . . . , l and Y = e(g, g)y, and in addition chooses a random h1 ∈ G;

pkS ← (g, T1, . . . , Tl, Y, h1); skS ← (t1, . . . , tl, y);

(b) For each mj , chooses randomly uj ∈ Zp, and generates the ciphertext Cj ← Encrypt(pkS ,

mj , τj), namely, let Cj = (τj , E
′
j ← mjY

uj , {Ejk
← T

uj

k }k∈τj ); then chooses a random

value z ∈ Zp and computes C ← gH(C1,...,CN )hz;

(c) publishes (C, pkS) to all users, and conducts a proof of knowledge

PoK1{(t1, . . . , tl, y) :
l∧

i=1

Ti = gti

∧
Y = e(g, g)y}.

The server S first generates the parameters for the fuzzy identity-based encryption scheme. Then

he encrypts each message in the database by running Encrypt(pkS ,mj , τj) to Cj and commits

to the ciphertexts (Ci, . . . , CN ) by Pedersen commitment scheme. Finally he publishes the com-

mitment C and public key pkS to all users, and makes a zero-knowledge proof to convince the

users that he has generated the parameters correctly. Moreover, this proof will enable to decrypt

the messages of the database in the security proof.

– ObtainCred(Ω, xI ; idi, ωi)

1. Ui: verifies PoK1. If the verification fails, aborts the protocol and outputs ⊥;

2. Ui: authenticates his identity and attributes (idi, {j}j∈ωi
) to I;

3. I: generates the credentials for ωi as follows:

(a) for each j ∈ ωi, chooses random values rj , sj ∈ Zp and computes σij
← (g0y

j
1y

idi
2 y

rj

3 )1/(xI+sj);

(b) sends credωi ← {(σij , rj , sj)}j∈ωi to Ui as the credential for ωi;

4. Ui: for each j ∈ ωi, verifies if e(σij , g
sj

0 yI) = e(g0y
j
1y

idi
2 y

rj

3 , g0) holds. If any one of them does

not hold, aborts.
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By running this protocol with the issuer, each user Ui obtains the credentials for his entitled at-

tributes. For each attribute j ∈ ωi, the issuer runs IssueCred(skI , (j, idi)) to output (σij , rj , sj) as

the credential of j for Ui. Alternatively, the issuer can issue the credentials for Ui’s all attributes

at once by running IssueCred(skI , (idi, {j}j∈ωi
)) algorithm. By linking the attribute j with the

user’s identity idi in the credential, the protocol can be resistant against multiple users’ collusion

attacks. Since in the Transfer phase below, when a user requests messages, he must make a proof

that the credentials for the requested attributes are valid and linked with one identity. So if two

or more users collude by combining their credentials, due to the soundness of knowledge proof

they cannot conduct such a knowledge proof which can convince the server that the credentials

are linked with one identity.

– Transfer(skS ;ωi, credωi)

1. Ui:

(a) models his attribute subset as a tuple ω∗i = {a1, . . . , al}; chooses random values x1, . . . , xl ∈
Zp; and for j = 1, . . . , l, computes Vj ← gxj h

aj

1 , for j = 1, . . . , l;

(b) for aj , assume that the corresponding credential is (σiaj
, raj

, saj
); chooses random values

vj , wj ∈ Zp and Aj , Bj ∈ G, and computes Ãj ← σiaj
A

vj

j , B̃j ← B
vj

j A
wj

j , j = 1, . . . , l;

(c) sends {Vj , Aj , Bj , Ãj , B̃j}j=1,...,l to S, and simultaneously executes the following proof

of knowledge

PoK2{(xj , aj , αj , βj , vj , wj , saj
, raj

, idi)j=1,...,l :
∧l

j=1(Vj = gxj h
aj

1

∧
B̃j = B

vj

j A
wj

j

∧
1 =

B̃j

−saj B
αj

j A
βj

j

∧ e(Ãj ,yI)
e(g0,g0)

= e(Ãj , g0)
−saj e(Aj , yI)vj e(Aj , g0)αj e(y3, g0)

raj e(y2, g0)idie(y1, g0)aj )},

where αj = saj vj and βj = saj wj ;

2. S:

(a) verifies PoK2. If the verification fails, aborts the protocol and outputs ⊥;

(b) chooses a random t− 1 degree polynomial q such that q(0) = y, and computes

Di ← g
q(i)
ti for i = 1, . . . , l;

for each i (i = 1, . . . , l), chooses random ki ∈ Zp, and computes (Pi1 , Pi2) ← (gki , Di(Vi/hi
1)

ki);

(c) sends ((Pi1 , Pi2)i=1,...,l, C1, . . . , CN ) to Ui and conducts a zero-knowledge proof

PoK3{(z) : C = gH(C1,...,CN )hz};

3. Ui:
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(a) verifies PoK3. If the verification fails, aborts the protocol and outputs ⊥;

(b) for each i ∈ ωi, recovers Di from (Pi1 , Pi2) using xi as the private key;

(c) for all Di, verifies the correctness of them, and if the verification fails, aborts the protocol

and outputs ⊥;

(d) if for all τj , there is |ωi∩τj | < t, then returns ⊥, otherwise for j that satisfies |ωi∩τj | ≥ t,

chooses an arbitrary t-degree subset S of ωi∩τj , and decrypts out mj from Cj as follows:

E′
j/

∏

k∈S

(e(Dk, Ejk
))∆k,S(0)

= mje(g, g)ujy/
∏

k∈S

(e(g
q(k)
tk , gujtk))∆k,S(0)

= mje(g, g)ujy/
∏

k∈S

(e(g, g)ujq(k))∆k,S(0)

= mj .

At the end outputs a message subset φi ⊆ {m1, . . . , mN}, where for each message

mj ∈ φi, there is |ωi ∩ τj | ≥ t.

When each user Ui interacts with the server, Ui first computes Vj on aj for j = 1, . . . , l. Then

he conducts a zero-knowledge proof to convince the server that he has the credentials for the

requested attributes in all Vj . If PoK2 verifies, then the server chooses a new t − 1 degree

polynomial q such that q(0) = y, and generates private keys Di for i = 1, . . . , l. Then he

encrypts the l private keys by computing {(Pi1 , Pi2)}i=1,...,l and sends them to Ui. After receiving

{(Pi1 , Pi2)}i=1,...,l, for every j ∈ ωi, Ui can decrypt out the corresponding private key Di. We

can see that if Ui has the attribute j (i.e. aj = j), then Vj = gxj hj
1 and correspondingly we have

(Pj1 , Pj2) = (gkj , Dj(Vj/hj
1)

kj ) = (gkj , Dj(gxj )kj ) which is exactly an ElGamal encryption. So

Ui can use xj to decrypt out Dj . On the contrary, if j is not an attribute of Ui (i.e. aj 6= j),

then (Pj1 , Pj2) = (gkj , Dj(Vj/hj
1)

kj ) = (gkj , Dj(gxj h
aj−j
1 )kj ), and due to the semantic security

of ElGamal encryption, Ui can not obtain any information about Dj . This technique in this

phase is similar to that used in Tzeng’s oblivious transfer [25]. Since the private keys {Dj}j∈ωi

can be verified by Ui, so the protocol is resistant against the server’s selective failure attacks.

Finally Ui can use the private keys to arbitrarily decrypt the ciphertexts allowed for him.
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4.2 Security Analysis

In the Transfer phase of the construction, after each user obtains the private keys for their attributes,

the cheating users may try to combine their private keys to decrypt the messages that none of them

should have access to individually. However, since the fuzzy identity-based encryption scheme is

resistant against collusion attacks, so any such colluding users cannot obtain the messages unallowed

for any one of them.

In the protocol, we assume that the issuer will not tell the server the value loggh. Since if the

cheating server knows loggh, he may alter the ciphertexts C1, . . . , CN in the transfer phase so that

the users can not obtain the messages committed in C. Alternatively, we can let a trusted party to

generate the Pedersen commitment parameter h.

Theorem 1. The construction of oblivious transfer with threshold access control is server secure

based on the Decisional MBDH assumption.

Proof. In the proof of server security, we do not consider the case that the issuer and a collection

of users collude. Since if the issuer collude with any user, then the user may obtain the private keys

for all attributes in Ω to decrypt out all messages in the database. So we assume that the issuer will

not collude with any user.

For any real world adversary A who corrupts a collection of cheating users {Û1, . . . , Ûk}, we can

construct an ideal world adversary A′ who corrupts the same participants {Û ′1, . . . , Û ′k} such that

for any PPT distinguisher D, | Pr[RealA(κ) = 1]− Pr[IdealA′(κ) = 1] | is negligible in κ.

We consider a sequence of distributions Game-0,. . ., Game-4 to prove the indistinguishability be-

tween the real and ideal worlds. Let Game i be the output of the Game-i.

Game-0: The adversary A interacts with the honest server S exactly as in the real world. Clearly

Pr[Game 0 = 1] = Pr[RealA(κ) = 1].

Game-1: The extractor for PoK2 is used to extract (id, {j}j∈ωi). If the extractor fails or different

identities are extracted, then output ⊥. (If different identities are extracted, there must be cheating

users that collude with each other and try to combine their credentials to retrieve the messages that

none of them would have access to individually.) The difference between the two output distributions

is given by the knowledge error of the PoK2,

| Pr[Game 1 = 1]− Pr[Game 0 = 1] |≤ O(2−κ).
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Game-2: This game is identical to Game-1, except that Game-2 returns ⊥ if only one identity id′i

and the associated attribute subset ω′i are extracted from PoK2, but there exists at least one attribute

a′j ∈ ω′i such that a′j /∈ Ω holds. One can see that in this case, there exists at least one credential signa-

ture forged. Assume that the extracted tuple corresponding to a′j is (x′j , a
′
j , α

′
j , β

′
j , v

′
j , w

′
j , s

′
aj

, r′aj
, id′i),

then (r′aj
, s′aj

, Ãj

′
/(Aj)v′j ) is a forged credential signature. The difference between this game and

Game-1 is given by an adversary’s negligible advantage in successfully forging a valid credential

signature based on the l-SDH assumption,

| Pr[Game 2 = 1]− Pr[Game 1 = 1] |≤ O(2−κ).

Game-3: We replace the commitment C with a commitment to a random value, and replace

the final proof of knowledge of decommitment with a simulated proof. For a secure commitment

scheme and zero-knowledge proof, the difference between this game and Game-2 is given by D’s

negligible advantage in correctly distinguishing C from a valid commitment to H(C1, . . . , CN ), and

the simulated proof from a valid proof,

| Pr[Game 3 = 1]− Pr[Game 2 = 1] |≤ O(2−κ).

Game-4: We denote the set φi as the set of the messages in which each message mj satisfies |ωi∩
τj | ≥ t, and denote Iωi

as the index of these messages. We alter the ciphertext vector (C1, . . . , CN )

to produce a new vector (C ′1, . . . , C
′
N ) as follows: if j /∈ Iωi

, set C ′j ← Encrypt(pkS , τj ,m
′), where m′

is selected randomly in the message space, and otherwise C ′j ← Cj . Since the fuzzy identity-based

encryption scheme is IND-sID-CPA secure based on the Decisional MBDH assumption, then we have

| Pr[Game 4 = 1]− Pr[Game 3 = 1] |≤ O(2−κ).

We construct the adversary A′ as follows. A′ plays simultaneously roles of {Û1, . . . , Ûk}, and per-

forms an honest server S in the real world. A′ first generates (pkS , skS) by running Setup(1κ, pkI).

It generates a random commitment in DB-Initialization phase. In the Transfer phase, if the verifi-

cation of PoK2 fails, then A′ aborts the protocol and outputs ⊥, otherwise uses an extractor of

knowledge proof to extract (id, {j}j∈ωi
) of Ûi, and sends it to FTOT . If FTOT outputs ⊥, then A′

causes Transfer to fail. Otherwise, A′ obtains a message set φi from FTOT . For j = 1, . . . , N , A′ sets

C ′j ← Encrypt(pkS , τj ,mj) for mj ∈ φi, and remains other ciphertexts to be encryptions of random

messages. At last A′ sends (C ′1, . . . , C
′
N ) to Ûi along with a simulated proof of decommitment.

From the construction of the adversary A′, we have that
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Pr[Game 4 = 1] = Pr[IdealA′(κ) = 1].

Summing the differences between the above games, we can conclude that

| Pr[RealA(κ) = 1]− Pr[IdealA′(κ) = 1] |≤ O(2−κ).

Lemma 1. If l-SDH assumption holds, then there is | Pr[Game 2 = 1] − Pr[Game 1 = 1] |≤
O(2−κ).

Proof. We prove the lemma by constructing an adversary A that breaks the unforgeability un-

der chosen message attack of the credential signature scheme [23] which is based on the l-SDH

assumption.

The challenger of the credential signature scheme first generates the system parameters and sends

the public parameters to A. Then A can make signature queries to the challenger. Here we let A
make queries for the messages in Ω where |Ω| = l. Simultaneously A runs a server and plays the

Game 2 with the user. In the transfer phase, A extracts the (id′, ω′i, cred
′
i) from the zero-knowledge

proof PoK2 conducted with the user. If Game 1 and Game 2 are distinguishable, then it means

that A can extract at least one credential (a, creda) where a ∈ ω′i but a /∈ Ω. Finally A outputs

(a, creda) to the challenger as a forgery. A’s running time is that of a user algorithm plus that of

an extraction. Since the credential signature scheme has been proved to be existentially unforgeable

under chosen-message attack under the l-SDH assumption, we have the conclusion in the lemma 1.

Lemma 2. (Indistinguishability of Ciphertexts) | Pr[Game 3 = 1]− Pr[Game 2 = 1] |≤ O(2−κ).

Proof. If a PPT distinguisher D can distinguish Game 2 and Game 3 with a non-negligible

probability, then we can construct an adversary A that wins the IND-sID-CPA game against the

fuzzy identity-based encryption with the same probability. We use a hybrid proof as follows.

We define a series of hybrids such that Hybrid0=Game 2 and HybridN=Game 3. Hybridj−1 and

Hybridj only differ in the distribution of jth ciphertext vector, where 1 ≤ j ≤ N . If Game 2 and

Game 3 can be distinguished by D, then there must exist a j such that D can distinguish Hybridj−1

and Hybridj . We construct A as follows. A outputs τ∗ = τj . It runs D and conducts the protocol

with users as in Game 2. Then A selects a random message m∗ from the message space, outputs

(mj ,m
∗) to the challenger and obtains a challenge ciphertext C∗. Then it constructs a ciphertext

vector (C ′1, . . . , C
′
N ) as in Game 3 except that at the jth position, sets C ′j ← C∗.
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When the distinguisher D returns a bit b, the adversary A returns b to the challenger as its

answer.

In addition, since the PoK of skS is zero-knowledge, the distinguisher clearly cannot distinguish

the two games.

Theorem 2. The construction of oblivious transfer with threshold access control is user secure.

Proof. For any real world adversary A who corrupts the issuer Î, the server Ŝ and a collection of

cheating users {Û1, . . . , Ûk}, we can construct an ideal world adversary A′ who corrupts the same

participants such that for any PPT distinguisher D, | Pr[RealA(κ) = 1] − Pr[IdealA′(κ) = 1] | is

negligible in κ.

We consider a sequence of distributions Game-0,. . ., Game-2 to prove the indistinguishability be-

tween the real and ideal worlds. Let Game i be the output of the Game-i.

Game-0: In this game, A interacts with the honest users exactly in the real world. Clearly

Pr[Game 0 = 1] = Pr[RealA(κ) = 1].

Game-1: The extractor for PoK1 is used to extract the server’s private keys skS . If the extractor

fails or outputs invalid skS , outputs ⊥. Since the extractor of PoK1 fails with probability negligible

in κ, the difference between the two output distributions is given by the knowledge error of PoK1,

| Pr[Game 1 = 1]− Pr[Game 0 = 1] |≤ O(2−κ).

Game-2: Let the user algorithm request the attributes for which it has the credentials in the

Transfer phase. Since for a given Vj , for each attribute aj , there exists a xj such that Vj = gxj h
aj

1 , so

any adversary (even if it has infinite computational resources) cannot learn aj . Namely, the requested

messages are unconditionally secure. In addition, since the proof PoK2 has been proved to be zero-

knowledge, any PPT adversary cannot obtain the attributes or identity of the user. So from the

unconditional security of Vj and the zero-knowledge property of the proof, we have

| Pr[Game 2 = 1]− Pr[Game 1 = 1] |≤ O(2−κ).

We construct an adversary A′ as follows. A′ plays simultaneously roles of the issuer Î ′, Ŝ ′ and

a collection of cheating users {Û ′1, . . . , Û ′k}, and performs a collection of honest users { ˆUk+1, . . . , Ûn}
in the real world. A′ runs A to obtain Î’s public key pkI and Commit(H(C1, . . . , CN )) from Ŝ. After

receiving (idi, {j}j∈ωi
) from FTOT in the ideal world, it executes ObtainCred with A on (idi, {j}j∈ωi

)
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in the real world. If the resulting credentials are all valid, A′ works as the issuer in the ideal world to

return a bit b=1 to FTOT , otherwise return b=0. A′ extracts skS from A in the proof of knowledge

in the DB-Initialization phase, and in the Transfer phase, simulates honest users requesting for an at-

tribute subset ω′ ⊆ Ω for which it has the credentials. Upon receiving the ciphertexts (C1, . . . , CN ),

A′ decrypts the messages (m1, . . . , mN ), and then sends {(mi, τi)}i=1,...,N to FTOT . If the transfer

succeeds, A′ then sends a bit b′=1 to FTOT , otherwise sends b′=0.

From the construction of the adversary A′, we have that

Pr[Game 2 = 1] = Pr[IdealA′(κ) = 1].

Summing the differences between the above games, we can conclude that

| Pr[RealA(κ) = 1]− Pr[IdealA′(κ) = 1] |≤ O(2−κ).

5 Analysis and Extensions

In Camenisch et al.’s AC-OT [14], each message is associated with an attribute set ω, and it is

requested that the message is only available to the users who have all the attributes of ω. Consider

the special case of our protocol that the access control policy for each message mj is |ω ∩ τj | = |τj |,
where τj is the associated attribute set with mj and ω is a user’s attribute set. That is, for each

message mj that is associated with τj , only the users who have at least all attributes of τj are able

to have access to it. Then the functionality of our protocol coincides with that of Camenisch et al.’s

AC-OT [14].

Assume that one user can access k messages in the database according to the access control

policies. In our construction, the user needs to interact with the server for just one time to obtain

the private keys to decrypt all the k allowed messages. Therefore, the communication cost of our

construction is O(N+l). This is a good feature which has not been included in any other OT protocol

with access control. In Camenisch et al. ’s AC-OT [14], each time the user requests a message, the

communication cost is O(N + l). Then to obtain all the k allowed messages, the user has to interact

with the server for k times and correspondingly the communication cost is O(N + kl).

As we all know, there have been some ABE schemes [26–28] which have achieved more compli-

cated access control structures such as “and”, “or” and “threshold”. In the scheme [28] the access

policy is defined through an access tree which supports “threshold” operator in addition to “and”,
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“or” operators. In the ABE schemes [26, 27], access control is expressed by a Linear Secret Sharing

Scheme (LSSS) matrix over the attributes in the system. The access tree structures used in [28] can

be expressed in terms of a LSSS. Based on these ABE schemes, it is possible to construct oblivious

transfer protocol with more complicated access control policies expressed by “threshold”, “and” and

“or” operators, or by LSSS. We leave open the construction of such an OT protocol.

6 Conclusion

In this paper we introduced the concept of oblivious transfer with threshold access control. We defined

the functionality and security for the protocol, and combined the fuzzy identity-based encryption

with an anonymous credential scheme to give a concrete construction for it. In the protocol, the

database server defines the minimum number of attributes from a given list of attributes for each

message that users have to possess in order to obtain the message. Constructing oblivious transfer

with more complicated access control policies besides “threshold” is our future work.
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