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Abstract

Recently, Xiu et al. proposed a deterministic secure quantum com-

munication (DSQC) protocol using the entanglement swapping of four-

particle genuine entangled states. Later, Qin et al. showed a double-

CNOT attack on the protocol and also provided an improvement to avoid

the attack. This work tries to use a batch of decoy single photons prepared

randomly in one of four di�erent states, to enhance the qubit e�ciency

on their DSQC protocols and avoid the double-CNOT attack at the same

time.

keywords: Deterministic secure quantum communication, Entangle-

ment swapping, Qubit e�ciency.

1 Introduction

Quantum cryptography is getting more and more popular, and many interesting

research topics have been proposed. In particular, deterministic secure quantum
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communication (DSQC) [1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13] enables a sender

to transmit deterministic secret information (not a random key) to the receiver

without establishing a key in advance.

In 2009, Xiu et al. [14] presented a DSQC protocol using four-particle en-

tangled state and entanglement swapping. Later, Qin et al. [15] proposed a

double-CNOT attack on Xiu et al.'s DSQC protocol and also presented an im-

provement to resist the attack. However, the qubit e�ciency of their DSQC

protocols is very low because many photons are consumed in the public discus-

sion to detect eavesdropping. This paper aims to use decoy single photons to

improve the qubit e�ciency in their DSQC protocols. Moreover, the double-

CNOT attack proposed by Qin et al. can also be avoided.

The rest of this paper is organized as follows. Section 2 reviews Xiu et

al.'s DSQC protocol and brie�y describes Qin et al.'s double-CNOT attack and

its improvement. Section 3 proposes the improved DSQC protocol. Section 4

analyzes the security of the improved DSQC protocol. Finally, a short conclusion

is given in Section 5.

2 Review of Xiu et al.'s DSQC Protocol

In this section, Xiu et al.'s DSQC protocol is �rst reviewed, then Qin et al.'s

double-CNOT attack and its improvement is presented.

2.1 Xiu et al.'s DSQC Protocol

Assume that, Alice, the sender, wants to send her secret message to the receiver,

Bob. Xiu et al.'s DSQC protocol is brie�y described as follows.

Step 1. Alice prepares 2n four-particle entangled states in
∣∣χ00

〉
1234

= 1
2
√
2
(

|0000〉+ |0011〉 − |0101〉+ |0110〉+ |1001〉+ |1010〉+ |1100〉 − |1111〉) and
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divides them into two sequences: SA, all of the �rst two qubits of these

four-particle entangled states, and SB , all of the last two qubits of these

states. Then Alice keeps SA to herself and sends SB to Bob.

Step 2. After con�rming that Bob has received SB , Alice and Bob perform

public discussion to check the security of qubit transmission. First, Bob

divides SB into two subsets: SBC
, the check set which is used to check

the eavesdropping of qubit transmission and SBM
, the message set which

is used for retrieving Alice's secret messages. Then Bob randomly selects

Z ⊗ Z or Bell-basis to measure SBC
. Finally, Bob returns the positions,

the basis and the measuring results of SBC
to Alice. Alice measures the

corresponding qubits in SA by using the basis Z ⊗ Z or Bell-basis di�er-

ent from Bob's choices. According to these measuring results, Alice can

decide the error rate in the quantum channel. If the error rate exceeds a

predetermined threshold, the communication will be aborted.

Step 3. Alice performs four-particle projective measurement on the remained

particles in SA and records the measuring results as R. Then Alice com-

putes C = M ⊕ R and sends the classical information, C, to Bob, where

M is Alice's secret messages.

Step 4. Upon receiving C, Bob performs four-particle projective measurement

on BM . According to the principle of entanglement swapping, Bob can

deduce Alice's measuring results, R, by using his measuring results. Then

Bob can obtain Alice's secret messages by computing M = C ⊕R.
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2.2 Qin et al.'s Double-CNOT Attack and the Improve-

ment

Qin et al. [15] proposed the double-CNOT attack on Xiu et al.'s DSQC pro-

tocol. By performing a double-CNOT operation, an eavesdropper, Eve, can

entangle her auxiliary particles (e.g., |0〉E) with a four-particle entangled states∣∣χ00
〉
without disturbing the correlation of measuring results discussed in the

eavesdropper checking process in Step 2. After Alice and Bob perform the en-

tanglement swapping on the four-particle entangled states, Eve performs Bell

measurement on her auxiliary particles. Consequently, Eve can deduce a quarter

of Alice's measuring results, R, and obtain a quarter of Alice's secret messages

by computing M = C ⊕R.

Moreover, Qin et al. also provided a clever improvement to resist this attack.

That is, by replacing the measuring basis Z ⊗Z and Bell-state with Z ⊗X and

X ⊗Z for Bob to measure SBC
in Step 2. The double-CNOT attack by Eve on

the improved protocol will be detected by Alice with the probability of 50%.

Let us consider the qubit e�ciency of both protocols. According to [16], 50%

of the transmitted qubits should be spent on the public discussion to guarantee

the security of qubit transmission. Thus, Alice and Bob have to use at least

n four-particle entangled states to check the presence of eavesdropper in Step

2. After con�rming that the quantum channel is free from eavesdropping, Alice

and Bob perform the entanglement swapping on the remaining n four-particle

entangled states to transmit n
2 secret messages. Consequently, Xiu et al.'s DSQC

protocol provides
n
2

2n = 25% qubit e�ciency. Similarly, the qubit e�ciency of

Qin et al.'s DSQC protocol is also 25%.
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3 The Improved DSQC Protocol

This section proposes an improvement of Xiu et al.'s DSQC protocol by using

a batch of decoy single photons prepared randomly in one of the four di�erent

states (i.e.|0〉,|1〉,|+〉, and |1〉). The improved DSQC protocol replaces the four-

particle entangled states in the public discussion of Xiu et al.'s DSQC protocol

with decoy single photons. Consequently, the qubit e�ciency of Xiu et al.'s

DSQC protocol is enhanced and also Qin et al.'s double-CNOT attack can be

avoided.

Here we deliberately design to let the sender, Alice, transmit the same

amount of message information to Bob as in Xiu et al.'s DSQC protocol. The

processes of the improved protocol are described as follows.

Step 1. Alice prepares n four-particle entangled states in
∣∣χ00

〉
1234

and divides

them into two sequences: SA and SB as described in Step 1 of Xiu et al.'s

protocol. Moreover, Alice prepares 2n decoy single photons randomly

chosen from one of the four di�erent states (i.e. |0〉, |1〉, |+〉, and |−〉) and

randomly inserts these photons into SB to get a new sequence, S′
B . Then

Alice keeps SA to herself and sends S′
B to Bob.

Step 2. After con�rming that Bob has received S′
B , Alice and Bob perform

public discussion to check the security of qubit transmission. Alice informs

Bob the positions and the polarized states of the decoy single photons.

Then Bob uses the corresponding basis to measure these photons and

analyzes the error rate in the quantum channel. If the error rate exceeds

a predetermined threshold, the communication will be aborted.

Step 3. Alice performs four-particle projective measurement on SA and records

the measuring results as R. Then Alice computes C = M ⊕ R and sends

the classical information, C, to Bob, where M is Alice's secret messages.
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Step 4. Upon receiving C, Bob performs four-particle projective measurement

on SB . According to the principle of entanglement swapping, Bob can

deduce Alice's measuring results, R, by using his measuring results. Then

Bob can obtain Alice's secret messages by computing M = C ⊕R.

Let us consider the qubit e�ciency of the improved DSQC protocol. In the im-

proved DSQC protocol, Alice and Bob use 2n decoy single photons to check the

presence of eavesdropper in Step 2. Then Alice and Bob perform the entangle-

ment swapping on the remained n four-particle entangled states to share n
2 secret

messages. Consequently, the improved DSQC protocol provides
n
2

n+n
2

= 33%

qubit e�ciency.

4 Security Analysis

The security analysis of the improved DSQC protocol is similar to Xiu et al.'s

DSQC protocol [14], which is based on the security of qubit transmission. As-

sume that an eavesdropper, Eve, tries to steal Alice's secret messages. She may

perform the following attacks.

(1) Intercept-resend attack: Since Eve does not know the positions and

polarized states of the decoy single photons, she may try to forge 4n single

photons, SE , randomly chosen from the four di�erent states (i.e. |0〉, |1〉, |+〉,

and |−〉). Then Eve intercepts S′
B in Step 1 and sends SE to Bob. If SE can

pass the eavesdropper checking process in Step 2, Eve is able to obtain Alice's

secret messages through Alice's classical information, C, published in Step 4.

Since these decoy single photons are measured by random bases, the probability

for Eve to pass the eavesdropper checking in a decoy single photon is 3
4 . Thus,

the probability for Eve to be detected in this protocol is 1− ( 34 )
2n. If n is large

enough, the probability is 1.

(2) Measure-resend attack: Eve may intercept S′
B in Step 1 and performs

6



the four-particle projective measurement on them in hope that she can use the

measuring results to deduce Alice's secret messages. Then Eve resends the mea-

sured sequence S′′
B to Bob. However, since S′

B contains 2n decoy single photons,

without knowing the positions of them, the measurement by Eve will inevitably

destroy the polarized state of all these photons including the four-particle en-

tangled states. As described earlier, for a single photon if it is measured by a

random basis, the probability of Eve to pass the eavesdropper checking is 3
4 .

Therefore, the probability that Eve is detected in Step 2 is 1 − ( 34 )
2n ≈ 1, if

n is large. However, even if Eve can pass the eavesdropper checking, she can

not derive Alice's secret messages because the entanglement in the four-particle

entangled states has been destroyed.

(3) Entangle-measure attack: Alice prepares S′
B and sends it to Bob in

Step 1. To steal Alice's secret messages, Eve may intercept S′
B and prepare

some auxiliary particles E = {|E1〉 , |E2〉 , ..., |Em〉}. Then Eve entangles these

auxiliary particles with the intercepted S′
B by performing unitary operation U

to get a new sequence S′′
B , where U satis�es U†U=UU† = I. Finally, Eve

resends S′′
B to Bob in hope that she can obtain Alice's secret messages without

being detected by Alice and Bob. Similar to the analysis proposed by [17], Eve's

operations on Alice's decoy single photons (i.e., |0〉, |1〉, |+〉, and |−〉) can be

written as

U |0〉 |Ei〉 = α |0〉 |e00〉+ β |1〉 |e01〉,

U |1〉 |Ei〉 = γ |0〉 |e10〉+ δ |1〉 |e11〉,

U |+〉 |Ei〉 = 1
2 (|+〉 (α |e00〉+ β |e01〉+ γ |e10〉+ δ |e11〉)+

|−〉 (α |e00〉 − β |e01〉+ γ |e10〉 − δ |e11〉)),

U |−〉 |Ei〉 = 1
2 (|+〉 (α |e00〉+ β |e01〉 − γ |e10〉 − δ |e11〉)+

|−〉 (α |e00〉 − β |e01〉 − γ |e10〉+ δ |e00〉)),

where |Ei〉 is the initial state of Eve's auxiliary particle; |e00〉 , |e01〉 , |e10〉 , |e11〉
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are the four states which can be distinguished by Eve and |α2| + |β2| = |γ2| +

|δ2| = 1. If Eve wants to pass the eavesdropper checking, she has to set β = γ

= 0 in the case that Alice's decoy single photons are |0〉 or |1〉. On the other

hand, if Alice's decoy single photons are |+〉 or |−〉, Eve has to set α |e00〉 −

β |e01〉 + γ |e10〉 − δ |e11〉 = α |e00〉 + β |e01〉 − γ |e10〉 − δ |e11〉 =
−→
0 , where

−→
0

denotes a zero vector. Therefore, if Eve's operations follow the above rules,

she will not be detected in the eavesdropper checking process. However, if β

= γ = 0, then α |e00〉 − δ |e11〉 =
−→
0 that implies α |e00〉 = δ |e11〉. Thus, Eve

is unable to distinguish α |e00〉 from δ |e11〉 and to obtain useful information

about Alice's secret messages by measuring these auxiliary particles. On the

contrary, if Eve wants to make the auxiliary particles distinguishable (i.e., to

make α |e00〉 6= δ |e11〉), she will inevitably disturb the polarized states of the

decoy single photons and will be detected in eavesdropper checking process.

Therefore, the improved DSQC protocol can resist the entangle-measure attack.

(4) Double-CNOT attack [15]: To obtain Alice's secret messages, Eve

may intercept S′
B in Step 1 and also prepare some auxiliary particles (e.g.,

|0〉E). Then, Eve entangles her auxiliary particles with the intercepted S′
B by

performing the double-CNOT operations in hope that she can obtain a quarter

of Alice's secret messages without being detected by Alice and Bob. However,

similar to the analysis proposed by [18], since Eve does not have any information

about the positions and the polarized states of these 2n decoy single photons, she

will inevitably disturb the polarized states of some decoy single photons and will

be detected. For example, assume that Eve randomly selects two qubits from

the intercepted S′
B to perform the above described operations. Then there are

three situations to consider. For easy explanation, let us call the qubits in S′
B

that belong to SB �the message qubits� and the others �the check qubits�.

Firstly, if the selected two bits are from the message qubits in S′
B , then
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she will not be detected because they will not be checked in the eavesdropper

checking process.

Secondly, if one of the selected bits is from the check qubits in S′
B , then

Eve can be detected with a probability of 1
4 as explained below. If the check

qubit, i.e., the decoy single photon, is in Z-basis, then Eve will not be detected

because a CNOT operation on the auxiliary particle and the Z-basis qubit will

not disturb the polarized state of the Z-basis qubit. If the decoy single photon

is in X-basis, the Eve has a probability of 1
2 to be detected. Therefore, the

probability for Eve to be detected in this situation is 1
2 ·

1
2 = 1

4 .

Thirdly, if both bits selected are from the check bits in S′
B , then Eve can be

detected in eavesdropper checking with a probability of 7
16 as explained in the

following. The polarized state of the two decoy single photons can be classi�ed

into four cases: (a) Z ⊗ Z; (b) Z ⊗X; (c) X ⊗ Z; (d) X ⊗X. In the case (a),

Eve will not be detected because the double-CNOT operation will not disturb

the polarized state of the Z-basis qubits. In the case (b) and (c), the probability

for Eve to pass the eavesdropper checking on the X-basis qubit is 1
2 . Thus, the

probability for Eve to be detected in this case is 1− 1
2 = 1

2 . In the case (d), since a

decoy single photon in X-basis has the probability of 1
2 to pass the eavesdropper

checking, the probability for Eve to be detected in this case is 1 − ( 12 )
2 = 3

4 .

Consequently, since each case has the probability of 1
4 to occur, the probability

for Eve to be detected on the two decoy single photons is ( 12 + 1
2 + 3

4 ) ·
1
4 = 7

16 .

Accordingly, the probability for Eve to be detected in the operation on a

auxiliary and any two qubits is 1
4 · (

1
4 +

1
4 +

7
16 ) =

15
64 , i.e., Eve can pass the check

with a probability of 49
64 . Thus, the probability for Eve to be detected in the

protocol is 1 − ( 4964 )
n, which is 1 if n is large enough. Therefore, the improved

DSQC protocol is secure against the double-CNOT attack.
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5 Conclusions

This paper enhances the qubit e�ciency of Xiu et al.'s DSQC protocol by using

a batch of decoy single photons prepared randomly in one of the four di�erent

states, (i.e. |0〉, |1〉, |+〉, and |−〉). The improved DSQC protocol replaces four-

particle entangled states in the public discussion of Xiu et al.'s DSQC protocol

with decoy single photons. Compared with Xiu et al.'s DSQC protocol, the

improved DSQC protocol increases the qubit e�ciency of the protocol from

25% to 33% and simpli�es the operations (i.e., avoiding the Z ⊕ Z and Bell

measurements) for Alice and Bob. The security analysis shows that the insertion

of decoy single photons can also avoid Qin et al.'s double-CNOT attack and

other well-known attacks.
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