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Abstract. In a server-aided verification signature, some complex com-
putation for verification of a signature is carried out by a server. Thus, it
is very suitable for low-power computation devices. In this paper, by com-
bining ID-based cryptography and server-aided verification signature, we
propose an ID-based server-aided verification signature scheme, and give
two SA-Verifying ways to realize server-aided verification. The scheme
has the following advantages: (1) short signature length; (2) avoiding key
escrow problem of ID-base cryptography. (3) less computational cost for
a verifier. After we formally define the existential unforgeability security
model of ID-based server-aided verification signature to capture the at-
tack of the dishonest signer and the dishonest PKG, a detail instance is
given. And we show that our scheme is secure in the random oracle model.
To the best of my knowledge, it is the first ID-based server-aided signa-
ture scheme. By comparison with SAV-BLS, we show that our schemes
have the same signature length 160bits and the approximative compu-
tational cost. Especially, the verifier doesn’t require pairing operator in
the second SA-verifying way.

Keywords: ID-based server-aid verification, the BDH assumption, key escrow,
security proof

1 Introduction

With internet development, many power-constrained devices such as smart cards
and mobile terminals, are widely applied in real life scenarios. To provide au-
thentication and encryption, we may take cryptographic technique into account
to satisfy the requirements in those devices. However, designing efficient signa-
ture and identification (or authentication) schemes is one of the main challenges
of public key cryptography. Indeed, with the development of smart cards and
RFID tags, or more generally low cost chips with small computation capabili-
ties, it becomes crucial to propose schemes suited to such devices. Thus, we can
consider to include a powerful server which helps execute complex computation
for the low-power devices. Because cell phones and sensors always interact with
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their base stations in reality. To realize efficient authentication,a server-aided
verification signature scheme is very suitable for this scenario, since the compu-
tational requirement of signature verification still remains heavy to low-power
devices. A promising solution is server-aid verification, where a verifier can check
a signature with the help of a powerful server.

In traditional public-key cryptography (PKC), a pair of public/private keys
is computed by each user. Since the public key is a string of random bits, a
digital certificate of the public key is required to provide public-key authenti-
cation. Anyone who wants to send messages to others must obtain their au-
thorized certificates that contain the public key. However, it results in complex
certificate management problems. In order to simplify the public-key certificate
management, Shamir [13] introduced the concept of identity-based (ID-based)
cryptosystem problem in 1984. In ID-based cryptography, the certificate of a
random public key does not be needed any more since publicly known informa-
tion such as e-mail address is used as users public key. However, an inherent
problem of ID-PKC is that a Key Generation Center (KGC) generates any users
private key using a master-key of KGC. Obviously a malicious KGC is able to
forge the signature of any signer. This is called ”key escrow” problem. It means
that all user must unconditionally trust the KGC. To solve key escrow problem,
many new crypto-systems were proposed, such as certificateless cryptography
(CLC)[20] and self-certified cryptography (SCC)[19]. In CLC, the CA generates
a partial secret key from the user’s identity using the master secret key, while
the user generates his own private and public key which are independent to the
partial secret key. In SCC, each user’s public key is derived from the signature of
the the user’s secret key with his identity, signed by the system authority using
the system’s secret key. The public key of each user need not be accompanied
with a separate certificate to be authenticated by verifier.

To improve the efficiency of executing cryptographic algorithm, several tech-
niques (e.g., pre-computation and off-line computation) have been adopted. Even
though these techniques can reduce the computational load, but the computa-
tional requirement of many cryptographic systems still remains too heavy for
many low-power devices. For example, pairing operator on elliptic curves is
an expensive computation. Due to its elegant properties, pairing is often been
widely employed as a building block to construct identity-based encryption and
ID-based short signatures. However, performing a pairing on an elliptic curve
requires much more computational cost than executing an exponentiation com-
putation. It remains a challenging task to reduce the computational cost in
pairing-based cryptography.

A simplest may is to appeal a server to help a user to execute complex
computation. In 1989, Quisquater and De Soete included the server-aided verifi-
cation signature[12] for speeding up RSA verification with a small exponent. In a
server-aided-verification signature scheme SAV-Σ, The verification of signatures
can be executed by the server-aided verification protocol with the server, where
the verifier executes less computation than the original verification algorithm.
In 1995, Lim and Lee extended this idea into discrete-logarithmbased schemes
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[11], to speed up the verification of discrete-logarithm-based identity proofs and
signatures. In 2005,Girault and Lefrance [7] proposed a more generalized model
of server-aided verification without the assumption in [11]. A generic server-
aided verification protocol for digital signatures from bilinear maps was also
proposed [7]. Their protocol can be applied to signature schemes with similar
constructions, such as the ZSS signature scheme [19]. Recently, Wu et al gave two
server-aided verification signature schemes [16] based BLS signature scheme[4]
and Waters signature[14].

To the best of my knowledge, there doesn’t exist ID-based server-aided veri-
fication signature scheme. To fill the gap, we proposed an ID-based server-aided
verification signature scheme avoid key escrow. We first give the formally defi-
nition of ID-based server-aided verification signature scheme avoid key escrow,
then give the corresponding security model. Finally, we construct a new schemes
in our security models and show that the scheme is secure in the random oracle
model. To overcome key escrow problem of IDC, the user randomly produces
a number Y and takes ID||Y as identity of the user to submit to PKG. Then
PKG is based on ID||Y to produce a secret key of the user. The differences
between CLC and our IDC have two folds: (1) the user can randomly change his
public/private key in CLC, while Y is fixed and not be changed in our scheme;
(2) In security model of CLC, the user can replace his public key, while security
model in our scheme doesn’t include ”replace oracle of public key”.

2 Preliminaries

In this section, we briefly review the basic definition and properties of the bilinear
pairings.

Let G1 be a cyclic additive group generated by the generator P , whose order
is a prime q, and G2 be a cyclic multiplicative group of the same prime order q.
We assume that the discrete logarithm problem (DLP) in both G1 and G2 are
hard. An admissible pairing e : G1 × G1 −→ G2, which satisfies the following
three properties:

– Bilinear: If P, Q ∈ G1 and a, b ∈ Z∗q , then e(aP, bQ) = e(P, Q)ab;
– Non-degenerate: There exists a P ∈ G1 such that e(P, P ) 6= 1;
– Computable: If P, Q ∈ G1, one can compute e(P, Q) ∈ G2 in polynomial

time.

We note the modified Weil and Tate pairings associated with supersingular
elliptic curves are examples of such admissible pairings. The security of the
ID-based signcryption scheme discussed in this paper is based on the following
security assumption.

Definition 1. Given two group G1 and G2 of the same prime order q, a bilinear
map e : G1×G1 −→ G2 and a generator P of G1, the Decisional Bilinear Diffie-
Hellman problem (DBDHP) in (G1,G2, e) is to decide whether h = e(P, P )abc
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given (P, aP, bP, cP ) and an element h ∈ G2 . We define the advantage of a
distinguisher against the DBDHP as follows:

AdvD = | Pa,b,c∈RZq,h∈R∈RG2 [1 ← D(aP, bP, cP, h)]

−Pa,b,c∈RZq [1 ← D(aP, bP, cP, e(P, P )abc)] |

Definition 2 (Computational Diffie-Hellman (CDH) Assumption). .
Let G be a CDH parameter generator. We say an algorithm A has advantage
ε(k) in solving the CDH problem for G if for a sufficiently large k,

AdvG,A(t) = Pr[A(q,G1, xP, yP ) = xyP | (q,G1) ← Gk, P ← G1, x, y ← Zq]

We say that G satisfies the CDH assumption if for any randomized polynomial
time in t algorithm A we have the AdvG,A(t) is negligible function.

Definition 3. Bilinear Diffie-Hellman Problem (BDH). Given (P, aP, bP, cP )
for some a, b, c ∈ Zq , compute e(P, P )abc ∈ G2. An algorithm A has advantage
ε in solving BDH problem on (G1,G2) if

Pr[A(P, aP, bP, cP ) = e(P, P )abc : a, b, c ∈ Zq] ≥ ε

3 Formal Definition and Security Model of ID-based SAV
Signature Avoid Key Escrow

In this section, we provide the definitions of an ID-based signature avoid key
escrow and an ID-based server-aided verification signature avoid key escrow.

3.1 Sysntax of an ID-based Signature Avoid Key Escrow Σ

For a ID-based signature scheme avoid key escrow, it consists of the following
five algorithms <System Setup, Private Key Generation,Key Extract,
Sign, Verify>. The detail description is done as follows:

– System Setup: this algorithm, executed by the PKG, that takes a (random)
parameter k as input and generates from it params (system parameters) and
master-key s. Params is publicly known, while master-key is only known to
the PKG.

– Key Pair Generation: An algorithm that takes as input params, a secu-
rity parameter k and a random number x ∈ Zq, a user outputs (x, Y = xP )

– Key Extract:An algorithm, executed by the PKG, that takes as input
params, master-key and an arbitrary ID ∈ {0, 1}∗, provided by a user, and
returns a private key d, Note ID is an arbitrary string that is used as a
public key and d is the corresponding private key.

– Sign: An algorithm that takes as input params, d, x and a message m, and
returns a signature Sig defined as follows: Sig = ID−SIGN(params, d;m).
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– Verify: An algorithm that takes as input a message m , its signature Sig, the
system parameters params , a public key Y and the user’s identity ID and
performs valid = ID− V ERIFY (Sig; ID;Y ; params;m). Valid is a binary
value that is set to 0 if the signature is invalid and to 1 if the signature is
valid.

An ID-based server-aided verification signature scheme avoid key escrow
SAV −Σ is composed of seven algorithms: System Setup, Private Key Gen-
eration,Key Extract, Sign, Verify, SAV-Setup and SAV-Verify. The first
five algorithms are the same as the above signature scheme. the rest algorithms
are described as follows:

1. SAV-Setup. This algorithm takes as input the system parameters param
and returns bit string V String, which contains the information that can be
pre-computed by the verifier. Note that V String may be the same as param
if no pr-ecomputation is done.

2. SAV-Verify. This protocol is executed interactively between the server and
the verifier. The verifier only has a limited computational capability and
cannot fulfill the verification operations alone. Given the message/signature
pair (m,β), the public key Y , ID and V String, the verifier checks the valid-
ity of signature with the help of a powerful server by running the SAV-Verify
protocol. Even the server is untrustworthy, if SAV-Verify returns Valid, then
β is valid. Otherwise, β is Invalid.

3.2 Compuation-Saving in an ID-based SAV-ID − Σ

The main goal in a SAV-signature scheme is to save the computation of a veri-
fier. Thus, computation-saving is probably is the most important property that
can distinguish a server-aided verification signature scheme SAV − Σ from an
ordinary signature scheme Σ. This property enables the verifier in SAV −Σ to
check the validity of a signatures in a more computationally efficient way than
that in Σ. This property is formally defined as follow

Definition 4. (Computation-Saving). Let ϕ−ID−V erify and ϕ−ID−SA−
V erify denote the verifier’s computational cost of verifier in an original ID-based
signature scheme and in an ID-based SAV-signature scheme, respectively. An
ID-based server-aided verification signature scheme ID−SAV −Σ is said to be
Computation-Saving if ϕ−ID−SA−V erify is strictly less than ϕ−ID−V erify,
i.e., ϕ− ID − SA− V erify < ϕ− ID − V erify.

3.3 Existentially unforgeability of SAV-ID-Σ

Unforgeability is a primitive property in a digital signature scheme. In the fol-
lowing security model, we follows the assumption in [7]. Namely, the server does
not have the valid signature of the message when it tries to use SA-Verify to
convince the verifier that an invalid signature of that message is valid.
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Existential unforgeability of an ID-SAV-signature requires that the adversary
should not be (computationally) capable of producing a new message-signature
pair which can be proved as Valid by ID-SA-Verify after make a series of queries,
even if the adversary acts as Server. A formal game-based definition is described
as follows.

– System Setup: The challenger C runs the algorithms System Setup
and ID-SA-Verifier-Setup to obtain system parameter param and ID −
V String. The adversary A is given param and the public key Ppub of PKG.

– Queries: The adversary A can make the following queries:
Key Extraction Queries. Proceeding adaptively, when the adversary A
can request secret key of the user with identity ID and public key Y , the
challenger C returns Di = KeyExtract(ID, Y, s) as the user’s secret key.
Signature Queries. Proceeding adaptively, the adversary A can request
signatures of at most qnk messages. For each signature query (mj , IDi, YIDi

) ∈
{(m1, IDi, YIDi

), · · · , (mn, IDk, YIDk
)}, the challenger C returns

δi = Sign(param, (mj , IDi, YIDi
), xi, Di)

as the response.
Server-Aided Verification Queries. Proceeding adaptively, the adver-
sary A can make at most qv server-aided verification queries. For each query
(m, δ) under the user’s identity ID and public key Y , the challenger C re-
sponds by executing ID-SA-Verify with the adversary A, where the adversary
A acts as Server and the challenger C acts as Verifier. At the end of each ex-
ecution, the challenger returns the output of ID-SA-Verify to the adversary
A.

– Eventually, the adversary A outputs a message-signature pair (m∗, δ∗) under
the user with identity ID∗ and public key Y ∗ and wins the game if:

1. (m∗, ID∗, Y ∗) has never been queried for signature query, note that m∗

can been queried for signature queries, and Y ∗ can be an arbitrary public
key which is chosen by the adversary A. Thus, our security model is very
strong.

2. ID∗ has never been queried for key extraction query.
3. ID-SA-verifiy(A(param,ID∗,Y ∗), C(m∗,δ∗,V String)) = valid.

We define ID-SAV-Σ-AdvA to be the probability that the adversary A wins
in the above game, taken over the coin tosses made by A and the challenger c.

Definition 5. An adversary A is said to (t, qk, qs, qv, ε)-break an ID-SAV-Σ if
A runs in time at most t, makes at most qk key extraction queriy, qnk signa-
ture queries and qv server-aided verification queries, and ID-SAV-Σ-Adv A is at
least ε. A ID-SAV-Σ is (t, qk, qnk, qv, ε)-existentially unforgeable under adaptive
chosen message attacks if there exists no forger that (t, qk, qs, qv, ε)-breaks it.
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4 Our ID-SAV Signature Scheme

In this section, we give a short server-aided ID-based signature scheme which
omits key escrow problem in ID-based cryptography. The details of our scheme
are described as follows:

Setup: given k, select two bilinear map groups (G1,G2) of prime order q > 2k,
let e : G1 × G1 → G2 be a bilinear map and P ∈R G1 be a generator of group
G1. Define three hash functions H0 : {0, 1}∗ → G1, H1 : G1 × {0, 1}∗ → Zq and
H2 : G1 × {0, 1}∗ → Zq. H3 : {0, 1} × G2 → Zq is an one-way cryptographical
function. Randomly choose s ∈ Zq as master key of PKG and compute the
corresponding public key Ppub = sP . Publish the system parameters

Param = (G1,G2, q, e, P, H1,H2,H0,H3, Ppub)

PKG secretly keeps s as his master key.
Key Extraction: When a user registers his identity ID to PKG, it executes
the following steps:

1. First, the user chooses a random number xID ∈ Zq as his partial secret key
and compute YID = xIDP .

2. Then, the user sends his identity ID and YID to the PKG.
3. The PKG computes

DID0 = sH0(ID||YID||0), DID1 = sH0(ID||YID||1)

and sends them to the user via a secure channel.
4. The user accepts private key pair (DID0 , DID1 , xID) if and only if

e(H0(ID||R||0), Ppub) = e(DID0 , P )

and
e(H0(ID||R||1), Ppub) = e(DID1 , P )

Signing: Let m be a signed message, to produce a signature, the user with
identity ID executes the following steps:

1. compute T = H1(m,Ppub, YID), h = H2(m||YID||ID||0), h′ = H2(m||YID||ID||1)
and k = H3(m, e(Q1, Ppub)||e(Q0, Ppub)), where Q0 = H0(ID||YID||0) and
Q1 = H0(ID||YID||1).

2. compute δ = xIDkT + hDID0 + h′DID1 .
3. return β = (δ,m, YID) as a message-signature.

Verifying phase: Upon receiving a signature β, the verifier does as follows:

1. Firstly, the verifier computes Q0 = H0(ID||YID||0) and Q1 = H0(ID||YID||1).
2. then, compute T = H1(m,Ppub, YID).
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3. We accept this signature if and only if the following equation holds

e(δ, P ) = e(T, YID)ke(hQ0 + h′Q1, Ppub) (1)

where k = H3(m, e(Q1, Ppub)||e(Q0, Ppub)),h = H2(m||YID||ID||0) and h′ =
H2(m||YID||ID||1).

If so, output valid; if not, output invalid. Note that the size of the signature β
is only 160bit.
SA-Verifying setup phase: Given the system parameters Params, the verifier
randomly choose r ∈ Zq to compute K1 = rP . Then the VString is (r,K1).
SA-Verifying phase: The verifier and the server interact with each other using
the following protocol:

– The verifier sends (K1, δ) to the server.
– The server computes K3 = e(K1, δ), K4 = e(H0(ID||YID||0), Ppub) and

K5 = e(H0(ID||YID||1), Ppub), and sends (K3,K4,K5) to the verifier.
– Then, the verifier computes K2 = e(T, YID), where T = H1(m,Ppub, YID) is

also computed by the verifier.
– Finally, the verifier checks whether

K3 = (KH3(m,K4,K5)
2 Kh

4 Kh′
5 )r

where h = H2(m||YID||0) and h′ = H2(m||YID||1).

By the above verification, we can know the verifier only needs execute a pair
to achieve the verification the signature. For the better improving efficiency of
the verifier, we can adopt the following protocol.
the Second SA-Verifying phase: The verifier and the server interact with
each other using the following protocol:

– The verifier randomly chooses t ∈ Zq to compute δ′ = δt and send (K1, δ
′, YID)

to the server.
– The server computes K ′

3 = e(K1, δ
′), K4 = e(H0(ID||YID||0), Ppub) , K5 =

e(H0(ID||YID||1), Ppub) and K2 = e(T, YID) where T = H1(m,Ppub, YID),
then sends (K2,K

′
3,K4,K5) to the verifier.

– Finally, the verifier checks whether

(K ′
3)

t−1
= (KH3(m,K4,K5)

2 Kh
4 Kh′

5 )r or K ′
3 = (KH3(m,K4,K5)

2 Kh
4 Kh′

5 )rt

where h = H2(m||YID||0) and h′ = H2(m||YID||1).

Computation-Saving. From the Table 1, the verifier in our ID-SAV-scheme1
described above needs to compute one pairing, three exponentiation on G2, and
one map-to-point hash. However, the verifier in our ID-SAV-scheme2 described
above only needs to compute three exponentiation on G2 and one map-to-point
hash. No pairing operator is required in the second scheme. It is obvious that
our two schemes satisfy Σ − SA− verify < Σ

In the following security analysis, we only analyze the security of the first
scheme. The similar security analysis can be obtained in the second scheme.
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Table 1. Comparison

Verification Pairing Exponentiation on G2 Map to point

Our Scheme 3 3 3
Our SAV-Scheme1 1 3 1
Our SAV-Scheme2 0 3 1

5 Security Analysis

Theorem 1. (Unforgeability) The SAV-scheme above is (t, qs, qv, ε)− existen-
tially unforgeable against chosen message attack if the (t + cε)-BDH assumption
holds on (G1,G2).

Proof. In the following, we show that if there exists a (t, qs, qv)−adversary A
that breaks our scheme with probability ε, then there exists another algorithm
B which can a random instance of the bilinear DiffieCHellman problem in time
t′ with success probability ε(qs + 1) .

In the whole game, we regard the hash function H0,H1 as the random oracle.
And the adversary A can adaptively make H0,H1 queries, Signature queries
and Server-Aided verification queries.

Let G1,G2 be bilinear group of prime order q. Algorithm B is given (P, aP, bP,
cP ) ∈ G which is a random instance of the BDH problem. Its goal is to compute
e(P, P )abc. In the following, algorithm B will simulate the challenger and interact
with the adversary A to execute the game.
Setup. B sets the public key Ppub = aP of PKG and K1 = cP , where aP, cP are
the inputs of the BDH problem, return (G1,G2, P, q, Ppub, e) to the adversary
A. Let j ∈ {1, qH0} be a challenge the user’s identity.
H0 Queries. When the adversary A makes the query with (IDi, YIDi), to
respond this query, if i 6= j, then B randomly chooses t0, t1 ∈ Zq to set
H0(IDi, YIDi

, 0) = ti0P = hi0,H0(IDi, YIDi
, 1) = ti1P = hi1. Otherwise, B ran-

domly chooses t1, t0 ∈ Zq to set H0(IDi, YIDi
, 0) = t0bP = hi0,H0(IDi, YIDi

, 1) =
−t1bP = hi1. And add (IDi, YIDi

, hi0, hi1, ti0, ti1) in the H0−list.
H1 Queries. When the adversaryAmakes the query with (IDi, YIDi ,mj), to re-
spond this query, then B randomly chooses αij ∈ Zq to set H1(mj , Ppub, YIDi

) =
αijP = Tij , and adds (m,Ppub, YIDi

, αij , Tij) in the H1−list.
Key Extraction. When the adversary A makes a key extraction query with
(IDi, YIDi

), B responses as follows:

1. If i 6= j, then B finds (IDi, YIDi , hi0, hi1, ti0, ti1) in the H0−list, then return
Di0 = ti0aP, Di1 = ti1aP

2. Otherwise, B outputs fail and aborts it.

Signing Queries. When an adversary A makes a signing query with (mj , IDi, YIDi
),

B responses as below
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1. First, B checks whether (IDi, YIDi
) exists in the H0− list. If it exists, then

B returns (IDi, YIDi
, hi0, hi1, ti0, ti1) from the H0−list. Otherwise, B makes

a H0 query with (IDi, YIDi) .
2. Then B checks whether (IDi, YIDi

) exists in the H1− list. If it exists, then
B returns (mj , Ppub, YIDi

, αij , Tij) from the H1−list. Otherwise, B makes a
H0 query with (mj , YIDi).

3. Next, B computes the signature βij = αijkYIDi
+ (h0ti0 + h1ti1)Ppub, and

adds (mj , YIDi , βij) to the S− list, where h = H2(mj ||YIDi ||IDi||0), h′ =
H2(mj ||YIDi ||IDi||1) and k = H3(mj ||e(Q1, Ppub)||e(Q0, Ppub))

4. Finally, send (mj , YIDi
, βij) to A.

Server-Aided Verification Queries. At any time the adversary A can make a
server-aided verification query with (mj , βij , IDi, YIDi

), B responses as follows:

1. If (mj , IDi, YIDi
) has never appeared as one of signature query before this

query, then B will execute a server-aided verification with the adversary A
to output invalid at the end of the protocol.

2. Otherwise, A has even make a signature query with (mj , IDi, YIDi
) and

the corresponding response is (mj , β
′
ij) for B. In this case, B will execute

an interactive protocol with A. Firstly, B sends (βij ,K1) to the adversary
A. Then A responds with (K3,K4,K5) to B. Finally, B outputs valid if
K3 = e(β′ij ,K1) , K4 = e(H0(IDi||YIDi

||0)) and K5 = e(H0(IDi||YIDi
||1))

hold.

Output. Eventually, A outputs a message-signature pair (m∗, β∗) under the
user’s public key (ID∗, YID∗) with non-negligent probability ε. And the adver-
sary A wins the game if it satisfies the following restriction conditions

1. (m∗, ID∗, YID∗) has never been queried during signature queries.
2. ID∗ = IDj .
3. the adversary A convinces B that (m∗, β∗) is valid by SA-verify.

Because (m∗, β∗) is valid by SA-verify, we have the following relation

K∗
3 = (K∗

2
H3(m

∗||K∗
4 ||K∗

5 )K∗
4

hK∗
5

h′)c

= (K∗
2

H3(m
∗||K∗

4 ||K∗
5 )e(H0(ID∗||Y ∗

ID||0), Ppub)
h
e(H0(ID∗||Y ∗

ID||1), Ppub)
h′)c

= (K∗
2

H3(m
∗||K∗

4 ||K∗
5 )e(t0bP, Ppub)

h
e(−t1P, Ppub)

h′)c

= (K∗
2

H3(m
∗||K∗

4 ||K∗
5 )e(t0bP, aP )h

e(−t1bP, aP )h′)c

= (K∗
2

H3(m
∗||K∗

4 ||K∗
5 )e(bP, aP )t0h−t1h′)c

= (e(T ∗, YID∗)H3(m
∗||K∗

4 ||K∗
5 )e(bP, aP )t0h−t1h′)c

= (e(α∗P, YID∗)H3(m
∗,K∗

4 ,K∗
5 )e(bP, aP )t0h−t1h′)c

where h = H2(m∗||YID∗ ||0) and h′ = H2(m∗||YID∗ ||1).
Thus, we can obtain

e(aP, bP )c = (
K∗

3

e(cP, YID∗)α∗H3(m∗||K∗
4 ||K∗

5
)

1
t0h−t1h′
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It means that the adversary A can solve the bilinear Diffie-Hellman problem
with non-negligible probability .

¤

According to the above security proof, we know that the adversary can ran-
domly choose public key Y of the challenged user with the identity ID∗. It means
that the signer may be malicious. It may attempt to produce a forgery without
the secret key which is produced by PKG. In the other words, the above security
model only captures the attack of the malicious signer. For an ID-base cryptog-
raphy, PKG takes charge to issue the secret key of the user. It may result in the
PKG to attempt to forge a signature in the real life. Thus, we must consider the
PKG’s attack.

In the following, we give the security model for the PKG’s attack. The model
is defined as follows:

– System Setup: The challenger C runs the algorithms System Setup
and ID-SA-Verifier-Setup to obtain system parameter param and ID-
VString. Let Y ∗ be challenged user’s public key. The PKG randomly chooses
s ∈ Zq as master secret key and computes Ppub = sP . Finally, the adver-
sary A is given params, the public-private key pair (Ppub, s) of PKG and
the user’s public key Y ∗.

– Queries: The adversary A can adaptively make Signature Queries and
Server-Aided Verification Queries.

– Eventually, the adversary A outputs a message-signature pair (m∗, δ∗) under
the public key Y ∗ and wins the game if:
1. (m∗, ∗, Y ∗) has never been queried for signature query
2. ID-SA-verify(A(param,ID∗,YID∗ ), C(m∗,δ∗,V String,x)) = valid.

We define ID-SAV-Σ-AdvA to be the probability that the adversary A wins
in the above game, taken over the coin tosses made by A and the challenger c.

Theorem 2. Assume that there exists the dishonest PKG A making qhi
queries

to random oracles Hi (i=0,1,2), qs queries to the signature oracle and qv queries
to server-aided verification oracle. If the PKG A can produce a signature forgery
with non-negligible probability ε. Then, there exists an algorithm B is able to
solve the Bilinear Deffie-Hellman problem.

Proof. Suppose that the dishonest PKG is an adversary A which is able to
break our ID-based SAV signature scheme. Given a BDH instance (P, aP, bP, cP )
(a, b, c ∈R Zq,), we will construct an algorithm B to compute the BDH solution
e(aP, bP )c in G2 by using the adversary A as subroutine. To do so, algorithm B
performs the following simulation by interacting with the adversary A.

Setup: The algorithm B randomly chooses s ∈ Zq to compute Ppub = sP
and sets VString K1 = cP . Then B sets Y ∗ = bP as the challenged public
key. Finally, B sends (s, Ppub,K1, Y

∗) and system parameters params to the
adversary A.
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H0 Queries. When the adversary A makes the query with (IDi, YIDi
), to re-

spond this query, then B randomly chooses t0, t1 ∈ Zq to set H0(IDi, YIDi
, 0) =

ti0P = hi0,H0(IDi, YIDi , 1) = ti1P = hi1. And add (IDi, YIDi , hi0, hi1, ti0, ti1)
in the H0−list.
H1-Queries. When the adversary A makes the query with (IDi, YIDi

,mj), to
respond this query, then B randomly chooses coini ∈ {0, 1} such that Pr[coini =
1] = 1

qs+1 .

1. if coini = 0, then B randomly chooses αij ∈ Zq to set H1(mj , Ppub, YIDi) =
αijP = Tij .

2. if coini = 1, then B randomly chooses αij ∈ Zq to set H1(mj , Ppub, YIDi
) =

αijaP = Tij .

Finally, add (coini,mj , Ppub, YIDi
, αij , Tij) in the H1−list and returns Tij .

Signing Queries. When an adversary A makes a signing query with (mj , IDi, YIDi
),

B responses as below

1. First, B checks whether (IDi, YIDi
,mj) exists in the H1− list. If it exists

and the corresponding coini = 0, then B computes βi = kαijYIDi +s(hQ0 +
h′Q1), where k = H3(mj ||e(Q0, Ppub)||e(Q1, Ppub)), h = H2(mj ||YIDi ||ID||0)
and h′ = H2(mj ||YIDi

||ID||1). If it exists and the corresponding coini = 1,
the B aborts it.

2. Otherwise, B makes a H1 query with (IDi, YIDi ,mj), and make the simu-
lating steps according to the coin value.

3. Finally, send (mj , YIDi , βij) to A.

Server-Aided Verification Queries. At any time the adversary A can make a
server-aided verification query with (mj , βij , IDi, YIDi

), B responses as follows:

1. If (mj , IDi, YIDi) has never appeared as one of signature query before this
query, then B will execute a server-aided verification with the adversary A
to output invalid at the end of the protocol.

2. Otherwise, A has even make a signature query with (mj , IDi, YIDi) and
the corresponding response is (mj , β

′
ij) for B. In this case, B will execute

an interactive protocol with A. Firstly, B sends (βij ,K1) to the adversary
A. Then A responds with (K3,K4,K5) to B. Finally, B outputs valid if
K3 = e(β′ij ,K1) , K4 = e(H0(IDi||YIDi

||0)) and K5 = e(H0(IDi||YIDi
||1))

hold.

Output. Eventually, A outputs a forgery signature β∗ = (δ∗,m∗) on a mes-
sage m∗ under the user with identity ID∗ and public key Y ∗. If the following
constraint conditions hold,then B wins the game.

1. For the query of (m∗, Y ∗, Ppub) in the H1−list, the corresponding coin∗ = 1
holds .

2. (m∗, ∗, Y ∗) has never been queried by signature queries.
3. ID-SA-Verify(m∗, Y ∗, β∗, ID∗, Ppub) =valid
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Then the signature β∗ = (δ∗,m∗) should satisfy

K3 = (KH3(m
∗)

2 Kh
4 Kh′

5 )c

= (e(T ∗, Y ∗)H3(m
∗)e(H0(ID∗||Y ∗||0), Ppub)he(H0(ID∗||Y ∗||1), Ppub)h′)c

= (e(α∗aP, bP )H3(m
∗||K4||K5)e(H0(ID∗||Y ∗||0), Ppub)he(H0(ID∗||Y ∗||1), Ppub)h′)c

= (e(α∗aP, bP )H3(m
∗||K4||K5)e(sH0(ID∗||Y ∗||0), P )he(sH0(ID∗||Y ∗||1), P )h′)c

= (e(α∗aP, bP )H3(m
∗||K4||K5)e(shH0(ID∗||Y ∗||0) + sh′H0(ID∗||Y ∗||1), P ))c

= (e(α∗aP, bP )cH3(m
∗||K4||K5)e(shH0(ID∗||Y ∗||0) + sh′H0(ID∗||Y ∗||1),K1)

where h = H2(m∗||Y ∗||ID∗||0) and h′ = H2(m∗||Y ∗||ID∗||1)
Thus, we can obtain

e(aP, bP )c = (
K3

e(hH0(ID∗||Y ∗||0) + h′H0(ID∗||Y ∗||1), sK1)
)(α

∗H3(m
∗||K4||K5))

−1

It means that the algorithm B can solve the Bilinear Diffie-Hellman problem in
a non-negligible probability.

5.1 Efficiency Analysis

In the following ,we will give the corresponding efficiency analysis in terms of
the length of signature and the verification computational cost. We show that
our two schemes are very efficient by comparison with the efficient SAV-BLS [16]
in the following table 2. Even though our scheme is more three exponentiations
than SAV-BLS[16], but our scheme is an ID-based signature scheme and omits
key escrow problem of ID-based cryptography.

Table 2. Comparison

Scheme length Pairing Exponentiation on G2 Map to point ID

SAV-BLS[16] 160bits 1 1 1 No
Our SAV-1 160bits 1 3 1 Yes
Our SAV-2 160bits 0 3 1 Yes

6 Conclusion

ID-based cryptography exists an inherent problem: key escrow. To overcome the
problem, we give an ID-based Server-aided signature scheme avoid key escrow.
After we formally defined the existential unforgeability security model of ID-
based server-aided verification signature, a detail instance is given. And in the
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above security model, we show that our schemes are secure in the random oracle
model. The important advantage is effective in our scheme. To the best of my
knowledge, it is the first ID-based server-aided signature scheme. By comparison
with SAV-BLS [16], we show that our schemes are the same signature length
160bits and have the approximative computational cost.

References

1. J.Baek, R.Steinfeld, and Y.Zheng, Formal proofs for the security of signcryption,
Public Key Cryptography-PKC’02, LNCS 2274, pp 80-98, Springer-Verlag, 2002.

2. P.S.Barreto, B.Libert, N.McCullagh and J.Quisquater. Efficient and provably-secure
identity-based signatures and signcrypion from bilinear maps. ASIACRYPT 2005,
LNCS 3788, pp 515-532, Springer-Verlag, 2005.

3. Mihir Bellare and Gregcry Neven, Identity-based Multi-signatures from RSA, CT-
RSA 2007, LNCS 4377, pp 145-182, Springer-verlag, 2007.

4. D.Boneh, G. Lynn, H. Shacham, Short Signature from The Weil Pairing. ASI-
ACRYPT 2001, in: Lecture Notes in Computer Science, vol. 2248, Springer- Verlag,
2001, pp. 514-532.

5. X.Boyen, Multipurpose identity-based signcryption: A Swiss ary knife for identity-
based cryptology, Advances in Cryptology-Crypto’03, LNCS 2729, pp 383-399,
Springer-verlag, 2003

6. R. Cramer, V. Shoup, A practical public key cryptosystem provably secure against
adaptive chosen ciphertext attack, in: Crypto 1998, LNCS 1462, Springer-Verlag,
1998, pp. 13-25.

7. M. Girault, D. Lefranc, Server-aided verification: theory and practice, ASI-
ACRYPT2005, LNCS 3788, Springer- Verlag, 2005, pp. 605-623.

8. S. Goldwasser, S. Micali, R. Rivest, A digital signature scheme secure against adap-
tive chosen-message attacks, SIAM Journal of Computing 17 (2) (1988) pp. 281-308.
Springer-Verlag. Berlin, Heidelberg, New York.

9. S. Kawamura, A. Shimbo, Fast server-aided secret computation protocols for mod-
ular exponentiation, IEEE Journal on Selected Areas Communications v0l.11(5)
(1993) pp.778-784.

10. B.Libert and J.Quisquater. A new identity based signcryption schemes from pair-
ings. In 2003 IEEE information therory workshop, pp 155-158, 2003.

11. C.H. Lim, P.J. Lee, Security and performance of server-aided RSA computation
protocols, in: Advances in Cryptology CRYPTO95, in: Lecture Notes in Computer
Science, vol. 963, Springer-Verlag, 1995, pp. 70-83.

12. J-J. Quisquater, M. De Soete, Speeding up smart card RSA computation with
insecure coprocessors, in: Proceedings of Smart Cards 2000, 1989, pp. 191-197.

13. A. Shamir, Identity-based cryptosystems and signature schemes, Proc.
CRYPTO1984, LNCS, vol.196, pp.47C53, 1984.

14. B. Waters, Efficient identity-based encryption without random oracles, in: In EU-
ROCRYPT 2005, in: Lecture Notes in Computer Science, vol. 3494, Springer-Verlag,
2005, pp. 114-127.

15. Z. Wang, L. Wang, Y. Yang, Z. Hu, Comment on Wu et al.’s server-aided ver-
ification signature schemes, International Journal of Network Security, vol.10(2)
(2010),pp. 158-160.

16. W.Wu, et al, Provably secure server-aided verification signatures, Computers and
Mathematics with Applications, (2011),doi:10.1016/j.camwa.2011.01.036



Title Suppressed Due to Excessive Length 15

17. F. Zhang, R. Safavi-Naini, W. Susilo, An efficient signature scheme from bilinear
pairing and its applications, in: PKC 2004, in: Lecture Notes in Computer Science,
vol. 2947, Springer-Verlag, 2004, pp. 277-290.

18. M. Zhang, B. Yang, S. Zhu, and W. Zhang, Assertions signcryption scheme in
decentralized autonomous trust environments, in ATC 2008, LNCS 5060, Springer-
Verlag, 2008, pp. 516-526.

19. M.Girault, Self-certified public keys, in: Advances in Cryptology-
Eurocrypt91,Springer, Berlin, 1991, pp 491-497.

20. Sattanm S. Al-riyami, Kenneth G.Paterson, Aoyal Hollway, Certificateless public
key cryptography, pp 452-473, springer-verlag, 2003.


