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Tracing malicious packets back to their source is important to defend the Internet 

against Denial of Service (DoS) intrusion. IP traceback is just the technique to realize the 
goal, it reconstructs IP packets traversed path in the Internet to determine their origins. 
There are two major kinds of IP traceback techniques, which have been proposed as 
packet marking and packet logging. In packet marking, it incurs little overhead, but 
requires a large number of packets to get the complete path. In packet logging, it requires 
plenty of storage space to record packet digests information, but has the capability to 
trace even a single packet. Therefore, it is a new idea to draw on both advantages to get 
the intrusion source. HIT (Hybrid IP Traceback) is a representative hybrid IP traceback 
approach, but it has some vulnerabilities. It may return incorrect path in the traceback 
process, and its storage overhead remains high. In this paper, we propose a precise IP 
traceback approach with low storage overhead, which improves accuracy and practicality 
greatly. In the end, the feasibility and effectiveness are evaluated by mathematical 
analysis and simulations. 
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1. INTRODUCTION 
 

In current cyber intrusion, Denial of Service and some subsequent forms become 
one of the most threatening types. It was reported that (D)DoS traffic in the Internet 
increase a number of times in eight years from a few hundreds of Mega-bytes in 2002 to 
100 Giga-bytes in 2010, in 2010 Worldwide Infrastructure Security Report [1], from 
Arbor Networks. Several famous Internet corporations, including Yahoo, Amazon and 
CNN were brought down for hours [2]. In order to defend Internet against DoS intrusion, 
an effective way is to find the source and eliminate the attack taking place. Unfortunately, 
because of the anonymous access and non-state characteristics of Internet, there is no 
record about the transmission path of packets. Therefore, we cannot get the packet source 
straightforward from the source address of the packet reliably. 

IP traceback is just to resolve this problem, and many excellent approaches are 
proposed, such as Input Debugging [3], ICMP traceback [4], packet marking [5], packet 
logging [6] and entropy variations [7]. Each approach has its advantages to some certain 
conditions or some certain DoS forms. The most important techniques are: packet 
marking and packet logging. The main idea of packet marking is that routers write their 
ID information into some fields of IP header. When the victim host gets sufficient 
packets, it can reconstruct the full path. The most representative method is known as 
PPM (Probabilistic Packet marking) [8-12]. The main idea behind packet logging is that 



A PRECISE AND PRACTICAL IP TRACEBACK TECHNIQUE BASED ON PACKET MARKING AND LOGGING 

 

2

 

routers record the state information of their forwarding packets locally. When the victim 
node suffers from intrusion, it can query the log-tables recorded in the routers and makes 
matching with the attack packet. In the recursive process, we can obtain the complete 
path in the end. The most representative method is SPIE (Source Path Isolation Engine) 
[13-14]. The two types have their own features: PPM incurs little overhead when routers 
mark packets in a low marking rate, but the victim needs a large number of packets to 
reconstruct the path to the source. It is more suitable for flooding DoS traceback, and 
does not have the capability to trace a single packet. While SPIE extracts the digests of 
packets and stores them in a space-efficient data structures known as bloom filter [15], 
which decreases the storage overhead and makes the packet logging scheme practical. It 
can trace small packets flows, even a single packet. However, it is still a challenging task 
for its practicality due to its remaining high storage overhead. 

Therefore, it is attractive to propose an effective IP traceback mechanism with the 
combination of the two traceback techniques, which is called a hybrid IP Traceback 
scheme. At present, HIT (Hybrid Internet Traceback) [16] proposed by Gong Chao is the 
most representative. HIT borrows the main idea of packet logging, and records packet 
digests in every other router. The marking routers do not record digests, but write their 
ID information into some certain fields of IP header. It is efficient to reduce the huge 
storage overhead of SPIE. However, there are some drawbacks of HIT. Firstly, it may 
return incorrect path even the false source; then it still has a great demand for storage, 
which would limits its practicality.  

In this paper, we present PPIT, a precise and practical IP traceback approach, based 
on both packet marking and packet logging. The main idea of our approach is to add 
some path authentication to the packet digest, which can eliminate the incorrect path; and 
make full use of the marking space in a more efficient mode, which can store more value 
to reduce storage overhead further. All of these efforts can make hybrid IP traceback 
technique more practical. We evaluate the feasibility and effectiveness of our mechanism 
by comparing it to HIT. 

The rest of this paper is organized as follows: Section 2 presents the background 
information and related work. Section 3 describes PPIT scheme in detail. Section 4 
evaluates the performance of our approach through mathematical analysis and simulation. 
Section 5 has a discussin on the issues of depolyment, security and implementation. 
Finally, section 6 summarizes the paper. 

2. BACKGROUND AND RELATED WORKS 

2.1 Background 
Denial of Service (DoS) is a threatening intrusion in the Internet now. According to 

the size of attack packet flow, it can be classified to two groups. One type is to consume 
the resource of the victim with a huge number of meaningless packets, which can be 
named as resource consuming DoS. It is the major type, and can make the victim 
resource exhaustive in a very short time. The other type is to make the victim cannot 
provide service with the vulnerability of the software or service running on the victim, 
which named software exploit DoS. The key feature of it is the smaller packet flows, 
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even a single packet. It has become an important part of DoS in recent years. What we 
should do is try our best to defend the serious cyber attack. 

Unfortunately, IP network is designed for freedom and resource share without much 
consideration of security issues, and anonymous access and non-state are two key 
characteristics. It means no guarantee for the authenticity of the source address, and no 
record about the transmission path of packets. In addition, attacker may insert an 
arbitrary address into the source address field of a packet, which is known as IP spoof, 
and IP spoof makes it more difficult to defend DoS intrusion. Therefore, it is an 
extraordinary challenge for us to trace back to the source of DoS.  

IP Traceback technique is studied to resolve the problem, and it can be defined that 
equipments in IP network record packets state information in the network with a certain 
mechanism, reconstruct the complete path and find the source reliably in the end. The 
goal of IP traceback is to find the attack path from the victim to the attacker. We consider 
a good IP traceback approach should have the following features:  

1. Precision. It is the most important feature, otherwise it is meaningless for us to 
conduct IP traceback. 

2. Low overhead. This feature makes the approach practical when commit IP 
traceback in the network. 

3. Ability to trace a single packet. This feature means the approach can trace not 
only the resource consuming DoS, but also the software exploits DoS. 

 
2.2 Packet logging scheme 

Sager [6] introduced an idea to record packet state information in a router log, so as 
to reconstruct the attack path and get the attack source. This method can trace not only 
the flooding attack with a large number of packets, but also the single packet attack. It 
was thought to be impractical for its huge storage requirement. In order to reduce the 
storage overhead of log-based technology, log information needs a space-efficient 
manner. SPIE is proposed with the packet logging idea, so it has the ability to trace a 
single packet. In SPIE, routers do not store the whole packet, but the digest with bloom 
filter, which is famous for its space-efficiency. In this way, the condition of storage 
requirement has been greatly improved (down to 0.5% of the total link capacity per unit 
time) [13]. 

 
2.3 Packet marking scheme 

Unlike packet logging scheme, in packet marking scheme, routers do not record 
packets digests, but write their ID information into IP header. When the victim gets 
sufficient packets, it can reconstruct the full attack path. Savage et al. [8] proposed the 
classic probabilistic packet marking (PPM) method. PPM makes use of the Identification 
field as the marking space and stores the link information. It divides the IP address into 
eight fragments, 4 bits for each. This IP address fragment and the same offset fragment 
of the next router compose the edge fragment with 8 bits. The offset flag needs 3 bits for 
eight fragments, and the last 5 bits are enough to show the hop number. It is reported that 
few packets exceed 25 hops in the forwarding network [8]. When a router decides to 
mark a packet, it chooses a random fragment of its IP address, and records the fragment 
offset with the distance field set to 0. The advantage of PPM is that it needs no storage 
overhead for each router. But the drawbacks are also apparent. Victim needs a large 
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number of packets to reconstruct the attack path, and PPM does not have the ability to 
trace a single packet. 

 
2.4 Motivations 

They are two representative IP traceback approaches shown above, and they have 
their own distinct characteristics. The hybrid IP traceback scheme should conduct 
traceback in a more reasonable way, which has the features of both types, and it is the 
goal to many researchers. HIT is a representative hybrid approach, which has a better 
performance for traceback. However, it has some serious vulnerable points. Firstly, it 
improves the storage overhead for packet logging, but neglects the accuracy of path 
reconstruction, which may lead to the failure of traceback. Then, it uses some fields of IP 
header for packet marking, but only in an inefficient way. In this paper, we will present a 
precise hybrid IP traceback approach with economical storage overhead. In this way, the 
hybrid IP traceback approach can be more practical and competent. 

3. PRECISE AND PRACTICAL IP TRACEBACK APPROACH 

3.1 Main Idea 
Packet logging scheme makes routers record the state information of packets, and it 

has the capability to trace a single packet. Therefore it can provide the straightforward 
evidence for traceback. It becomes practical when SPIE appeared, but it still needs great 
storage space. Packet marking approach makes routers write ID information into packet 
IP header, and reconstruct the complete path in the victim node. It does not increase 
storage burden on routers. Several researchers combine the features of the two 
approaches to propose hybrid IP traceback approaches [16-18]. The approaches are 
outstanding for their low storage overhead, and single packet traceback capability.  

In hybrid IP traceback, each traceback-enabled router will conduct logging or 
marking. However, hybrid IP traceback approaches should not be the simple combination 
of the two methods, and we must pay much attention to some key issues. Firstly, in 
normal condition, a marking router has no more than one neighboring logging router, 
which logged the attack packet. However, in some certain situations, packets will follow 
some special routes, and a marking router may have more neighboring logging routers. 
HIT may return false paths, which could lead to the failure of traceback. Secondly, in the 
marking process, marking routers insert ID into IP header without logging, which can 
reduce storage overhead. The marking space in IP header is limited, and full utilization of 
the space can hold more ID information, which can reduce the percentage of logging 
routers in all traceback routers. In this way, the IP traceback approach is more practical. 
  
3.2 Router Operation 

PPIT is based on IPv4. It is different for PPIT to implement under IPv6 from IPv4, 
which will involve adding an extension header in IPv6 packets. The IPv6 implementation 
of PPIT needs more research because IPv6 has built-in security mechanisms such as 
authentication headers to provide origin authentication. Therefore, we leave it as our 
future work. 
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PPIT is a hybrid IP traceback approach, has the capability to conduct marking, and 
stores the messages in IP header. This message can show the state information instead of 
logging in the router, which can reduce the storage overhead. Like packet marking 
approaches, PPIT make use of some fields in the IP header when conduct marking. The 
utilization of IP header for marking in PPIT is shown in Fig. 1. 

 
Fig. 1 The utilization of IP header for marking in PPIT 

Three fields in IP header are used for marking: they are Identification, Reserved flag 
and fragment offset. Similar to other PPM, PPIT reuses the Identification field, which is 
for IP fragmentation. Measurement studies show that less than 0.25% of packets are 
fragmented in the Internet [19]. Savage et al. [8] had some discussion about the backward 
compatibility issues of utilization of this field and confirmed its utilization. PPIT reuses 
Reserved Flag (RF) field for marking as suggested in [20]. The fragment offset field will 
become meaningless if the IP Identification filed is reused for other purposes. Therefore, 
some traceback approaches utilize this field [21-22], PPIT follows this way. Someone 
may argue that the value in the fragment offset field could cause some compatible 
problems. In order to avoid such issues in PPIT, the marking information will be 
removed before the packet arrives at the destination. 

In a certain area, IP address is too long to be taken in the IP header marking space 
and is unnecessary. In PPIT, each marking router is assigned a 14-bit ID number, which 
is to differentiate it to other neighboring routers. Muthuprasanna et al. [23] studied the 
unique ID number assignment problem for Internet routers and proposed an approach for 
internet coloring. They report that 14 bits are enough for a unique ID number assignment 
within a three-hop neighborhood and 12 bits for two-hop neighborhood, based on the 
analysis of several Internet topology data sets. Furthermore, the same ID number can be 
assigned to routers more than one in different three-hop neighborhood, if these 
neighborhoods do not have a common router. Therefore, we can use such short ID 
information to replace IP address. PPIT makes use of the Identification field to store 
routers ID in 14 bits, which is called router ID field. The ID is generated for each 
traceback-enabled router, which is set by the network administrators. PPIT makes an 
efficient utilization of IP header, which stores more information. 

In order to trace a single packet, PPIT records packet state information in local 
routers after two marking times. It computes packet digests in the similar way as HIT. A 
router uses some fields of IP packet prefix as the input parameter for the digest functions. 
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In PPIT, the packet prefix chosen is IP header (exclude TOS and checksum) with 8-byte 
of the payload, while HIT does not choose TTL as a part of digest parameter. The digest 
section of PPIT is shown in Fig. 2. 

 
Fig. 2 PPIT Digest section (shaded fields excluded) 

PPIT stores packet digests in digest tables that are implemented with Bloom Filter, 
which is famous for its space efficiency. A bloom filter computes k distinct packet 
digests for each packet using independent hash functions, and uses the n-bit result to 
index into a 2n-bit array. The array is initialized to all zero, and then the corresponding 
bits are changed to 1 after packets hash calculations. The process of a Bloom Filter with 
k hash functions is shown in Fig. 3. 

 
Fig. 3 The process of a Bloom Filter with k hash functions 

For a traceback-enabled router, whether to do marking or do logging is determined 
by the value in the hop count. When the value is 0 or 1, the router does marking for the 
packet, and then makes the value increased by 1; when the value is 2, the router does 
logging for the packet, and then changes the value to 0. 
3.3 Designs for Precision 
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It is the goal for IP traceback to reconstruct the attack path precisely, and find the 
attacker to eliminate the intrusion taking place. Therefore, precision is the key factor to 
the success of IP traceback. However, some approaches ignore the importance of 
accuracy of path reconstruction. A mature hybrid IP traceback approach HIT also has the 
vulnerability of incorrect path reconstruction. It shows the condition in Fig. 4. 

 
Fig. 4 An example of incorrect path reconstructed by HIT 

The main idea of HIT is to record packet digests in every other router. In this way, it 
can do two-hop search in the traceback process. However, in the procedure of 
reconstruction, errors may occur like Fig. 1. Solid lines represent the links connecting 
nodes in the real network topology. The arrows represent the path traversed by attack 
packet. The dotted lines represent the path returned by IP traceback approach. 

From the figure, the real attack path is R1, R3, R7, R6, R5, R9, and R10. We 
suppose that the logging routers are R1, R7, R5 and R10, and other ones write ID into 
packets IP header. In the traceback process, HIT finds R10, which connects to victim 
node directly. The ID information of R9 is kept in the packet header, and recorded in R10 
as a part of the digest. Therefore, we can find R9 directly from the digests kept in R10. 
When HIT does traceback further, it needs to send query requests to the neighbors of R9. 
Unfortunately, the arrival of responses to the requests is random. As shown in Fig. 1, R5 
and R7 are both neighbors of R9, they record the attack packet digests both. It is possible 
for R7 to return response first. In this condition, R7 would be added in the attack path as 
the upstream router of R9. Then we can get R3, which is the upstream router of R7. After 
response to the query request, R7 eliminates the digest record. By now, the incorrect 
paths have not been considered serious, and the returned path is indeed close to the attack 
source. However, further traceback may bring new errors. Then, it sends query requests 
to the neighbors of R3. Like the condition shown above, it is possible that R5 return 
response first. HIT would add R5 to the attack path as the upstream router of R3, and its 
upstream one is R6. When it sends query requests to the neighbors of R6, no responses 
return. (Routers will erase its records after response.) In this condition, HIT finishes the 
attack path reconstruction, and makes R6 to be the router connected to the attack node. It 
is a serious error, which leads to the failure of IP traceback. 



A PRECISE AND PRACTICAL IP TRACEBACK TECHNIQUE BASED ON PACKET MARKING AND LOGGING 

 

8

 

To avoid the occurrence of errors like this, it is necessary to introduce some path 
authentication mechanisms. We present a mechanism to achieve the goal with the help of 
the TTL field of IP header. TTL will change when packets traverse in the network, which 
makes it not convenient for digests matching. Therefore, it is not chosen to be a part of 
the digest in HIT. However, it can show the order of forwarding path.  

PPIT is a hybrid IP traceback approach. Routers do marking or logging alternatively 
in a certain manner. Similar to SPIE, PPIT stores packet digests in digest tables that are 
implemented with Bloom Filter. TTL field is a part of digest in PPIT. From the feature of 
Bloom Filter, it makes no increment in storage overhead with the participation of TTL 
field. However, we must think of its variability when the packets traverse the network. In 
the traceback process, PPIT increases TTL by one in each traceback hop, and inserts the 
new value into TTL field. Then PPIT conducts the same hash calculation of the attack 
packet with the hash table, and makes matching. When PPIT faces the condition as Fig. 1, 
if the attacker uses Red Hat, the default TTL value of packet p is 64. After forwarded by 
the 7 routers, the TTL value of p is 57. When tracing to R9, the TTL value is 59, the next 
traceback TTL value is 60, which can match the digest recorded in R5. However, it 
cannot match the digests in R7, because TTL value of the digests here are 62. Therefore, 
PPIT can avoid the incorrect path in the traceback process like HIT, and it can be more 
precise than HIT. 
  
3.4 Designs for Decreasing Storage Overhead Further 

PPIT improves the efficiency of the marking space utilization, which leads to the 
storage overhead reduction. In order to make it robust, PPIT changes the ID value 
assigned to routers in a certain time interval.  

Because of the three-hop neighborhood router ID marking scheme used in PPIT, it 
has the capability to record the digests of the packets every three hops. The marking and 
logging mechanism is shown in Fig. 5. 

 
Fig. 5 Packet marking and logging of PPIT 

 
When a packet is forwarded in the direction as the array showing in Fig. 5, R1 

records its digests and sets its hop count to 0. Then the packet comes to R2, R2 writes its 
ID information into the router ID (R_ID) field and the last marking router ID (LR_ID) 
filed of the marking space, and sets the hop count to 1. Then the packet comes to R3, R3 
finds the hop count is 1, it XORs (exclusive-or) its ID information with the value stored 
in R_ID field, rewrites this field with the new value, overwrites LR_ID field with its ID, 
and set hop count to 2. When the packet comes to R4, R4 notices the hop count is 2, then 
it records the packet digest into digest table according to the certain LR_ID value with 
time stamp, and records the information stored in R_ID field in a new table named 
two-hop ID information table in the same mode. And at last, R4 forwards the packet to 
the next router and set hop count to 0. The two-hop ID information table is also stored 
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according to the certain LR_ID value with the time stamp corresponding with the digest 
table. The length of a table item is 14 bits, and the degree of a router in the network is 
limited, the average value is 6.29 [24]. According to this, the average item number is 
6.29. Therefore, the storage cost is countable and acceptable. 

When a packet comes with the hop count value to be logged, which means the value 
is 2. The router will query the two-hop ID information table to check if the information 
in the router ID field has been stored locally. If no matching exists, PPIT will add the 
information to the first item of the table. If exist matching, PPIT will adjust the item to 
the first one. According to the theory of the Matthew Effect [25], packets are more likely 
to choose the better path on their transmission. Therefore, the adjustment of the table is 
meaningful. The upper items are more likely to be the path messages of the packets, 
although it is not accuracy. The worst case is to search the whole table. 

IP packets may undergo a valid transformation, such as fragmentation and tunneling, 
when traversing the network. In order to trace a single packet, PPIT has the capability to 
handle transformed packets in a similar way as SPIE. If a packet is undergoing 
transformation or IP fragment in a traceback-enabled router, it should be logged whether 
its turn to be logged or not. In this condition, the router will log the new digest together 
with the old one in a new table called transformed table in the same form shown above. 
With the correspondence between the two, we can trace to the upstream routers across 
the transformed node. These tables are recorded in the routes locally in the same form of 
SPIE, which use Bloom Filter. 

 
3.5 Traceback 

When the victim node is under invasion, it needs to reconstruct the attack path to 
find the source and stop the attack. 

 
Fig. 6 Packet Transmission Path Reconstruction 

As shown in Fig. 6, R1, R6 and R10 are logging routers to record packet digests, 
others are marking routers. In the traceback process, R10 is the starting router to conduct 
traceback, which connects to the victim node directly. The hop count in the attack packet 
is 0, PPIT writes the items of the two-hop ID information table into the packet router ID 
field in turn, inserts the relative last marking router ID into the LR_ID field, and inserts 
the proper TTL value into the field as shown in 3.1. Then extracts the digests and does 
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the same hash operation as the digest table. Finally, it makes matching with the records 
in digest table according to the same LR_ID value and time interval. If matching, we can 
consider the packet was forwarded by the router with the determinate upstream router. 
Then it will XORs the value with the value in R_ID field. Therefore, we can make sure 
that R5 is on the attack path. It is the furthest router in one traceback attempt. 

The next step is to send the query requests to all neighboring routers, including R3, 
R4 and R6. When a router receives a query request, the router examines all digest tables 
in the relevant time interval to make matching. With the help of TTL, routers cannot 
return wrong paths. Therefore, R6 can be found as the upstream router of R5. In the 
recursive way, upon the responses from the queried routers, the complete path can be 
reconstructed, and the attack router can be identified in the end. 

4. PERFORMANCE EVALUATION 

We evaluate PPIT in mathematical analysis and simulation by comparing it to HIT. 
 
4.1 Traceback Accuracy 

Traceback accuracy is an important specification for IP traceback approaches. We 
may get incorrect path or even failure of IP traceback without great traceback accuracy. 
Therefore, we should pay more attention to the issue. Some accuracy issues are inherent 
in some certain processes, such as the process of packet digests record at logging routers 
with bloom filter. We cannot eliminate the false positive here, what can we do is to 
choose some appropriate value for the parameters to control the false-positive rate. Other 
accuracy issues are from the IP tracaback scheme Vulnerability. They are design flaws, 
and if we can check and improve our IP traceback mechanism carefully, we can 
eliminate them.  

As shown above, the hybrid IP traceback also have accuracy issues.  
1. False positive of Bloom Filter 
Bloom Filter is a space-efficient data structure, which is used for packets logging. It 

computes k distinct packet digests for each packet using independent uniform hash 
functions. The effective false-positive rate for a Bloom filter that uses k digest functions 
to store n packets in m bits of memory can be expressed as 

                      /1
(1 (1 ) ) (1 )kn k kn m kP e

m
                       (1) 

We can get from (1), n/m is called memory efficiency factor [13], and the 
false-positive rate of a bloom filter can be controlled by choosing hash functions and 
memory efficiency factor carefully. 

PPIT and HIT both use bloom filter to implement digest tables. Though PPIT has 
digests with TTL filed, the bloom filter computes k distinct value to writer into the digest 
table without false-positive rate increment.  

 
2. IP traceback scheme vulnerability 
This type of accuracy issue is from IP traceback mechanism design, as shown in 

Section 3.2. HIT neglects the serious precision problem, which may lead to failure of IP 



A PRECISE AND PRACTICAL IP TRACEBACK TECHNIQUE BASED ON PACKET MARKING AND LOGGING 

 

11

 

tracebcak. In PPIT, the logging routers record the TTL-added digests of a packet, which 
can avoid incorrect path in the traceback process, but introduce no false positive 
increment. 

 
4.2 Storage Overhead 

The hybrid IP traceback approaches have the same capability as SPIE, to trace a 
single packet and transformed packets. In order to evaluate the storage overhead, we will 
borrow the evaluating methods from HIT.  

In PPIT, routers will do packets logging in the conditions listed below: 
1. IP fragments 
2. Nonfragmented packets need to be logged at the router 
The second condition includes three scenarios. The first is that nonfragmented 

packets have not been logged in the two upstream routers. The second is that 
nonfragmented packets were logged at the directly upstream router but transformed at the 
current router. The last is that nonfragmented packets were logged in the upstream router 
two-hop away and were not logged at the direct upstream router, but transformed in the 
current router. 

In the similar way as HIT, we use P to denote the percentage of packets needed to 
be logged at the router, and assume the IP fragments percentage is a, the transformation 
percentage is b. We use Q to denote the percentage that need to be logged at the router 
without fragmentation. In this way, we can express the storage overhead with the 
percentage of packets that need to be logged. The percentage of different conditions that 
packets need to be logged is listed in Table 1. 

Table 1. Percentage of Packets Logged in Different Scenarios 
Packets Logged Scenarios Percentage 

1. IP fragments a 

2. Nonfragmented packets need to 
be logged at the router (includes 
2.1, 2.2 & 2.3 below) 

(1-a)×Q 

2.1. nonfragmented packets not 
logged in the two upstream routers 

(1-a)×(1-Q)×(1-Q) 

2.2. nonfragmented packets logged 
at the direct upstream router but 
transformed at the current router 

(1-a)×Q×b 

2.3. nonfragmented packets logged 
in the upstream router two-hop 
away and not logged at direct 
upstream router, but transformed in 
the current router 

(1-a)×Q×(1-Q)×b 

 
All possible scenarios that packets need to be logged are expressed in Table 1. The 

percentage of packets that need to be logged can reflect the storage overhead. Now we 
will have mathematics analysis to show the result. 

According to parameters listed above, we have: 

                              1P a a Q                             (2) 

Because the second condition includes three scenarios, thus we have: 
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edges in the traceback process with the help of our path validation mechanism. The 
occurrence of incorrect path is because some nodes in the attack path have more than one 
logging neighboring router. One router sends query requests to all its neighbors, and 
those logging routers may return response in a non-deterministic mode in HIT. The result 
demonstrates the advantage of PPIT in traceback accuracy. 

For packets logging overhead, we conduct simulations to check the logging 
probability of routers in HIT and PPIT. This can reflect the storage overhead in the 
network. We assume that an end host is connected directly to a router. The simulations 
are based on two network topologies: The first one is a synthetic topology, includes 1000 
routers. The second topology is AT&T POP-level topology, which includes 10332 nodes, 
the same as we use above. We choose sending host and receiving host randomly, 
consider the largest hop number is 25. And we conduct 500000 packets forwarding to 
study the logging routers number of HIT and PPIT. 

Fig. 8 and Fig. 9 show the logging probability of routers in HIT and PPIT. In both 
figures, the horizontal axis stands for logging probability whose value is x, and the 
vertical axis stands for the percentage of routers, whose logging probability is lower than 
the value of x. 

From both figures, we can get the logging probability of HIT and PPIT. Because 
PPIT utilizes the marking space in a more efficient mode, it has a better performance in 
storage overhead. Packets can bring more information in PPIT, so the logging probability 
can be lower in PPIT than that in HIT. In Fig. 7, the connectivity between routers is 
uniform in synthetic topology, the logging probabilities fall in the range of 30 percent to 
40 percent in PPIT, lower than the logging probability in HIT. In Fig. 8, the connectivity 
distribution is not uniform. The result demonstrates that nearly every router has a logging 
probability lower than 70 percent in PPIT, which does a better job than HIT. 

 
Fig. 8 Synthetic Topology Logging Probability Experiment 
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Fig. 9 AT&T Topology Logging Probability Experiment 

5. DISCUSSION 

5.1 Deployment 
The packet logging traceback approach is capable to trace a single packet with the 

widespread deployment in the network. PPIT borrows some ideas from packet marking 
mechanism, and it improves the storage overhead greatly.  

The deployment of PPIT can be divided into two parts: The first one is marking 
mechanism, which can be implemented in the routers by protocol modification. The 
modification can make the routers have the capability to write ID information into the 
packet marking space when necessary. The second one is logging mechanism, which can 
be implemented in the routers, or in independent equipments called network tap. 
Sometimes, the router is not convenient to upgrade with our logging mechanism. 
Therefore, we can use network tap to do the logging task instead, which is connected to 
the router directly.  

The router can be called traceback router, if it is implemented with marking 
mechanism or logging mechanism. PPIT can support incremental deployment in the 
network. All traceback routers can compose an overlay network. Every router in the 
overlay network can have the knowledge of its neighboring traceback routers. The 
traceback task is done among the traceback routers, and we can reconstruct attack path in 
the overlay network. The traceback will become more accurate with the increasing 
deployment of PPIT. 
 
5.2 Security 

Routers store the state information of packets with a lot of payload in some 
log-based IP traceback approaches, from which attackers may want to eavesdrop to get 
some valuable information. The logging routers in PPIT only use very few packet 
payloads as a part of digest to store in bloom filter, which makes it impossible for 
attackers to eavesdrop. 
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Attackers may want to mislead the IP traceback process by writing some forged 
marking value into packets. This may make the router to find an incorrect upstream path. 
However, it is not easy to exploit the vulnerability in PPIT. Firstly, attackers must get the 
knowledge of neighboring routers ID to write the false value. It is difficult in PPIT, 
because the ID is not public information like IP address, and the ID changes in a certain 
time interval. Then, packets are logged in every three traceback routers. The second 
marking router ID is kept in LR_ID field, which shows the direct upstream marking 
router of a logging router. It is not easy for an attacker to guess the ID assigned for one of 
the other neighboring marking routers. It seems more difficult to forge the first marking 
router ID. The logging router keeps the information of three-hop neighboring routers. 
Therefore, if the spoofed ID is not matching the topology relationship in the traceback 
overlay network, the router will drop it. The random ID number for the marking routers 
in PPIT can alleviate this problem to some extent. 

 
5.3 Implementation 

Because of the characteristic of hybrid scheme, it should deploy both packet 
marking scheme and packet logging scheme in the router. When packets come to the 
router, it checks the hop count in IP header to decide to conduct marking or logging. 
While in the single scheme approaches, the routers can do a single traceback task without 
judging. However, the overhead is accountable. However, the routers in hybrid scheme 
can reduce plenty of storage overhead. Therefore, the tradeoff is reasonable and 
meaningful. 

6. CONCLUSION 

HIT illustrates the feasible to trace a single packet in a hybrid traceback mechanism, 
which has the advantage of packet marking and packet logging schemes. However, the 
accuracy issues and inefficient utilization of the marking space are obvious defects of 
HIT. Accuracy issues in HIT can add some incorrect paths, and even make it fail to trace 
back to the source. Inefficient utilization of the marking space makes HIT still have high 
storage overhead. 

In this paper, we have proposed a precise and practical IP traceback approach, 
which is called PPIT. The main idea of PPIT is to add some path authentication 
mechanism, which can avoid returning incorrect path in the traceback process; and make 
efficiently full utilization of limited marking space with more hops marking value 
inserted into the marking space, which can reduce the storage overhead in the logging 
routers. In the end, our approach is illustrated to be accurate and storage economical with 
mathematical analysis and simulations. 
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