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To reduce the chance of being compromised, digital evidence must be preserved in 

a secure way when it is generated. The preservation must assure confidentiality, integrity, 

and survivability of the digital evidence. Some generic storage systems have been pro-

posed.  However, they cannot meet the critical requirements for digital evidence 

preservation. This paper introduces a secure distributed digital evidence preservation 

system (DEPS) which can preserve digital evidence generated by mission critical servers. 

With the novel and lightweight (n,n,n-1) secret recovery scheme we proposed, DEPS can 

efficiently divide each block of a digital evidence file into n shares, compress the first 

n-1 shares, and then construct a share-message with a sequence number and a fingerprint 

for each share. Only all the n shares combined together suffice for recovering the block. 

An adversary can neither obtain any information about the original block from a 

share-message, nor can he modify digital evidence without being discovered. By using 

intelligent replication, DEPS can dynamically duplicate and distribute each 

share-message to a set of distributed repositories to achieve high survivability. The secu-

rity and performance analyses showed that DEPS is adequate for preserving digital evi-

dence. 
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1. INTRODUCTION 
 

In digital forensics, digital evidence is used to support or refute a theory of how an of-

fense occurred [7]. Digital evidence is data of investigation value that is stored on or 

transmitted by an electronic device [8]. System log files, online transaction records, sur-

veillance records, business data, and patent application logs are examples of digital evi-

dence.  In particular, system log files have been used for auditing malicious behaviors 

[30] and detecting intrusion patterns [31][32]. Several digital forensic models have been 

proposed [3][6][8][26]. Each of these models provides a standard procedure to collect, 

preserve, analyze, and present digital evidence after a cybercrime has been committed  

and detected. A recent research work [17] indicated that first responders play a critical 

role in digital forensics. The first responders must ensure that digital evidence is gathered 

and preserved in a secure and forensically sound manner. However, authentic digital ev-

idence may not be collected and preserved afterward since criminals may tamper or de-

stroy digital evidence unbeknownst to victims soon after they committed the crime. To 

collect and preserve intact digital evidence, immediate and secure preservation is neces-

sary whenever the digital evidence is generated. In this way, the possibility of digital 

evidence being compromised can be reduced.  

Integrity determines the admissibility of digital evidence at courts [3][6][8][26]. Integ-

rity is defined as “the property that data has not been exposed to accidental or malicious 
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alteration or destruction” [24][36]. However, the integrity of digital evidence may be 

compromised due to malicious attacks or system failure. Therefore, preserving digital 

evidence must guarantee the integrity of digital evidence, and any modification of digital 

evidence must be detected.  

Confidentiality is crucial for the protection of privacy. Digital evidence may contain 

private or valuable information such as person identification number, bank accounts, 

credit card numbers, and phone numbers. An adversary may abuse the personal infor-

mation and breach the privacy. For this reason, the confidentiality of digital evidence 

must be assured to prevent unauthorized access or exposure.  

Availability is another important issue. Digital evidence should be available in case of 

partial system failure or compromise. Digital evidence preservation should be able to 

tolerate partial system failure and guarantee survivability. In summary, it is desirable that 

a preservation system for digital evidence should meet four basic requirements: instan-

taneity, integrity, confidentiality, and survivability. 

Some logging schemes and storage systems have been proposed for achieving differ-

ent goals such as high availability, fault tolerance, persistent storage service, or secure 

deletion [26]. They are not designed for preserving digital evidence and only meet part of 

the aforementioned requirements. Several storage systems rely on keyed encryption to 

assure data confidentiality [1][14][15][19][20][23][28]. Schneier and Kelsey [28] intro-

duced a secure log method to protect log entries such that an attacker who compromises 

the logging machine cannot compromise all log entries generated beforehand. Kawagu-

chi et al. [15] proposed a secure logging scheme to assure the integrity and confidentiali-

ty of logs. Fault tolerance is not considered in these two schemes, and thus log entries 

may be unavailable due to accidental or deliberate deletion, hardware fault, or software 

malfunction of the logging machine or storage server. Oceanstore [19] provides continu-

ous access to persistent information by using cryptographic techniques and redundancy. 

Other systems such as Logcrypt system [13] and the public-verifiable scheme [22] focus 

on data integrity guarantee. Lin [20] proposed a secure distributed and networked storage 

system based on a secure decentralized erasure code to protect the privacy of messages 

and maintain the encrypted keys.  

To provide data confidentiality and fault tolerance, various threshold schemes have 

been proposed, e.g., Shamir’s secret sharing scheme (Shamir-SSS) [29], Feldman’s veri-

fiable secret sharing scheme [9], information dispersal algorithm (IDA) [25], and 

XOR-secret sharing scheme (XOR-SSS) [35]. Some of these schemes have been used by 

storage systems [2][10][11][18][34][35]. Arona et al. [2] proposed a software 

fault-tolerant system based on IDA [25]. It can tolerate partial system failure with low 

storage overhead. However, it cannot assure data confidentiality since IDA is not a per-

fect threshold scheme. Krawczyk [18] combined symmetric key encryption, IDA, and 

Shamir-SSS to assure the confidentiality of data logs, maintain the encrypted keys, and 

reduce storage space. PASIS [10] used threshold schemes to solve server-side and cli-

ent-side problems, while POTSHARDS [34] separated security and redundancy by using 

two levels of secret sharing and a set of distributed storages to store data. For reducing 

computation overhead caused by perfect threshold schemes such as Shamir-SSS and 

Feldman’s scheme, Subbiah and Bough [35] presented a Gridsharing system based on 

efficient XOR-SSS and replication. Gridsharing provides perfect confidentiality and fault 

tolerance, but it incurs higher storage overhead on each storage server.  Sun et al. [33] 

proposed an optimal information dispersal algorithm which can determine the optimal 

(   ) dispersal scheme with highest reliability.    
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Conventional schemes cannot meet the critical security requirements, namely, instan-

taneity, integrity, confidentiality, and survivability. Therefore a new secret recovery 

scheme is desirable for digital evidence preservation. To meet these requirements, this 

paper devised a novel and lightweight           secret recovery scheme, denoted as 

          SRS, to provide perfect data secrecy with computational and storage effi-

ciency.  Inspired by the XOR-SSS and the concept of run-length encoding (RLE) 

[12][21], The           SRS divides data into n shares such that only all the   

shares combined together suffice for recovering the data.  Based on the           

SRS, Hash-based Message Authentication Code (HMAC) [4], and forward integrity [5], 

this paper proposes a distributed digital evidence preservation system (DEPS) to meet the 

abovementioned requirements. DEPS is comprised of evidence generators (EGs), a 

trusted storage server (SS), a trusted retrieval server (RS), and a set of repositories dis-

tributed over the Internet.  

EGs can be the mission critical servers that perform various applications or services, 

such as online banking servers, e-commerce servers, and entry/departure recording sys-

tems. EGs continuously produce diverse digital evidence such as data logs or transaction 

records. Whenever a digital evidence file is generated, EGs immediately transmit the file 

to SS and request SS to securely and reliably store the file.  

SS divides each block of a digital evidence file into   shares and constructs a 

share-message with an information-leak-free share number and a unique fingerprint for 

each of these shares. Only all the n share-messages combined suffice for recovery of the 

block. Any share-message exposes no information about the block and other related 

share-messages. In this way, any adversary can neither obtain any information about the 

original block, nor infer or search other related share-messages from any share-message. 

In addition, any adversary cannot modify digital evidence without being discovered. To 

provide high survivability, SS uses an intelligent replication approach to dynamically 

distribute digital evidence to repositories such that digital evidence can be recovered with 

high probability.  

When EGs are attacked or involved in a lawsuit, their owners can retrieve the evidence 

by requesting RS and ask forensic investigators to perform forensics investigation to un-

cover the potential attackers or to refute the lawsuits.  

DEPT meets the four requirements for the preservation of digital evidence.  The se-

curity analysis demonstrates that DEPS can meet the integrity and confidentiality re-

quirements. Once digital evidence is stored, adversaries cannot tamper the digital evi-

dence without being detected. Furthermore, any share-message is information-leak-free. 

The performance analysis shows that DEPS is computational and space efficient. Con-

sequently, DEPS is practical and adequate for preserving digital evidence.  

The rest of this paper is organized as follows. Section 2 introduces and describes the 

          SRS and DEPS. The security analysis of DEPS is given in section 3. Sec-

tion 4 analyzes the computation cost and space cost of DEPS to store digital evidence. 

Section 5 concludes the paper. 

2. PROPOSED SYSTEM 

In this section, we propose the           SRS, and then describe how DEPS uses 

the scheme to provide confidential, tamper-resistant, and survivable digital evidence 

preservation. All the notations used in the paper are summarized in Table I. 
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TABLE I 

NOTATIONS 

𝑅𝐹𝐵𝑆 A RLE-favorable binary string, which comprises of a 
run of 0’s and a run of 1’s. 

𝐿 The length of a 𝑅𝐹𝐵𝑆 in bytes 

𝑆𝑅𝐹𝐵𝑆0 𝑆𝑅𝐹𝐵𝑆1 Two sets of 𝑅𝐹𝐵𝑆𝑠 

ℓ The length of a run-code in bits 

ℱ A digital evidence file generated by an EG. 

𝑡 The generation time of ℱ 

𝑥 The unique and incremental sequence number of 
ℱ, where 𝑥 ≥   

𝐻 A collision-free one way hash function 

𝐵𝑖 The 𝑖-th block of ℱ, where  ≤ 𝑖 ≤ 𝑁 

𝑁 Total number of blocks of ℱ 

  Total number of shares of 𝐵𝑖 

𝑆𝑣
𝑖  The 𝑣-th share of 𝐵𝑖,  ≤ 𝑣 ≤   

𝐶𝑆𝑗
𝑖  The compression of share 𝑆𝑗

𝑖,  ≤ 𝑗 ≤     

𝐾0 𝐾𝑥 𝐾0 is the initial HMAC key and 𝐾𝑥 = 𝐻 𝐾𝑥−1 =
𝐻𝑥 𝐾0  

𝑆𝑁𝑣
𝑖 The share number of 𝑆𝑣

𝑖 ,  ≤ 𝑣 ≤   

𝑓𝑗
𝑖  𝑓𝑛

𝑖 𝑓𝑗
𝑖 is the fingerprint of (𝑆𝑁𝑗

𝑖  𝐶𝑆𝑗
𝑖),  ≤ 𝑗 ≤    , 

and 𝑓𝑛
𝑖 is the fingerprint of  𝑆𝑁𝑛

𝑖  𝑆𝑛
𝑖   

𝑦 Total number of repositories used to preserve each 
share-message of 𝐵𝑖 

|u| The length of thing u 

⊕ An XOR operation 

 

   The           Secret Recovery Scheme 

Aiming to provide perfect confidentiality without complex computation operations, 

the           SRS divides data   into   shares (where  ≥  ) such that only all 

the   shares can recover   and any less than   shares yield no information of  . The 

          SRS generates each of the first     shares as a binary string with sever-

al runs of 0’s and 1’s.  In this way, each run of data can be encoded into a shorter code 

can be used to compress these     shares. Note that a run is a sequence of consecu-

tive bits of 0’s or 1’s. 

The           SRS comprises a sharing phase and a recovering phase. The former 

phase divides   into   shares and compress the first     shares, whereas the latter 

phase decodes all the compressed shares, thereby recovering  . The sharing phase is 

elaborated as follows and also illustrated in Fig. 1. Note that a RLE-favorable binary 

string (𝑅𝐹𝐵𝑆) is a binary string with a run of 0’s and a run of 1’s.   

Sharing Phase: 

1. Take   as input. 

2. Determine the length of 𝑅𝐹𝐵𝑆 in bytes, denoted as 𝐿, where 𝐿 =    and 

 ≥  . 

3. Respectively generate a set of 𝑅𝐹𝐵𝑆𝑠 to form sets 𝑆𝑅𝐹𝐵𝑆0  and 𝑆𝑅𝐹𝐵𝑆1  ac-

cording to the following rules: 

 Each 𝑅𝐹𝐵𝑆 of 𝑆𝑅𝐹𝐵𝑆0 and 𝑆𝑅𝐹𝐵𝑆1 has length exactly 𝐿 bytes. 
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 The  -th 𝑅𝐹𝐵𝑆 of 𝑆𝑅𝐹𝐵𝑆0 must start with  𝐿    bits of 0 and end with 

  bits of 1, where  ≤    𝐿. 

 The  -th 𝑅𝐹𝐵𝑆 of 𝑆𝑅𝐹𝐵𝑆1 must start with  𝐿    bits of 1 and end with 

  bits of 0, where  ≤    𝐿.  

It is clear that 𝑆𝑅𝐹𝐵𝑆0 and 𝑆𝑅𝐹𝐵𝑆1, respectively,  comprises  𝐿    𝑅𝐹𝐵𝑆𝑠. 

For example, if 𝐿 =  , then 𝑆𝑅𝐹𝐵𝑆0 and 𝑆𝑅𝐹𝐵𝑆1, respectively, consists of seven 

𝑅𝐹𝐵𝑆𝑠 as TABLE II shows.  

4. Generate share 𝑆𝑗 for 𝑗 =           by alternately and randomly choosing 

𝑅𝐹𝐵𝑆𝑠  from 𝑆𝑅𝐹𝐵𝑆0  and 𝑆𝑅𝐹𝐵𝑆1  such that |𝑆𝑗| ≥ | |  and 𝑆1  𝑆    

𝑆𝑛−1, where | | be the length of   in bytes. Hence, 𝑆𝑗  comprises exactly 

⌈
| |

 
⌉ 𝑅𝐹𝐵𝑆𝑠 and thus comprises exactly ⌈

| |

 
⌉    runs of 0’s and 1’s. For in-

stance, assume that 𝐿 =   and | | =  , and then 𝑆1 =                  

if the last 𝑅𝐹𝐵𝑆 of 𝑆𝑅𝐹𝐵𝑆0 and the first 𝑅𝐹𝐵𝑆 of 𝑆𝑅𝐹𝐵𝑆1 are chosen. We can 

see that 𝑆1 consists of three runs. 

5. Compress 𝑆𝑗 into 𝐶𝑆𝑗 for 𝑗 =           by encoding each run length of 

𝑆𝑗 into a run-code with length   bits. Since each run of 𝑆𝑗 has length at most 

   𝐿     bits,   can be calculated as below.  

 

 ℓ =⌈log (   𝐿    )⌉ 

 

(1) 

Referring to the previous example that 𝐿 =   and 𝑆1 =                 , 

each run of 𝑆1 will be encoded into a run-code with length of 4 bits. Thus, 

𝐶𝑆1 =             . Fig. 2 shows this example.  

6. Let 𝐶𝑆 = 𝐶𝑆1 ⊕ 𝐶𝑆 ⊕  ⊕ 𝐶𝑆𝑛−1, where ⊕ is a XOR operation. 

7. Let 𝐶𝑆 = 𝐶𝑆  𝐶𝑆    𝐶𝑆, such that |𝐶𝑆 | ≥ | |, where   is a concatena-

tion symbol. 

8. Generate the  -th share of  , denoted as 𝑆𝑛 , from XORing 𝑆1 , 𝑆 , …, 

𝑆𝑛−1, 𝐶𝑆 , and  . That is, 

𝑆𝑛 = 𝑆1 ⊕ 𝑆 ⊕  ⊕ 𝑆𝑛−1 ⊕ 𝐶𝑆 ⊕   

Note that the redundant tail of 𝑆𝑗
𝑖 ,  ≤ 𝑗 ≤    , will not be XORed if 

|𝑆𝑗|  | | . Similarly, the redundant tail of 𝐶𝑆   will not be XORed if 

|𝐶𝑆 |  | |   Therefore, |𝑆𝑛| = | |.  

9. Output 𝐶𝑆1, 𝐶𝑆 , …, 𝐶𝑆𝑛−1, and 𝑆𝑛. 
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Fig. 1. The sharing phase of the           SRS. 

 
TABLE II 

Sets 𝑆𝑅𝐹𝐵𝑆0 and 𝑆𝑅𝐹𝐵𝑆1 when 𝐿 =   

No 𝑆𝑅𝐹𝐵𝑆0 𝑆𝑅𝐹𝐵𝑆1 

1 00000001 11111110 
2 00000011 11111100 
3 00000111 11111000 
4 00001111 11110000 
5 00011111 11100000 
6 00111111 11000000 
7 01111111 10000000 

 

 
Fig. 2. An encoding example. 

 

The sharing phase of the           SRS inputs   and then outputs 𝐶𝑆1, 𝐶𝑆 , …, 

𝐶𝑆𝑛−1, and 𝑆𝑛 by randomly generating 𝑆1 𝑆    𝑆𝑛−1 as shown in step 4, compressing 

𝑆1 𝑆    𝑆𝑛−1 into 𝐶𝑆1 𝐶𝑆    𝐶𝑆𝑛−1 in step 5, and generating 𝑆𝑛 in step 8. To re-

cover  , all of  𝑆1 𝐶𝑆    𝐶𝑆𝑛−1, and 𝑆𝑛 are required since only 𝐶𝑆𝑗  can be decoded 

into 𝑆𝑗,  ≤ 𝑗 ≤    , and only all of 𝐶𝑆1 𝐶𝑆    𝐶𝑆𝑛−1 can compute 𝐶𝑆 . Any less 

than   shares cannot recover  . In the           SRS, any share of   will not 

expose any information about  . The related security proofs are given in section 3.  

𝐿 is an important factor to determine the composition of 𝑆𝑅𝐹𝐵𝑆0 and 𝑆𝑅𝐹𝐵𝑆1, the 

generation of 𝑆1 𝑆    𝑆𝑛−1, and the compression of 𝐶𝑆1 𝐶𝑆    𝐶𝑆𝑛−1. In other words, 

𝐿 determines the storage cost of  . From steps 4 and 5 of the sharing phase, we know 
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that 𝑆𝑗,  ≤ 𝑗 ≤    , has exact ⌈
| |

 
⌉    runs of 0’s and 1’s, and each run of 𝑆𝑗 is 

encoded as a run-code with length   bits. Hence, the compressed share 𝐶𝑆𝑗  has length 

 

(⌈
| |

𝐿
⌉   ) ℓ                                     

= (⌈
| |

𝐿
⌉   ) ⌈log (   𝐿    )⌉ 

 

 

 

(2) 

 
bits. Note that the sharing phase does not encode 𝑆𝑛. The reason is that 𝑆𝑛 may contain 

too many short runs of 0’s and 1’s. Encoding such an 𝑆𝑛 may result in a longer 𝐶𝑆𝑛. 

Since the first     shares of   can be compressed, the storage cost of   can be re-

duced. The detail analysis of storage overhead will be given in section 4. 

The recovering phase of the           SRS is responsible for recovering   with 

𝐶𝑆1, 𝐶𝑆 , …, 𝐶𝑆𝑛−1 and 𝑆𝑛. First, it decodes all compressed shares 𝐶𝑆1, 𝐶𝑆 , …, 

𝐶𝑆𝑛−1 into 𝑆1, 𝑆 , …, 𝑆𝑛−1. Then it computes 𝐶𝑆  with 𝐶𝑆1, 𝐶𝑆 , …, 𝐶𝑆𝑛−1 and 

uses 𝑆1, 𝑆 , …, 𝑆𝑛, and 𝐶𝑆  to recover  . The detailed recovery procedure is elabo-

rated as follows: 

1. Input 𝐶𝑆1, 𝐶𝑆 , …, 𝐶𝑆𝑛−1 and 𝑆𝑛. 

2. Let 𝐶𝑆 = 𝐶𝑆1 ⊕ 𝐶𝑆 ⊕  ⊕ 𝐶𝑆𝑛−1. 

3. Let 𝐶𝑆 = 𝐶𝑆  𝐶𝑆    𝐶𝑆 such that |𝐶𝑆 | ≥ |𝑆𝑛|. 
4. Decode 𝐶𝑆𝑗 into share 𝑆𝑗 for 𝑗 =           as follows.  

4.1 Translate the first   bits of 𝐶𝑆𝑗 into  , where   is a decimal integer. 

4.2  Let 𝑆𝑗 be a binary string with   bits of 0’s. 

4.3 Translate the next   bits of 𝐶𝑆𝑗 into   and append   bits of 1’s to 𝑆𝑗. 

4.4 Translate the next   bits of 𝐶𝑆𝑗 into   and append   bits of 0’s to 𝑆𝑗. 

4.5 Repeat steps 4.3 and 4.4 until the end of 𝐶𝑆𝑗. 

Referring to the previous example, 𝐶𝑆1 =              will be decoded in-

to 𝑆1 =                 , as Fig. 3 illustrates.  

5. Recover   from XORing 𝑆1 , 𝑆 , …, 𝑆𝑛 , and 𝐶𝑆 , that is, 

 = 𝑆1 𝑆    𝑆𝑛 𝐶𝑆 . Similarly, the redundant tail of 𝑆𝑗,  ≤ 𝑗 ≤    , 

and 𝐶𝑆  will not participate in the XOR operation if |𝑆𝑗|  |𝑆𝑛| or |𝐶𝑆 |  
|𝑆𝑛|.  

Output  . 

 
Fig. 3. A decoding example. 

 

The           SRS provides lossless share compression, that is, given the value of 
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 , no information of 𝑆𝑗,  ≤ 𝑗 ≤    , decoded from 𝐶𝑆𝑗 will be lost. The reason is 

that the relationship between an integer value and its binary form with   bits is one to 

one. With all of 𝐶𝑆1, 𝐶𝑆 , …, 𝐶𝑆𝑛−1 and 𝑆𝑛, the recovering phase of the           
SRS can easily recover  . 

 

   Digital Evidence Preservation System (DEPS) 

The goal of DEPS is to provide immediate digital evidence preservation for all kinds 

of servers. DEPS consists of a number of EGs, a SS, a RS, and a set of repositories lo-

cated at different places on the Internet.  

EGs can be a particular kind of application servers which produce digital evidence, 

such as surveillance video, surveillance record, transaction records, or system logs. 

Whenever EGs produce digital evidence, they immediately transmit the digital evidence 

to SS to reduce the chance of being tampered with. SS is responsible for securely and 

reliably storing digital evidence sent from EGs to a set of distributed repositories. When 

EGs are attacked or involved in a lawsuit, their owners can request the trusted RS to re-

trieve their evidence for investigation. Upon receipt of requests from authorized EGs, RS 

recovers the related digital evidence and performs integrity check. All distributed reposi-

tories participating in DEPS offer considerable amount of storage space for keeping dig-

ital evidence, but they may become unavailable due to system failure, power failure, or 

malicious attacks. The availability issue is also of our concern. 

In the initial setting of DEPS, SS and RS share a secret as an initial HMAC key 𝐾0. 

On the SS side, 𝐾0 is used to compute new HMAC keys for generating share numbers 

and fingerprints of digital evidence. On the other hand, on the RS side, 𝐾0 will be se-

cured and used to verify the integrity of digital evidence. Next, we will describe assump-

tions used in this paper, and then illustrate the components of DEPS including EGs, SS, 

and RS. 

 

Assumption 

In this paper, we focus on digital evidence preservation. User authentication and ac-

cess control schemes are out of the scope of this paper, and therefore will not be covered. 

For those who interested in user authentication and access control may refer to existing 

schemes in the area.  We assume that SS and RS possess secure and robust user authen-

tication and access control mechanisms. Only valid and authorized EGs can request SS 

and RS to store and retrieve their digital evidence. In addition, both SS and RS are as-

sumed to secure, robust, trusted, and located in a private network. They will not collude 

with any adversary to compromise digital evidence, and each of them is secured by ro-

bust protection mechanisms. In the preservation scheme, we assume that EGs can faith-

fully and continuously transmit digital evidence to SS unless they are compromised by 

malicious attacks or become unavailable due to system malfunction or power failure. In 

this way, digital evidence stored by SS can facilitate EGs or forensic investigators to 

perform forensic investigation. The last assumption is that all network connections be-

tween components of DEPS are secure, private, and reliable. Thus, packet dropping and 

malicious behaviors, such as eavesdropping, interception, and destruction, can be avoid-

ed. 

 

Evidence Generators (EGs) 

As mentioned earlier, EGs must immediately send digital evidence to SS whenever 

they produce the digital evidence. Let ℱ be a digital evidence file, and ℱ can be any 
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format of digital evidence, e.g., text, picture, audio, and video. Whenever generating ℱ, 

an EG immediately transmits a storing-request to SS through a secure, private, and relia-

ble network connection. The storing-request comprises the identification number of the 

EG (denoted as    ), the generation time of ℱ (denoted as 𝑡), and ℱ. 

When the EG needs all digital evidence files produced during a past time period, the 

EG sends a retrieving-request consisting of   , 𝑡 , and 𝑡  to RS via a secure, private, 

and reliable network connection, where 𝑡  and 𝑡  respectively indicate the starting 

time and ending time of the time period. 

 

Storage Server (SS) 

Upon receipt of a storing-request from an EG, SS authenticates the identity of the EG. 

If the EG is authenticated, then SS assigns a unique and incremental sequence number 𝑥 

to ℱ, where 𝑥 ≥  , divides ℱ into 𝑁 equal-sized blocks 𝐵1  𝐵    𝐵 , and stores 𝐵𝑖  

for 𝑖 =       𝑁 with the following procedure. First, SS uses the           SRS to 

divide 𝐵𝑖  into   shares. To ensure the security and secrecy of 𝐵𝑖 , SS uses HMAC with 

the HMAC key 𝐾𝑥  derived from 𝐾𝑥−1  to generate   information-leak-free share 

numbers such that the relationships among these   shares and 𝐵𝑖  are unknown for any 

adversary. Then, SS also uses HMAC with 𝐾𝑥 to generate a unique fingerprint for each 

share. To provide high survivability, SS uses intelligent replication. Let   be the recov-

ery probability of 𝐵𝑖  (that is, 𝐵𝑖  can be recovered with probability at least  ) and   

be the probability that a correct share-message can be retrieved from a repository, where 

       . Suppose each repository of DEPS has identical   and SS can learn   

from past experience on all the repositories. According to   and  , SS can replicate and 

distribute each share-message of 𝐵𝑖  to a set of different repositories such that   can be 

achieved. The detailed procedure is as follows and also illustrated in Fig. 4. 

1. Divide 𝐵𝑖  into 𝐶𝑆1
𝑖  𝐶𝑆 

𝑖    𝐶𝑆𝑛−1
𝑖 , and 𝑆𝑛

𝑖  by using the           SRS. 

2. Generate a share number 𝑆𝑁𝑣
𝑖 for 𝑣 =         by computing HMAC on 𝑖 

and 𝐻𝑣 𝑡  with 𝐾𝑥, that is,  

𝑆𝑁𝑣
𝑖 = 𝐻𝑀𝐴𝐶𝐾𝑥

(𝑖 𝐻𝑣 𝑡 ) 

where 𝐻 is a collision-free one-way hash function, and 𝐻𝑣 𝑡  is computed by 

hashing 𝑡  for 𝑣  times with 𝐻 . Fig. 5 illustrates the generation of 

𝑆𝑁1
𝑖  𝑆𝑁 

𝑖    𝑆𝑁𝑛
𝑖 . 

3. Generate fingerprints 𝑓1
𝑖  𝑓 

𝑖,  𝑓𝑛
𝑖 as below. 

         𝑓𝑗
𝑖 = 𝐻𝑀𝐴𝐶𝐾𝑥

(𝑆𝑁𝑗
𝑖 𝐶𝑆𝑗

𝑖)  and 𝑓𝑛
𝑖 = 𝐻𝑀𝐴𝐶𝐾𝑥

 𝑆𝑁𝑛
𝑖  𝑆𝑛

𝑖   

where  ≤ 𝑗 ≤    .  

4. Construct the following   share-messages: 

(𝑆𝑁1
𝑖 𝐶𝑆1

𝑖  𝑓1
𝑖) (𝑆𝑁 

𝑖  𝐶𝑆 
𝑖  𝑓 

𝑖)   (𝑆𝑁𝑛−1
𝑖  𝐶𝑆𝑛−1

𝑖  𝑓𝑛−1
𝑖 ) and  𝑆𝑁𝑛

𝑖  𝑆𝑛
𝑖  𝑓𝑛

𝑖 .  

5. Calculate the value of 𝑦, which represents the total number of repositories used 

to preserve a share-message of 𝐵𝑖, such that 𝐵𝑖  can be successfully recovered 

with probability at least  . That is, 

 

(∑(
𝑦

𝑎
)

𝑦

𝑎=1

 𝑎     𝑦−𝑎)

𝑛

≥   (3) 
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Note that ∑ (𝑦
𝑎
)

𝑦
𝑎=1  𝑎     𝑦−𝑎 is the probability that a correct share-message 

of 𝐵𝑖  can be retrieved from at least one of the 𝑦 repositories holding the 

share-message. Thus, 𝐵𝑖  can be recovered with   correct shares with probabil-

ity 

(∑(
𝑦

𝑎
)

𝑦

𝑎=1

 𝑎     𝑦−𝑎)

𝑛

 

6. Duplicate and distribute each of these   share-messages to 𝑦 available and 

different repositories. For security and fault tolerance considerations, it is not 

allowed that any repository keeps more than one share-message of 𝐵𝑖 . Hence, 

the total number of repositories required to store all share-messages of 𝐵𝑖  is 

equal to  𝑦. 

7. Repeat steps 1 to 6 to store 𝐵𝑖 1. 

8. Transmit     𝑡 𝑥 𝑁  to RS after successfully storing 𝐵1  𝐵     and 𝐵 . 

9. Derive 𝐾𝑥 1 from 𝐾𝑥 as below. 

𝐾𝑥 1 = 𝐻 𝐾𝑥 = 𝐻𝑥 𝐾0  

 

 
Fig. 4. The storing procedure of SS. 

 

 
Fig. 5. The generation of   share numbers. 

 

By using the           SRS as in the first step, SS can efficiently split 𝐵𝑖  into 

    compressed shares and an uncompressed share. For security and secrecy consid-

erations, it is suggested not to assign an identical sequence number to all shares of 𝐵𝑖  

since adversaries can easily obtain these shares to reconstruct 𝐵𝑖  by searching the repos-

itories using this sequence number. To prevent the above situation from occurring, SS 

generates an information-leak-free share number for each share of 𝐵𝑖  by using HMAC 

with 𝐾𝑥 derived from 𝐾𝑥−1 (as shown in step 2). Note that SS might receive several 

digital evidence files with the same generation time from several EGs. If SS uses a fixed 

HMAC key to generate all share numbers, some share numbers may have collision. 

Therefore, the HMAC key must continuously evolve in order to generate unique share 
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numbers. Without knowing 𝐾𝑥, an adversary cannot compute all share numbers related 

to 𝐵𝑖 or infer other     related share numbers from a known share number. By doing 

so, the security and confidentiality of 𝐵𝑖  can be ensured. 

To guarantee the integrity of each share of 𝐵𝑖 , the HMAC key 𝐾𝑥 also participates in 

the generations of 𝑓1
𝑖 𝑓 

𝑖 ,  𝑓𝑛
𝑖 as shown in step 3. Since 𝐾𝑥 and 𝐾0 are only known to 

SS and RS, any adversary who breaks into repositories cannot tamper any share-message 

without being detected.  

Recall that 𝐵𝑖 can only be recovered with all the   share-messages of 𝐵𝑖 . It will not 

be reliable if each share-message of 𝐵𝑖  is stored in only one repository since the reposi-

tory might become unavailable due to various reasons. Given all repositories in DEPS 

have identical success probability   and   is known to SS, SS can dynamically calcu-

late 𝑦 according to equation (3) and duplicate each share-message of 𝐵𝑖  to 𝑦 different 

repositories such that 𝐵𝑖  can be recovered with probability at least   (e.g.,  =     ). 

In addition, up to 𝑦    failed repositories that hold the same one share-message of 𝐵𝑖  

can be tolerated simultaneously. 

 

Retrieval Server (RS) 

Upon receiving a retrieving-request     𝑡  𝑡   from an authorized EG, RS respec-

tively reconstructs and replies each file ℱ (where ℱ belongs to the EG, and the genera-

tion time 𝑡 of ℱ is within the period between 𝑡  and 𝑡 ) to the EG by recovering 

each block of ℱ, that is, 𝐵𝑖  for 𝑖 =       𝑁, with the following retrieval procedure. 

First, RS derives 𝐾𝑥  by hashing 𝐾0  for 𝑥 times, that is, 𝐾𝑥 = 𝐻𝑥 𝐾0 . Since RS 

holds the initial HMAC key 𝐾0, it can easily compute 𝐾𝑥. Next, RS computes all share 

numbers related to 𝐵𝑖  and acquires all the   share-messages of 𝐵𝑖  from available re-

positories. If the integrity of the   share-messages are verified, then RS can recover 𝐵𝑖  

by using the           SRS. After 𝐵1 𝐵     and 𝐵  are all recovered, RS can re-

construct ℱ and reply ℱ to the EG. The retrieval procedure is detailed as follows: 

1 Compute 𝑆𝑁𝑣
𝑖 for 𝑣 =         as step 2 of the storing procedure of SS. Re-

call RS has     𝑡 𝑥 𝑁  related to ℱ. Hence, RS can compute all the share 

numbers related to 𝐵𝑖 . 

2 Acquire all the    share-messages of 𝐵𝑖 , that is, 

(𝑆𝑁1
𝑖 𝐶𝑆1

𝑖  𝑓1
𝑖) (𝑆𝑁 

𝑖 𝐶𝑆 
𝑖  𝑓 

𝑖)   (𝑆𝑁𝑛−1
𝑖  𝐶𝑆𝑛−1

𝑖  𝑓𝑛−1
𝑖 )  and  𝑆𝑁𝑛

𝑖  𝑆𝑛
𝑖  𝑓𝑛

𝑖 , by 

sending  𝑆𝑁1
𝑖 𝑆𝑁 

𝑖    𝑆𝑁𝑛
𝑖  to all repositories.  

3 Verify the integrity of the 𝑗-th share-message of 𝐵𝑖  for 𝑗 =          , by 

computing a new fingerprint 𝑓 
 ̅ as below and comparing 𝑓 

 ̅ with 𝑓𝑗
𝑖. 

𝑓 
 ̅ = 𝐻𝑀𝐴𝐶𝐾𝑥

(𝑆𝑁𝑗
𝑖  𝐶𝑆𝑗

𝑖) 

4 Verify the integrity of the  -th share-message of 𝐵𝑖  by computing a new fin-

gerprint 𝑓𝑛
 ̅ as below and comparing 𝑓𝑛

 ̅ with 𝑓𝑛
𝑖. 

𝑓𝑛
 ̅ = 𝐻𝑀𝐴𝐶𝐾 

 𝑆𝑁𝑛
𝑖  𝑆𝑛

𝑖   

5 Recover 𝐵𝑖  by using the           SRS if all the   share-messages of 𝐵𝑖  

are unmodified.  

6 Repeat steps 1 to 5 to recover 𝐵𝑖 1. 

7 Reconstruct ℱ by concatenating 𝐵1, 𝐵 , …, and 𝐵  if all these blocks are 

recovered. 

8 Reply ℱ to the EG. 
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Since RS holds 𝐾0 and all information about ℱ including   , 𝑡, 𝑥  and 𝑁, RS can 

compute correct 𝐾𝑥, calculate all share numbers related to 𝐵1 𝐵    𝐵 , and retrieve all 

share-messages of 𝐵1  𝐵    𝐵  from available repositories. To avoid recovering a 

tampered  ℱ , RS also uses HMAC with 𝐾𝑥  to detect any modification to each 

share-message of 𝐵1, 𝐵 , …, and 𝐵 . When all genuine blocks 𝐵1 𝐵    𝐵  are re-

covered, ℱ can be reconstructed and replied to the EG. By repeating the same retrieval 

procedure, RS can recover and reply all the files required by the EG. 

3. SECURITY ANALYSIS 

In this section, we prove that DEPS can provide perfect confidentiality and integrity 

assurance. We also analyze the security strength of DEPS. 

 

   Confidentiality 

DEPS assures the confidentiality of digital evidence by generating infor-

mation-leak-free share numbers and shares. We first prove that any share number reveals 

no information about other     related share numbers or the related block. Then we 

prove that any share of 𝐵𝑖  generated by the           SRS exposes no information 

about other related shares and 𝐵𝑖 .  

 

Lemma 1. Any share number 𝑆𝑁𝑣
𝑖,  ≤ 𝑣 ≤  , exposes no information of 𝑖, 𝑡, and 𝐾𝑥 

given HMAC is irreversible. 

Proof: Recall SS generates 𝑆𝑁𝑣
𝑖,  ≤ 𝑣 ≤  , for all the   shares of 𝐵𝑖  as below. 

𝑆𝑁𝑣
𝑖 = 𝐻𝑀𝐴𝐶𝐾𝑥

(𝑖 𝐻𝑣 𝑡 ) 

Given that HMAC is irreversible, it is computationally infeasible to learn message   

from 𝐻𝑀𝐴𝐶   . Thus, 𝑆𝑁𝑣
𝑖 will not reveal any information about 𝑖, 𝑡, and 𝐾𝑥.      

 

Theorem 2. Any share number 𝑆𝑁𝑣
𝑖  reveals no information about share number 

𝑆𝑁𝑗
𝑖,  ≤ 𝑣 𝑗 ≤   and 𝑣  𝑗, and the related block 𝐵𝑖 . 

Proof: It can be proved from Lemma 1.                                       

 

The following two corollaries can be easily derived From Theorem 2.  

 

Corollary 3. The adversary cannot infer other related share numbers from a known share 

number. 

 

Corollary 4. The relationship between a share number and the related block is unknown 

to any adversary. 

 

Next, we prove that any share generated by the           SRS is infor-

mation-leak-free in Lemmas 5 and 6.  

 

Lemma 5. Neither 𝐶𝑆𝑗
𝑖 nor 𝑆𝑗

𝑖,  ≤ 𝑗 ≤    , reveals information of 𝐵𝑖 . 

Proof: Recall that the           SRS generates 𝐶𝑆𝑗
𝑖,  ≤ 𝑗 ≤    , by alternately 

and randomly choosing 𝑅𝐹𝐵𝑆𝑠  from 𝑆𝑅𝐹𝐵𝑆0  and 𝑆𝑅𝐹𝐵𝑆1  to form 𝑆𝑗
𝑖  and encoding 
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each run of 𝑆𝑗
𝑖 into a shorter run-code. Since 𝐵𝑖  does not participate in the generation 

of 𝑆𝑗
𝑖, it is clear that both 𝑆𝑗

𝑖 and 𝐶𝑆𝑗
𝑖 will not expose any information about 𝐵𝑖 .      

 

Lemma 6. Share 𝑆𝑛
𝑖  reveals no information of 𝐵𝑖 . 

Proof: Recall that the (       ) SRS generates 𝑆𝑛
𝑖  as follows. 

𝑆𝑛
𝑖 = 𝑆1

𝑖 ⊕ 𝑆 
𝑖 ⊕  ⊕ 𝑆𝑛−1

𝑖 ⊕ 𝐶𝑆 ⊕ 𝐵𝑖  

By Lemma 5, we know that each of 𝑆1
𝑖  𝑆 

𝑖    𝑆𝑛−1
𝑖  exposes information of 𝐵𝑖 . Thus, it 

is clear that 𝑆1
𝑖 ⊕ 𝑆 

𝑖 ⊕  ⊕ 𝑆𝑛−1
𝑖  leaks no information about 𝐵𝑖 . In addition, remind 

that the           SRS computes 𝐶𝑆  as below. 

𝐶𝑆 = 𝐶𝑆  𝐶𝑆    𝐶𝑆 

where |𝐶𝑆 | ≥ |𝐵𝑖| and 𝐶𝑆 = 𝐶𝑆1
𝑖 ⊕ 𝐶𝑆 

𝑖 ⊕  ⊕ 𝐶𝑆𝑛−1
𝑖 . Since 𝐶𝑆𝑗

𝑖  is the compres-

sion of 𝑆𝑗
𝑖 ,  ≤ 𝑗 ≤    , and 𝑆1

𝑖  𝑆 
𝑖    𝑆𝑛−1

𝑖 , 𝐶𝑆 must be a random binary 

string without fixed patterns. Therefore, it is clear that 𝑆1
𝑖 ⊕ 𝑆 

𝑖 ⊕  ⊕ 𝑆𝑛−1
𝑖 ⊕ 𝐶𝑆 ⊕

𝐵𝑖  (that is, 𝑆𝑛
𝑖 ) will not leak any information about 𝐵𝑖 .                           

 

Theorem 7. The           SRS is a perfect threshold scheme, that is, any share of 

𝐵𝑖  generated by the           SRS reveals no information about 𝐵𝑖 . 

Proof: It is clear from Lemmas 5 and 6.                                        

 

Theorem 8. DEPS provides perfect confidentiality for digital evidence, that is, any 

share-message exposes no information about the related block and relationships with 

other related share-messages. 

Proof: Recall the   share-messages of 𝐵𝑖  are 

(𝑆𝑁1
𝑖  𝐶𝑆1

𝑖  𝑓1
𝑖) (𝑆𝑁 

𝑖  𝐶𝑆 
𝑖  𝑓 

𝑖)   (𝑆𝑁𝑛−1
𝑖  𝐶𝑆𝑛−1

𝑖  𝑓𝑛−1
𝑖 ) and  𝑆𝑁𝑛

𝑖  𝑆𝑛
𝑖  𝑓𝑛

𝑖 . Each of these 

share-messages only consists of a share number, a share, and a fingerprint. No infor-

mation about 𝑥, 𝑖, and 𝑁 are included. According to Theorem 2 and Lemmas 5 and 6, 

this theorem holds.                                                        

 

From the above proofs, we can see that DEPS meets the confidentiality requirement. 

In the following, we analyze the security strength of DEPS. In order to obtain all 

share-messages for recovering 𝐵𝑖 , an adversary might carry out a brute-force guessing 

attack to obtain all related share numbers. Theorem 9 analyzes the possibility for the ad-

versary to compute a correct share number.  

 

Theorem 9. The probability for an adversary to compute correct share number 𝑆𝑁𝑣
𝑖, 

 ≤ 𝑣 ≤  , is 
1

 | 𝑥| given 𝐻𝑀𝐴𝐶 is collision free and the adversary knows 𝑖, 𝑡, and 

|𝐾𝑥|. 
Proof: Assume 𝐻𝑀𝐴𝐶 is collision free (that is, 𝐻𝑀𝐴𝐶    𝐻𝑀𝐴𝐶    for any two 

different messages 𝑎 and  .) and an adversary knows |𝐾𝑥| and how SS computes 𝑆𝑁𝑣
𝑖. 

Note that  |𝐾𝑥| be the length of 𝐾𝑥 in bits. Since 𝑖 is an incremental number repre-

senting the sequence number of a block, the adversary can easily guess 𝑖. In addition, the 

adversary could gather all possible 𝑡 from a compromised EG. With 𝑖 and 𝑡, the ad-

versary still cannot compute 𝑆𝑁𝑣
𝑖 because he does not know 𝐾𝑥. The adversary can only 

obtain 𝐾𝑥 by brute-force guessing. Hence, the probability is 
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 |𝐾𝑥|
 

 

for the adversary to guess 𝐾𝑥 and further to compute 𝑆𝑁𝑣
𝑖.                        

 

According to Theorem 9, it is infeasible for any adversary to compute 𝑆𝑁𝑣
𝑖 and fur-

ther to gather all related share-messages if |𝐾𝑥| is sufficiently long, e.g., 1024 bits.  

Another way for an adversary to learn partial information of 𝐵𝑖  is to obtain 𝑆𝑛
𝑖  and 

𝐶𝑆 . The reason is as follows. Recall that 𝑆𝑛
𝑖 = 𝑆1

𝑖 ⊕ 𝑆 
𝑖 ⊕  ⊕ 𝑆𝑛−1

𝑖 ⊕ 𝐶𝑆 ⊕ 𝐵𝑖 . If the 

adversary knows 𝑆𝑛
𝑖  and 𝐶𝑆 , then he can obtain 𝑆1

𝑖 ⊕ 𝑆 
𝑖 ⊕  ⊕ 𝑆𝑛−1

𝑖 ⊕ 𝐵𝑖  by 

XORing 𝑆𝑛
𝑖  and 𝐶𝑆 . Note that 𝑆𝑗

𝑖,  ≤ 𝑗 ≤    , is a concatenation of ⌈
|𝐵 |

 
⌉ RFBSs 

that are alternately and randomly chosen from 𝑆𝑅𝐹𝐵𝑆0 and 𝑆𝑅𝐹𝐵𝑆1. Given a fixed |𝐵𝑖|, 

the length of each run of 𝑆𝑗
𝑖 becomes longer as 𝐿 increases. Thus, 𝑆1

𝑖 ⊕ 𝑆 
𝑖 ⊕  ⊕

𝑆𝑛−1
𝑖 ⊕ 𝐵𝑖  might reveal partial information of 𝐵𝑖 . In Theorem 10, we will show the 

probability that an adversary obtains 𝐶𝑆  by guessing 𝐶𝑆. Theorems 11 and 12 show 

the possibility that partial information of 𝐵𝑖  can be obtained if 𝑆𝑛
𝑖  and 𝐶𝑆  are known 

to an adversary.  

 

Theorem 10. The probability for an adversary to obtain 𝐶𝑆  is 
1

 
(⌈

|  |

 
⌉  )⌈    (       )⌉

 

given the adversary knows |𝐵𝑖|, 𝐿, and the storing procedure of SS. 

Proof: Assume an adversary knows |𝐵𝑖|, 𝐿, and the storing procedure of SS. He knows 

that 𝐶𝑆 = 𝐶𝑆  𝐶𝑆    𝐶𝑆 , 𝐶𝑆 = 𝐶𝑆1
𝑖 ⊕ 𝐶𝑆 

𝑖 ⊕  ⊕ 𝐶𝑆𝑛−1
𝑖 , and |𝐶𝑆| = |𝐶𝑆1

𝑖| =

|𝐶𝑆 
𝑖 | =   = |𝐶𝑆𝑛−1

𝑖 | = (⌈
|𝐵 |

 
⌉   ) ⌈log (   𝐿    )⌉ bits. If the adversary can guess 

the correct 𝐶𝑆, then he can compute 𝐶𝑆 . It is clear that the probability for the adversary 

to guess the correct 𝐶𝑆 is 

 
 

 
(⌈

|𝐵 |
 

⌉ 1)⌈    (    −1 )⌉
 

 

Therefore, the theorem holds.                                                

 

For a fixed |𝐵𝑖|, the success probability of guessing 𝐶𝑆  increases as 𝐿 increases, 

and the probability decreases as 𝐿 decreases. Assume in an example that |𝐵𝑖| =      

bytes, the success probability of guessing 𝐶𝑆  is 
1

    if 𝐿 =     ; the success proba-

bility is 
1

      if 𝐿 =  . For security consideration, we suggest that 𝐿 should be as 

small as possible.  

 

Theorem 11. Given 𝑆𝑛
𝑖  and 𝐶𝑆  are known to an adversary and    is an even number, 

the adversary can obtain at most    𝐿     continuous bits of 𝐵𝑖  from 𝑆1
𝑖 ⊕ 𝑆 

𝑖 ⊕

 ⊕ 𝑆𝑛−1
𝑖 ⊕ 𝐵𝑖  with probability 

1

   −1       . 

Proof: Assume an adversary knows 𝑆𝑛
𝑖  and 𝐶𝑆 . He can obtain 𝑆1

𝑖 ⊕ 𝑆 
𝑖 ⊕  ⊕

𝑆𝑛−1
𝑖 ⊕ 𝐵𝑖  by XORing 𝑆𝑛

𝑖  and 𝐶𝑆 . Recall that each of 𝑆1
𝑖  𝑆 

𝑖    𝑆𝑛−1
𝑖  is a concatena-
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tion of ⌈
|𝐵 |

 
⌉ 𝑅𝐹𝐵𝑆𝑠 and thus can be represented as follows. 

 

𝑆1
𝑖 = 𝑅𝐹𝐵𝑆1

1  𝑅𝐹𝐵𝑆 
1    𝑅𝐹𝐵𝑆

⌈
|𝐵 |
 

⌉

1  

𝑆 
𝑖 = 𝑅𝐹𝐵𝑆1

  𝑅𝐹𝐵𝑆 
    𝑅𝐹𝐵𝑆

⌈
|𝐵 |
 

⌉

   

  

𝑆𝑛−1
𝑖 = 𝑅𝐹𝐵𝑆1

𝑛−1  𝑅𝐹𝐵𝑆 
𝑛−1    𝑅𝐹𝐵𝑆

⌈
|𝐵 |
 

⌉

𝑛−1  

 

where each odd 𝑅𝐹𝐵𝑆 of these     shares is randomly chosen from 𝑆𝑅𝐹𝐵𝑆0, each 

even 𝑅𝐹𝐵𝑆 of these shares is randomly chosen from 𝑆𝑅𝐹𝐵𝑆1, and   is a concatenation 

symbol. 

We know that any two adjacent RFBSs that form 𝑆𝑗
𝑖,  ≤ 𝑗 ≤    , contribute a run 

of 0’s or 1’s with at most    𝐿     bits. Given   is an even number,    𝐿     

continuous bits of 𝐵𝑖  will be revealed from 𝑆1
𝑖 ⊕ 𝑆 

𝑖 ⊕  ⊕ 𝑆𝑛−1
𝑖 ⊕ 𝐵𝑖  if 𝑅𝐹𝐵𝑆𝑎

𝑗
 and 

𝑅𝐹𝐵𝑆 
𝑗
 for 𝑗 =           are respectively the last 𝑅𝐹𝐵𝑆 of 𝑆𝑅𝐹𝐵𝑆1 and the first 

𝑅𝐹𝐵𝑆  of 𝑆𝑅𝐹𝐵𝑆0 , where   ≤ 𝑎  ≤ ⌈
|𝐵 |

 
⌉ , 𝑎  is an even integer, and  = 𝑎   . 

Hence, the corresponding probability is 

 

(
 

 𝐿   
)
𝑛−1

(
 

 𝐿   
)
𝑛−1

 

= (
 

 𝐿   
)
  𝑛−1 

                

                                                                        

 

Theorem 12. Given 𝑆𝑛
𝑖  and 𝐶𝑆  are known to an adversary and   is an odd number. 

The adversary can obtain up to   𝐿  continuous bits of 𝐵𝑖  from 𝑆1
𝑖 ⊕ 𝑆 

𝑖 ⊕  ⊕

𝑆𝑛−1
𝑖 ⊕ 𝐵𝑖  with probability (

1

  −1
)
  𝑛−1 

, where  ≤   ⌈
|𝐵 |

 
⌉. 

Proof: We prove this theorem by induction. Assume an adversary can obtain 𝑆1
𝑖 ⊕ 𝑆 

𝑖 ⊕
 ⊕ 𝑆𝑛−1

𝑖 ⊕ 𝐵𝑖  from 𝑆𝑛
𝑖  and 𝐶𝑆 . If   is an odd integer and 𝑅𝐹𝐵𝑆𝑗

1 = 𝑅𝐹𝐵𝑆𝑗
 =

 = 

𝑅𝐹𝐵𝑆𝑗
𝑛−1 ,   ≤ 𝑗 ≤ ⌈

|𝐵 |

 
⌉ , then  𝐿  continuous bits of 𝐵𝑖  will be revealed from 

𝑆1
𝑖 ⊕ 𝑆 

𝑖 ⊕  ⊕ 𝑆𝑛−1
𝑖 ⊕ 𝐵𝑖 , and the corresponding probability is 

 

(
 

 𝐿   
)
𝑛−1

 

 

If 𝑅𝐹𝐵𝑆 
1 = 𝑅𝐹𝐵𝑆 

 =  = 𝑅𝐹𝐵𝑆 
𝑛−1   and        𝑅𝐹𝐵𝑆  1

1 =  

𝑅𝐹𝐵𝑆  1
 =  = 𝑅𝐹𝐵𝑆  1

𝑛−1 ,  ≤   ⌈
|𝐵 |

 
⌉, then   𝐿 continuous bits of 𝐵𝑖  will be 

revealed from 𝑆1
𝑖 ⊕ 𝑆 

𝑖 ⊕  ⊕ 𝑆𝑛−1
𝑖 ⊕ 𝐵𝑖  with probability 
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(
 

 𝐿   
)
  𝑛−1 

 

 

By induction, we know that the adversary can obtain   𝐿 continuous bits of 𝐵𝑖  from 

𝑆1
𝑖 ⊕ 𝑆 

𝑖 ⊕  ⊕ 𝑆𝑛−1
𝑖 ⊕ 𝐵𝑖  with probability 

 

(
 

 𝐿   
)
  𝑛−1 

 

 

 where  ≤   ⌈
|𝐵 |

 
⌉. Note that   ⌈

|𝐵 |

 
⌉ since 𝑆1

𝑖  𝑆 
𝑖    𝑆𝑛−1

𝑖 .            

 

From Theorems 10, 11, and 12, we know that a compromised 𝐶𝑆  may leads to the 

exposure of partial information of 𝐵𝑖 , and more information of 𝐵𝑖  might be revealed as 

𝐿 increases. Therefore, the value of 𝐿 must be bound to reduce the probability of 

guessing 𝐶𝑆 . 

 

   Integrity 

In DEPS, SS and RS are robust, secure, and located in a private network, and all net-

work connections of DEPS are secure, private, and reliable. Thus, any adversary can only 

modify share-messages stored in repositories. In Theorem 13, we show that any adver-

sary cannot modify any share-message without being detected. 

 

Theorem 13. Any adversary cannot modify any stored share-message without being de-

tected given 𝐻𝑀𝐴𝐶 is collision free. 

Proof: Assume an adversary modifies a share-message  𝑆𝑁𝑣
𝑖  𝐶𝑆𝑣

𝑖  𝑓𝑣
𝑖  into 

 𝑆𝑁𝑣
𝑖  𝐶𝑆𝑣

 ̅̅ ̅̅ ̅ 𝑓𝑣
𝑖 ,  ≤ 𝑣 ≤    . To make this modified share-message believable, the 

adversary has to generate a matching fingerprint 𝑓𝑣
 ̅ by using HMAC on 𝑆𝑁𝑣

𝑖   and  𝐶𝑆𝑣
 ̅̅ ̅̅ ̅ 

with a right HMAC key 𝐾𝑥. As mentioned earlier, only SS knows 𝐾𝑥. In addition, the 

initial HMAC key 𝐾0 that can be used to compute 𝐾𝑥 is only known to RS. Conse-

quently, the theorem holds.                                                  

 

As we proved in Theorem 9, the probability of guessing 𝐾𝑥 is 
1

 | 𝑥|, which is equal to 

the probability of guessing 𝐾0 since |𝐾𝑥| =  |𝐾0|. From Theorem 13, we can see that 

DEPS meets the integrity requirement. 

4. PERFORMANCE ANALYSIS 

In this section, we analyze the computation cost of DEPS and storage cost for DEPS to 

store digital evidence. 

 

   Computation Cost Analysis 

We measure the computation cost of SS and RS in terms of the number of operations 

required to store and recover  ℱ.  

Let SS requires  𝑖𝑣 operations to split ℱ into 𝐵1 𝐵    𝐵 ,     operations to 
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randomly generate a share,        operations to compress a share,   𝑅1 operations 

to generate the  -th share of 𝐵𝑖 , where  ≤ 𝑖 ≤ 𝑁, 𝐻𝑀𝐴𝐶1 operations to generate a 

share number, 𝐻𝑀𝐴𝐶  operations to generate a fingerprint,   𝑦  operations to calculate 

𝑦, and 𝐻𝐾  operations to compute a new HMAC key. Hence, the computation cost for SS 

to store 𝐵𝑖  is 

 

 (                    𝑅1    𝐻𝑀𝐴𝐶1  𝐻𝑀𝐴𝐶      𝑦) 

 

The total computation cost for SS to store ℱ is shown in Table III. All operations re-

quired to store ℱ are not computationally expensive. Among these operations, the cost 

of    𝑅1 is higher since  |𝐵𝑖| times of XOR operations have to be performed. To 

store ℱ, SS has to perform  𝑁 |𝐵𝑖| times of XOR operations. 

Next, we analyze the computation cost for RS to recover ℱ . Let RS requires 

 𝐻𝑀𝐴𝐶  𝐶     operations to verify the integrity of a share-message,   𝑅  opera-

tions to compute 𝐶𝑆 ,        operations to uncompress each of the first     com-

pressed shares of 𝐵𝑖 ,   𝑅  operations to recover 𝐵𝑖 , and 𝐶    operations to recon-

struct ℱ with 𝐵1 𝐵    𝐵 . It is clear that   𝑅 =   𝑅1. Similar to SS, RS requires 

𝐻𝑀𝐴𝐶1 operations to generate a share number and 𝐻𝐾  operations to compute a HMAC 

key. Thus, the computation cost for RS to recover 𝐵𝑖  is 

 

 (  𝐻𝑀𝐴𝐶1  𝐻𝑀𝐴𝐶  𝐶       𝑅1          𝑅         ) 

 

The total computation cost for RS to recover ℱ is also shown in Table III. It is clear that 

all operations required to recover ℱ are not computationally expensive. However, RS 

would take more computation time when 𝑥 is large since RS needs 𝑥𝐻𝐾  operations to 

compute 𝐾𝑥. 

From the above analysis, it is clear that no complex operations are used in both SS and 

RS, and therefore DEPS is computation efficient. 

 
TABLE III 

COMPUTATION COST FOR RS AND SS TO STORE AND RECOVER ℱ.  
SS  ( 𝑖𝑣  𝐻𝐾  𝑁(                    𝑅1

   𝐻𝑀𝐴𝐶1  𝐻𝑀𝐴𝐶     𝑦)) 

RS  (𝑥𝐻𝐾  𝐶    𝑁(    𝐻𝑀𝐴𝐶1  𝐻𝑀𝐴𝐶  𝐶    

   𝑅1          𝑅         )) 

 

   Storage Cost Analysis 

Recall that SS uses intelligent replication to achieve high survivability. According to 

 ,  , and  , SS uses equation (3) to calculate the value of 𝑦  and store each 

share-message of 𝐵𝑖  into 𝑦 different repositories. In the following, we analyze the total 

number of repositories and total storage space required to store 𝐵𝑖  given the condition 

that  ≥     , that is, 𝐵𝑖  can be successfully recovered with probability at least 0.99.  

We use equation (3) to calculate the value of 𝑦 for different combinations of   and 

  such that  ≥      and illustrated the calculation result in Fig. 6. For any value of  , 

𝑦 decreases as   increases. In other words, the number of repositories needed to store 

each share-message can be reduced if each repository of DPES is more secure and relia-
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ble. On the contrary, SS have to duplicate and store each share-message into more repos-

itories for ensuring  ≥      if each repository of DPES is less secure and reliable.  

Fig. 6 also shows that the value of 𝑦 may remain unchanged as   increases for any 

 . That is, dividing 𝐵𝑖  into more share-messages does not mean more repositories are 

needed to store each share-message. The reason is that the desired   can still be 

achieved with the same value of 𝑦. For example, SS only needs to replicate each 

share-message to three different repositories when  ≤  ≤    and  =    . 

 

 
Fig. 6. The number of repositories required to keep each share-message of 𝐵𝑖 for different combinations of   

and   such that  ≥      (that is, 𝐵𝑖 can be successfully recovered with probability at least 0.99). 

 

Fig. 7 illustrates the total number of repositories required to store all share-messages of 

𝐵𝑖  for different combinations of   and   with  ≥     . For any value of  , it is 

clear that the total number of repositories required to store 𝐵𝑖  can be reduced if each 

repository of DEPS is more secure and reliable. Fig. 7 also shows that, for any  , the 

total number of repositories required to store 𝐵𝑖  increases as   increases. The reason is 

obvious because each of the   share-messages of 𝐵𝑖  has to be duplicated and stored 

into 𝑦 repositories. When  𝐵𝑖  is divided into more shares, more repositories are need-

ed. This situation is more apparent when   is low. For instance, the total number of re-

quired repositories only increases by 1.5 times as   increases from 2 to 3 when  =    . 

However, the total number of required repositories increases by 1.69 times as   in-

creases from 2 to 3 when  =    . Therefore, it is not recommended to split 𝐵𝑖  into too 

many shares when each repository of DEPS is less secure and reliable.  
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Fig. 7. The total number of repositories required to store all share-messages of 𝐵𝑖 for different combinations of 

  and   under  ≥     . 

 

Next, we estimate the storage cost of 𝐵𝑖  in bytes. Recall that in DEPS, the 𝑗-th 

share-message of 𝐵𝑖  is (𝑆𝑁𝑗
𝑖  𝐶𝑆𝑗

𝑖 𝑓𝑗
𝑖),  ≤ 𝑗 ≤    , the  -th share-message of 𝐵𝑖  

is  𝑆𝑁𝑛
𝑖  𝑆𝑛

𝑖  𝑓𝑛
𝑖 , and each share-message has 𝑦 replicas, where |𝑆𝑁1

𝑖| = |𝑆𝑁 
𝑖| =  =

|𝑆𝑁𝑛
𝑖 |, |𝑓1

𝑖| = |𝑓 
𝑖| =  = |𝑓𝑛

𝑖|, and |𝑆𝑛
𝑖 | = |𝐵𝑖|. According to equation (2), |𝐶𝑆1

𝑖| =

|𝐶𝑆 
𝑖 | =  = |𝐶𝑆𝑛−1

𝑖 | = (⌈
|𝐵 |

 
⌉   ) ⌈log (   𝐿    )⌉  bits. Hence, the total storage 

cost of 𝐵𝑖  is  

 

𝑦((∑(|𝑆𝑁𝑗
𝑖|  |𝐶𝑆𝑗

𝑖|  |𝑓𝑗
𝑖|)

𝑛−1

𝑗=1

)  (|𝑆𝑁𝑛
𝑖 |  |𝑆𝑛

𝑖 |  |𝑓𝑛
𝑖|)) 

= 𝑦 (|𝑆𝑁1
𝑖|  |𝑓1

𝑖|)  𝑦     |𝐶𝑆1
𝑖|  𝑦|𝑆𝑛

𝑖 |                 
 

= 𝑦 (|𝑆𝑁1
𝑖|   |𝑓1

𝑖|)                                                               

         𝑦     (
(⌈

|𝐵𝑖|
𝐿

⌉   ) ⌈log (   𝐿    )⌉

 
)  𝑦|𝐵𝑖| 

 

bytes. As mentioned earlier, 𝐿 determines the storage cost of 𝐵𝑖 . To analyze the impact 

of 𝐿 on the storage cost of 𝐵𝑖 , we respectively choose five cases with  =   and five 

cases with  =     from Fig. 6 to conduct experiments 1 and 2. Table IV lists all these 

cases. Note that all these cases satisfies  ≥     .  

Let |𝐵𝑖| =      bytes and 𝐿 =   , where  ≤  ≤  . According to Theorem 10, 

𝐶𝑆 ≥      and the probability of guessing 𝐶𝑆 is 
1

      for adversaries. In addition, we 

choose SHA-512 [16] to compute 𝑆𝑁𝑣
𝑖  and 𝑓𝑣

𝑖 ,  ≤ 𝑣 ≤  . Hence, |𝑆𝑁𝑣
𝑖| = |𝑓𝑣

𝑖| =

    bits (i.e., 64 bytes). 

 
TABLE IV 

CASES CONSIDERED IN THE TWO EXPERIMENTS 



JIA-CHUN LIN, SHIUHPYNG SHIEH AND CHIA-WEI HSU 

 

20 

 

Experiment 1 Case 1   =      =   𝑦 =    
Case 2   =      =   𝑦 =    
Case 3   =   7  =   𝑦 =    
Case 4   =      =   𝑦 =    
Case 5   =      =   𝑦 = 3  

Experiment 2 Case 1   =      =   𝑦 =    
Case 2   =      = 3 𝑦 =    
Case 3   =      =   𝑦 =    
Case 4   =      =   𝑦 =    
Case 5   =      =   𝑦 =     

 

Fig. 8 illustrates the total storage cost of 𝐵𝑖  for all the cases of experiment 1 at chosen 

values of  𝐿: (1, 2, 4, 8, 16, 32). For any 𝐿, the total storage cost of 𝐵𝑖  increases as   

decreases, which means that more storage space is required to preserve 𝐵𝑖  for meeting 

 ≥      when each repository of DEPS is less secure and reliable. On the contrary, the 

storage cost of 𝐵𝑖  can be reduced if each repository of DEPS is more secure and reliable. 

Furthermore, we can see that the storage cost of 𝐵𝑖  reduces as 𝐿 increases for all these 

cases. On average, the total storage cost of 𝐵𝑖  reduces by 30% when 𝐿 increases from 

1 to 32. In other words, a larger 𝐿 can save more storage space.  

 

 
Fig. 8. The total storage cost of 𝐵𝑖 for all cases of experiment 1 under different 𝐿 (Note that each case meets 

the condition of  ≥     ). 
 

In Fig. 9, we illustrate the information expansion ratio (IER) of 𝐵𝑖  for these cases 

under different 𝐿, where IER is defined as follows: 

 

   =
 o  l   o  g   o   o  𝐵𝑖   

|𝐵𝑖|
                                                      

= 

𝑦 (|𝑆𝑁1
𝑖|   |𝑓1

𝑖|)  𝑦     (
(⌈

|𝐵𝑖|
𝐿

⌉   ) ⌈log (   𝐿    )⌉

 
)  𝑦|𝐵𝑖|

|𝐵𝑖|
 

 

A higher IER indicates that more storage space is required for 𝐵𝑖 , whereas a lower 

IER indicates less storage space is required for 𝐵𝑖 . From Fig. 9, it is clear that IER of 𝐵𝑖  
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decreases as 𝐿 increases for all these cases. When 𝐿 = 3 , IER of 𝐵𝑖  in case 1, 2, 3, 4, 

and 5 is only 8.78, 6.59, 5.49, 4.39, and 3.29, respectively. In other words, IER of 𝐵𝑖  

approximates to   as 𝐿 increases. Since SS does not compress the  -th share of 𝐵𝑖 , 

the lower bound of IER of 𝐵𝑖  is equal to  . 

 

 
Fig. 9. IER of 𝐵𝑖 for all cases of experiment 1 under different 𝐿 (Note that each case meets the condition of 

 ≥     ). 

 

Fig. 10 and 11 respectively illustrate the total storage cost of 𝐵𝑖  and IER of 𝐵𝑖  for all 

the cases of experiment 2 under 𝐿 =            3 . Similarly, the total storage cost of 

𝐵𝑖  and IER of 𝐵𝑖  decrease as 𝐿 increases for all these cases. The decrease is more ap-

parent for the cases with a larger  . For example, IER of 𝐵𝑖  decreases about 30% when 

𝐿 increases from 1 to 32 in case 1 (in which  =  ), but IER of 𝐵𝑖  decreases about 

63% as 𝐿 increases from 1 to 32 in case 5 (in which  =  ). Consequently, we can see 

that DEPS can effectively reduce the storage cost of 𝐵𝑖  even in the case that 𝐵𝑖  is di-

vided into more shares. 

 

 
Fig. 10. The total storage cost of 𝐵𝑖 for all cases of experiment 2 under different 𝐿 (Note that each case meets 

the condition of  ≥     ). 
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Fig. 11. IER of 𝐵𝑖 for all cases of experiment 2 under different 𝐿 (Note that each case meets the condition of 

 ≥     ). 

 

From the above experiments, we know that choosing 𝐿 as large as possible under the 

premise that 𝐶𝑆 cannot be easily guessed can dramatically reduce the storage cost of 𝐵𝑖  

and may lead to the best case, that is, IER of 𝐵𝑖  approaches to 𝑦. 

5. CONCLUSION 

In this paper, we propose a distributed digital evidence preservation system DEPS to 

preserve digital evidence immediately at the time when it is generated. By using DEPS, 

the chance of digital evidence being compromised, tampered, or destroyed can be dra-

matically reduced, and therefore digital evidence can be preserved and remain intact at 

all times. DEPS can guarantee the integrity of digital evidence for presenting authentic 

and admissible digital evidence. Malicious attacks and unauthorized access to the con-

tents of digital evidence are infeasible since the confidentiality of the digital evidence is 

assured by DEPS. Reliability and fault tolerance of repositories have been taken into 

consideration. DEPS can dynamically and intelligently replicate digital evidence to an 

optimal number of distributed repositories for achieving the desired survivability ac-

cording to the success probability of each repository. Since no complex operations are 

used, DEPS is computational efficient. DEPS can also effectively reduce the storage cost 

of digital evidence while maintaining a high level of security assurance and meeting the 

desired survivability. Therefore, DEPS is practical and adequate for preserving digital 

evidence.  DEPS is a novel preservation system that meets at low cost all four basic 

requirements for digital evidence, namely instantaneity, integrity, confidentiality, and 

survivability. 
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