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This paper presents an anonymous authentication scheme for roaming service in global mobility networks, 
in which the foreign agent cannot obtain the identity information of the mobile user who is sending the 
roaming request. In addition, the home agent does not have to maintain any verification table for 
authenticating the mobile user. We give formal analyses to show that our proposed scheme satisfies the 
security requirements of user anonymity, mutual authentication, session-key security, and perfect forward 
secrecy. Besides, some possible attacks on the proposed scheme are discussed, such as the replay attack, the 
man-in-middle attack, the impersonation attack, and the insider attack. 
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1. INTRODUCTION 
 

A Global Mobility Network (GLOMONET for short) can facilitate a global roaming service, such 
that a mobile user can access various internet resources by using his/her handhold device (e.g., a smart 
phone) anytime and anywhere. Simply to say, there are three kinds of roles in the GLOMONET: the 
mobile user (MU), the home agent (HA), and the foreign agent (FA). Initially, each MU should register 
with a home agent, namely as the HA, within its domain. When an MU is roaming to the domain of a 
foreign agent whom is not the MU having originally registered with, such agent is served as the FA for 
the MU. In the GLOMONET, every pair of agents, i.e., may be served as HA or FA, share a common 
secret key with each other in advance. This shared secret key can be used for the purpose of entity 
authentication and message protection between these two connected agents, i.e., the HA and the FA in 
regarding to a roaming MU. However, the messages or the requests transmitted over the radio waves 
between the MU and the FA are publicly accessible. Except for basic authentication requirement, this 
gives rise to the needs of additional security requirements for user anonymity (or privacy protection) and 
message protection in the GLOMONET. 

In 2004, Zhu and Ma [1] proposed an authentication scheme providing user anonymity in the 
GLOMONET. They claimed that in the proposed scheme FA cannot obtain MU’s identity embedded in 
the service requests. Lately, Lee et al. [2] pointed out that the identity of MU could be exposed to FA in 
Zhu and Ma’s scheme, and they further proposed an enforced scheme to resolve it. However, Wu et al. 
[3] demonstrated that Lee et al.’s enforced scheme [2] still cannot satisfy the properties of user anonymity 
and backward secrecy. Since then, several improvements or variants of the original Zhu and Ma’s scheme 
have been developed. Basically, there are three kinds of approaches to design authentication schemes for 
Roaming Service. In the first kind of approach [4-6], the communication parties sometimes encrypt their 
transmitted messages by using asymmetric cryptosystems, and sometimes encrypt their transmitted 
messages by using symmetric cryptosystems. However, the asymmetric-cryptosystems are costly in 
computational requirements and bandwidth for mobile devices in the GLOMONET. The second kind of 
approach [7-11] allows the communication parties to encrypt their transmitted messages by using the 
exclusive-or operation, and the third kind of approach [12-15] allows the communication parties to 
encrypt their transmitted messages by using symmetric cryptosystems. They are more efficient, but most 
*This work is supported partially by National Science Council under the Grant 98-2221-E-011-073-MY3 and 99-2218-E- 011-
011, and Taiwan Information Security Center (TWISC), NSC 100-2219-E-011-002. 
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of them cannot achieve some important security requirements, forward secrecy especially. To earn cost 
effectiveness and to achieve security robustness are two major design principles regarding to the key 
establishment issues for authentication schemes.  

In this paper, we propose a provably secure anonymous authentication scheme for roaming service 
in the GLOMONET. Like the authentication scheme proposed by Chen et al. [12], our proposed 
anonymous authentication scheme adopts the password-based approach and allows the MUs to change 
their passwords freely. Moreover, there is no password table or verification table required by the HA (or 
the FA) for authenticating the connected MUs. Based upon the adversary models defined by Canetti and 
Krawczyk [16], we also show that our proposed scheme satisfies the following security properties [10, 
11, 12]: 
• User Anonymity: Except for the HA whom the MU has registered with, any third party cannot learn 
about the identity of the roaming MU. 
• Mutual Authentication: Any two communicating parties, i.e., the MU, the FA and the HA, can 

authenticate each other. 
• Session-key Security: An adversary cannot learn about anything about a session key shared by the MU 

and the FA, even though the adversary obtains their past session keys. This property is also known as 
“Backward Secrecy” of session keys. 

• Perfect Forward Secrecy: An adversary cannot compromise the past session keys shared by the MU 
and the FA, even though the adversary has compromised the long-term secret keys held by the MU or 
the FA. 

• Replay-attack Resistance: An adversary cannot successfully replay the intercepted messages 
transmitted between any two communicating parties without detection. 

• Man-in-middle-attack Resistance: An adversary cannot successfully mount an independent 
connection and relay the messages between any two communicating parties to let them believe that 
they are communicating directly to each other. 

• Impersonation-attack Resistance: An adversary cannot successfully impersonate an MU, an FA or 
an HA to cheat the other. 

• Insider-attack Resistance: A malicious HA cannot conspire with another MU to impersonate a 
roaming MU to authenticate with an FA for session key establishment, although the HA knows the 
MU’s original password. 

 

2. PRELIMINARIES 

In this section, we first introduce the adversary models defined by Canetti and Krawczyk [16], and 
then present a nonce-based message transmission authenticator (MT-authenticator for short) modified 
from the framework proposed by Bellare et al. [17]. This modified nonce-based MT-authenticator will 
be used as the basic construction of our proposed anonymous authentication scheme. 

 
 
2.1 Canetti and Krawczyk’s Adversary Models 
 

Consider the situation that a set of communicating parties concurrently carry out multiple executions 
of a message-driven protocol controlled by an adversary. In such situation, two kinds of adversary models 
are addressed [16]: the unauthenticated-links model and the authenticated-links model. We use the key 
exchange protocol by example to illustrate these two adversary models. Suppose that one party  with 
the identity  serves as the initiator, and the other party  with the identity  serves as the 
responder. The input data to the key exchange protocol associated to  and  are represented in the 
form of , , ,  and , , , , respectively, where  is a session 
identifier. We say that the session associated to  and the session associated to  are matching if 
their session identifiers are identical. Details of the adversary models are described as follows. 
• Unauthenticated-links Model: In this model, there exists a probabilistic polynomial-time attacker, 

denoted by , who can control the communication links and the schedule for all protocol events. That 
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is,  can modify the transmitted messages, inject some messages, and re-schedule the initiation of the 
protocol and the subsequent message transmission in the protocol. To gain the advantage from the 
game,  can send the following queries to the game simulator: 
- Session-state Reveal:  submits a party’s identity and an incomplete session identifier and learns 
the state of the session. Note that  cannot learn any long-term secret information or master keys 
held by the party. 

- Session-key Query:  submits a party’s identity and a complete session identifier, and learns the 
session key in the intended session. 

- Session Expiration:  submits a party’s identity and a complete session identifier for letting the 
simulator erase the session key and related session states. This query captures the notion of perfect 
forward secrecy. 

- Party-corruption Query:  decides to corrupt a party and learns all secret information or master 
keys of the party, and then completely controls the party. After that, the party cannot be activated. 

 
• Authenticated-links Model: This model is applicable to the case that the attacker does not have the 

capability to inject or modify the transmitted messages. In other words, there exists a probabilistic 
polynomial-time attacker, denoted by , who is restricted to only can deliver messages generated 
from one of the communicating parties to the other one. 

 
Note that the adversary models defined above are usually used to formally analyze the security of a 

key exchange protocol, in which two parties communicate with each other for obtaining a session key 
upon the protocol completion. Denote  a message-driven protocol in the authenticated-links model, 
and  a message-driven protocol in the unauthenticated-links model. Let  be the interaction that an 
adversary  interacts with  in the unauthenticated-links model. Let  be the interaction that an 
adversary  interacts with  in the authenticated-links model. In essence, these two interactions X and 
Y are computationally indistinguishable to any outsider of the protocol. This implies that the adversary 

 has the ability to emulate  to be  in the unauthenticated-links model. 
 
 

2.2 Nonce-based MT-authenticator 
 

In accordance with the well-known Challenge-Response approach, we present a nonce-based MT-
authenticator in the following. Let  with the identity  and   with the identity  be two 
communicating parties. It is assumed that  and  share a common secret key  in advance. To 
authenticate each other,  and  cooperatively perform the authenticator  by the following steps: 
Step 1: Initially,  chooses a message , and then generates a nonce  and computes ∥ 

∥ , where ∥ is a concatenation operator and  is regarded as a MAC algorithm with the 
secret key SK for generating a message authentication code for . After that,  sends , , 

∥ 	 ∥   as a challenge to . Here, ∥  ∥   is regarded as a message 
authentication code for m. 

Step 2: Upon receiving the challenge,  first checks the validity of , i.e., if it is used only once. If   
 is used before, then aborts the process. Otherwise,  computes ∥ ∥  and checks if 

the computed result is identical to the received one. If it is, then  confirms that the challenge is 
indeed sent by , otherwise aborts the process. Afterwards,  chooses a message , then 
generates a nonce  and computes ∥ 1 ∥ ∥ , and sends , , ∥

1 ∥ ∥  as a response to . Here, ∥ 1 ∥ ∥  is regarded as a message 
authentication code for . 

Step 3: Upon receiving the response,  first checks the validity of . If   is used before, then 
aborts the process. Otherwise,  computes ∥ 1 ∥ ∥  and checks if the computed 
result is identical to the received one. If it is, then  confirms that the response is indeed sent by ; 
otherwise aborts the process.  

 
Theorem 1 The authenticator  is an MT-authenticator if the MAC algorithm is secure against the 
chosen message attack.  

 



KUO-YANG WU, KUO-YU TSAI, TZONG-CHEN WU AND KOUICHI SAKURAI 

4 
 

The encouraged reader may refer the detailed proof of Theorem 1 in the literature [16, 17]. It has 
shown that the authenticator  is a realization of MT-authenticator based on different cryptographic 
functions, such as digital signature, message authentication code, and public-key encryption, etc. By 
applying the same idea, we may construct a varied authenticator to secure a key exchange protocol in the 
unauthenticated-links model. Recall that the modified nonce-based MT-authenticator stated above will 
be used as the basic construction of our proposed anonymous authentication scheme for resisting the 
possible attacks, such as the replay attack, the man-in-middle attack, the impersonation attack, and the 
insider attack. 

3. OUR PROPOSED SCHEME 

The system model of our proposed scheme is elaborated from the model developed by Mun et al.’s 
[10], which consists of five phases: System Setup, Registration, Authentication and Session Key 
Establishment, Session Key Update, and Password Change. Denote by MU the mobile user, HA the 
home agent, and FA the foreign agent. Note that all agents are setup to be the HA initially, and every pair 
of agents share a common secret key after the system setup. Any HA will be served as an FA for the 
roaming MUs that are out of their original domains in the GLOMONET. Details of these phases are 
described in the following. 
 
System Setup Phase: For system setup, the following system parameters are defined: 

,   Large prime numbers, e.g., more than 180 bit-length.  
  An elliptic curve over a finite field  defined by , where , ∈

, and 4 0. 
  An additive group of order , where  is a subgroup for the group of points on . 
  A base point (or generator) of order  on . 
 A one-way hash function defined as : 0,1 ∗ → 0,1 , where  is a security 

parameter for resisting the exhaustive search attack in practice. 
 A one-way hash function defined as : → 0,1 , where  is a security parameter

for resisting the exhaustive search attack in practice. 
 

The system parameters are made public. Afterwards, each HA chooses a long-term secret key  for 
itself, and a secret key  shared with the other HA. Denote by  the secret key shared by the 
home agents  and . At the end of system setup, the HA can accept the registration from the 
subordinated MUs within its original domain. 
 
Registration Phase: Upon receiving the registration request from a subordinated MU, the HA computes 
a password  and its corresponding authentic information  and  in the form of:  
 

∥ ∥  
∥ ∥  

⊕ ⊕  
 
where  is randomly chosen, and ⊕ is the XOR operator. After that, the registering MU stores 

 and  into a tamper-proof memory of his/her own mobile device. Note that the MU and the HA 
should perform the registration procedure via a secure channel. The registration procedure (see Fig. 1) is 
listed as follows: 
1. MU → HA:  
2. HA → MU: , , ,  
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Fig. 1 Registration Phase 
 
Authentication and Session Key Establishment Phase: For simplicity, consider the scenario that a 
roaming mobile user MU, originally registered with his/her home agent HA, attempts to request a service 
from a nearby foreign agent FA in the GLOMONET. The participants, i.e., the MU, the HA, and the FA, 
cooperatively perform the following procedure (see Fig. 2): 
 
Step 1: The MU first submits his/her identity  and password  to the own mobile device, 

and then generates an authentic information as ⊕ ⊕ , where  and 
 are retrieved from the tamper-proof memory of the own mobile device. Afterwards, the MU 

generates a nonce , randomly chooses an integer ∈  and computes  on E. After that, 
the MU computes , and sends the roaming service request , , , , , 

 to the FA, where 
∥ ∥ ∥ ∥ ∥ . 

 
1. MU → FA: , , , , ,  

 
Step 2: Upon receiving the roaming service request from the MU of the foreign domain supervised by 

the HA, the FA generates a nonce , randomly chooses an integer ∈  and then computes 
 on E. After that, the FA computes , and then sends , , , , , , 

,  to the HA for authenticating the MU, where  
 ∥ ∥ ∥ ∥ ∥ . 

Note that  is the secret key shared between the HA and the FA in advance. 
 

2. FA → HA: , , , , , , ,  
 

Step 3: For anonymously authenticating the roaming MU that attempts to access to the FA, the HA first 
computes ′  ∥ ∥  ∥  ∥  ∥  , and then checks if 

′ . If it does not hold, then aborts the process; otherwise the HA confirms the 
identification of the FA. Afterwards, the HA computes ′  ′ ∥ ∥ ∥ ∥ 

∥ , where ′ ∥ ∥ , and  is the long-term secret key of HA, and 
then checks if ′ . If it does not hold, then aborts the process; otherwise the HA 
confirms that the MU is a legal mobile user with anonymity and accepts his/her roaming request. After 
that, the HA generates a nonce  and computes 1  and 2 , and then returns , 

, , , , , 1 , 2  to the FA, where 
1  ∥ ∥ ∥ ∥ ∥  
2  ′ ∥ ∥ ∥ ∥ ∥  

 
3. HA → FA: , , , , , , 1 , 2   

 
Step 4: Upon receiving the confirmation from the HA, the FA computes 1′  ∥ 

∥ ∥ ∥ ∥  and checks if 1′ 1 . If it holds, then the FA 
confirms that the roaming MU is a legal but anonymous mobile user successfully verified by the HA; 
otherwise aborts the process. Afterwards, the FA computes a session key shared with the MU in the 
form of  and returns , , , , , 2 ,  to the 
MU, where ∥ ∥ ∥ .  

 

Secure Channel

Secure Channel
7.{IDHA, PWMU, CMU, RMU} 
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4. FA → MU: , , , , , 2 ,  
 

Step 5: When receiving the confirmation from the FA, the MU computes 2′  ∥ ∥ 
∥ ∥ ∥  and checks if 2′  2 . If it does not hold, then aborts 

the process; otherwise, the MU obtains the session key shared with the FA in the form of ′
. Furthermore, the MU can confirm the obtained session key by checking if ′ ∥

∥ ∥  . 
 

MU 
MUTGenerate 1.  
MUN Generate .2  
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Fig. 2 Authentication and Session Key Establishment Phase 

 

Session Key Update Phase: The MU and the FA can further renew the shared session key when the MU 
still stays within the domain of the FA for enforcing the security of their message transmission in the 
subsequent sessions. Suppose that the MU and the FA wants to renew the session key at the ith (for i = 
2, 3, …) session. First of all, the MU randomly chooses an integer  and computes . Then, the MU 
computes " ∥  with the session key, where  is 

6.IDHA, IDFA, NMU, RMU, b1Q, MACMU 

11. IDFA, NMU, NFA, RMU, b1Q, a1Q, MACMU, MACFA 

19. IDFA, NMU, NFA, NHA, a1Q, b1Q, MAC1HA, MAC2HA 

23.IDFA, NMU, NFA, NHA, a1Q, MAC2HA, MACFM 
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the session key used in the 1  session. Finally, the MU sends  and " 	to the FA. 
Upon receiving , " , the FA computes ′′′  ∥  and 
checks if ′′′ " . If it holds, then the FA confirms that the received  is chosen by 
the MU and accepts his/her session key update request; otherwise aborts the process. At this time., the 
FA randomly chooses ∈ , computes a new session key and its message authentication code in the 
form of ′  and ′  ′ ∥  ∥  ∥   
for key confirmation, where  is the session key used in the (i-1)-th session, and returns 

, ′  to the MU. Afterwards, the MU obtains the new session key ′  and 
checks if ′ ∥ ∥ ∥  = ′  for session key confirmation 
(see Fig. 3).  
1. MU → FA: , "  
2. FA → MU: , ′  
 

MU FA
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Fig. 3 Session Key Update Phase 
 
Password Change Phase: If the MU wants to change his/her original password  to a new one 

′ , he/she only needs to replace  by ′ ⊕ ⊕ ′  without participation 
of the HA. If the MU forgets his/her old password, then he/she needs to register with the HA again to get 
a new password. 

4. SECURITY ANALYSIS 

Based on the intractability of solving the Elliptic Curve Computational Diffie-Hellman problem 
(EC-CDHP for short) [19, 20] and reversing the One-Way Hash Function (OWHF for short) [21], we 
will give a formal analysis to show that our proposed scheme can achieve the security requirements of 
user anonymity, mutual authentication, session-key security, perfect forward secrecy, replay-attack 
resistance, man-in-middle-attack resistance, impersonation-attack resistance, and insider-attack 
resistance. 

 
Definition 1. Elliptic Curve Computational Diffie-Hellman Problem (EC-CDHP): Given , ,  
in , it is computational infeasible to compute .  

 
Definition 2. One-way hash function (OWHF): Let  be a one-way hash function. (1) Given a hashing 
value , it is computationally infeasible to derive the value of m. (2) It is computationally infeasible 
to find different values  and ′ satisfying .  

 
 

4. {biQ, MAC"MU} 

9. {aiQ, MAC'FM} 
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Theorem 2. Our proposed scheme achieves user anonymity in the unauthenticated-links model if the 
advantage ,  for an adversary  is negligible in the unauthenticated-links model.  
Proof: Let  be an adversary in the unauthenticated-links model, and	  be a simulator that generates 
the system parameters for a given security parameter . According the simulation defined in Section 2.1, 
the identity of the MU is embedded in ∥ ∥ ∥ ∥ ∥ , 
where ∥ ∥  and ⊕ ⊕ . However, based on the 
intractability of reversing OWHF, it is computationally infeasible to obtain  from , even 
though  knows  and . Hence, the advantage ,  for  is negligible in the 
unauthenticated-links model. This implies that our proposed scheme achieves user anonymity in the 
unauthenticated-links model.  Q.E.D. 

 
Theorem 3. Our proposed scheme is session-key secure in both the authenticated-links model and the 
unauthenticated-links model.  
Proof: Let  be an adversary in an authenticated-links model, and  be a simulator that generates the 
system parameters for a given security parameter l. Given , ,  for some a and b, the goal of  
is to output . To do that,  can send the queries defined in Section 2.1 to  for obtaining the 
session key . However, based on the intractability of EC-CDHP, it is computationally 
infeasible to obtain  for given  and . Hence, the advantage ,  for  is 
negligible in the authenticated-links model. That is, our proposed scheme is session-key secure in the 
authenticated-links model. Furthermore, by Theorems 1 and 2, the advantage ,  for an 
adversary  is also negligible in the unauthenticated-links model. This implies that our proposed 
scheme is also session-key secure in the unauthenticated model.  Q.E.D. 

 
Theorem 4. Our proposed scheme is perfect forward secure in the unauthenticated-links model if the 
advantage ,  for an adversary  is negligible in the unauthenticated-links model.  
Proof: Let  be an adversary in the unauthenticated-links model and	  be a simulator that generates 
the system parameters for a given security parameter . According to the adversary models defined in 
Section 2.1, it is assumed that  has compromised the long-term secret keys held by the MU or the FA 
before the session expires. Under this assumption,  still has to face the intractability of EC-CDHP to 
obtain  for given  and . That means  cannot compromise the past session keys 
shared by the MU and the FA. Hence, the advantage ,  for  is negligible in the 
unauthenticated-links model. This implies that our proposed scheme achieves perfect forward secrecy in 
the unauthenticated-links model.  Q.E.D. 

 
In the following, we will discuss how can our proposed scheme achieve mutual authentication 

between any two communicating parties (i.e., MU, FA or HA), and resist possible attacks such as the 
replay attack, the man-in-middle attack, the impersonation attack, and the insider attack. 
 
Mutual Authentication: Recall the simplified steps listed in Authentication and Key Establishment 
phase:   
1. MU → FA:  , , , , ,  
2. FA → HA:  , , , , , , ,  
3. HA → FA:  , , , , , , 1 , 2  
4. FA → MU:  , , , , , 2 ,  
It is to see that the HA can authenticate the MU if the received  is successfully verified by Step 
2, while the MU can authenticate the HA if the received 2  is successfully verified by Step 4. 
Next, the HA can authenticate the FA if the received  is successfully verified by Step 2, while 
the FA can authenticate the HA if the received 1  is successfully verified by Step 3. This implies 
that if the HA has authenticated the FA and returns 1  in Step 3, then the FA can further 
authenticate the MU indirectly. With the same reason, if the HA has authenticated the FA and returns 

2  in Step 4, then the MU can further authenticate the FA indirectly. Hence, our scheme can 
achieve mutual authentication for any two communicating parties among the MU, the HA and the FA. 
 
Replay-attack Resistance: In our proposed scheme, all MACs in the transmitted messages are 
constructed from a keyed hash function using time-variant nonces as its input. The attempt to replay these 
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transmitted messages without refreshing the corresponding MACs will be successfully checked out by 
any side of the communicating parties. 
 
Man-in-middle-attack Resistance: To succeed such attack, the attacker has to mount an independent 
connection and relay the transmitted messages between the communicating parties, i.e., the MU, the FA 
and the HA, to let them believe that they are talking directly to each other in the unauthenticated-links 
model. However, each step of session key establishment cannot be preceded unless the authentication of 
the target party has done. Thus, the attacker cannot succeed to launch such attack without detection.  
 
Impersonation-attack Resistance: The attacker cannot impersonate an MU to cheat an HA or an FA, 
unless he/she knows both the MU’s password  and its associated authentic information  
stored in the tamper-proof device in advance. If the attacker attempts to impersonate an HA or an FA to 
cheat another communicating target party, he/she needs to first compromise the long-term secret key  
held by the HA or the secret key  shared between the HA and the FA. However, the security of 
these secret keys is based on the intractability of solving the EC-CDHP and reversing the OWHF. 
 
Insider-attack Resistance: In our proposed scheme, the HA does not require or maintain any password 
table or verification table for its subordinated MUs. Actually, the HA who may be serving as an insider 
attacker knows the MU’s original password during the Registration phase. However, such security leak 
could be further enforced by the Password Change phase without participation of the HA. Once the 
original password of the registered MU has been changed, the associated authentic information  
stored in the MU’s own mobile device will be updated in accordance. This implies that the HA cannot 
conspire with another MU to impersonate some target MU successfully if the original password of the 
target MU has been changed. 

5. FUNCTIONALITY COMPARISON AND PERFORMANCE EVALUATION 

In this section, we will compare our proposed scheme with some previous works in terms of their 
functionality, security achievement, and performance evaluation. Table 1 and Table 2 show the 
comparisons of operational functionality and security achievement, respectively, among our proposed 
scheme and some well-known works proposed in [3, 4, 7, 8, 10, 12, 13, 14]. From Table 2, it can be seen 
that only our proposed scheme and He et al.’s scheme [13] can achieve the same security requirements. 
He et al.’s scheme [4] and Chen et al.’s scheme [12] cannot achieve perfect forward secrecy because 
both of them employ a symmetric encryption algorithm to encrypt the secret information for generating 
the session key. However, this will come to a result that an adversary can obtain the secret information 
and further derive the shared session keys if the adversary compromise the long-term secret key held by 
the HA.  

 
Table 1. Operational Functionality Comparison 

 
Ours 

Wu et al.’s  
[3] 

He et al.’s  
[4] 

Chang et al’s  
[7] 

Hsiang & 
Shih’s [8]

Mun et al.’s 
[10] 

Chen et al.’s  
[12] 

He et al.’s 
[13] 

Xie et al.’s 
[14] 

F1 Yes Yes Yes Yes Yes Yes Yes Yes Yes 
F2 Yes Yes Yes Yes Yes No Yes Yes Yes 
F3 Yes Yes Yes No Yes Yes Yes Yes Yes 
F4 Yes No Yes No Yes No Yes Yes Yes 
F5 Yes Yes Yes No No Yes Yes No No 

F1: single registration 
F2: no verification table required 
F3: no password table required 
F4: freely update password 

F5: periodically update session keys 
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Table 2. Security Achievement Comparison 
 

Ours 
Wu et al.’s  

[3] 
He et al.’s  

[4] 
Chang et al’s  

[7] 
Hsiang & 
Shih’s [8]

Mun et al.’s 
[10] 

Chen et al.’s  
[12] 

He et al.’s 
[13] 

Xie et al.’s 
[14] 

S1 Yes No Yes No No Yes Yes Yes Yes 
S2 Yes Yes Yes Yes No Yes Yes Yes Yes 
S3 Yes Yes Yes Yes Yes Yes Yes Yes Yes 
S4 Yes No Yes Yes No Yes Yes Yes No 
S5 Yes No Yes No Yes No Yes Yes Yes 
S6 Yes No Yes Yes Yes No Yes Yes Yes 
S7 Yes No Yes Yes Yes No Yes Yes Yes 
S8 Yes No No No No No No Yes Yes 

S1: user anonymity 
S2: mutual authentication 
S3: session key security 
S4: resistance to impersonation attacks 

S5: resistance to insider attacks 

S6: resistance to replay attacks 
S7: resistance to man-in-middle attacks 

S8: perfect forward secrecy 

 
Since our proposed scheme, He et al.’s scheme [4], Chen et al.’s scheme [12], He et al.’s scheme 

[13], and Xie et al.’s scheme [14] achieve the most security requirements as compared with other 
previous works, we only list the comparison of performance evaluation in Table 3. However, He et al.’s 
scheme [4], He et al.’s scheme [13], and Xie et al.’s scheme [14] do not provide session key update. For 
simplicity of performance evaluation, the following symbols are used: 
 

  the time for executing one asymmetric encryption/decryption operation. 
  the time for executing one symmetric encryption/decryption operation. 
  the time for executing one elliptic curve scalar multiplication operation. 
  the time for executing one modular exponentiation operation. 

  the time for executing one hash function operation. 
 

Note that our proposed scheme is slightly outperformed, and achieves additional security 
requirement of perfect forward secrecy, which is lack of in He et al.’s scheme [4] and Chen et al.’s 
scheme [12]. 
 
 

Table 3. Performance Evaluation Comparison 
Registration Phase 

   MU          FA            HA          
Ours   0   0  3  
He et al.’s [4] 6   0  +2  
Chen et al.’s [12]  4    0   +  
He et al.’s [13] 2   0 + +  
Xie et al.’s [14]    0  
Authentication and Session Key Establishment Phase 

   MU          FA            HA          
Ours   2 +6         2 +5         5          
He et al.’s [4]  2 +7  3 +  4 +2 +2  
Chen et al.’s [12]  2 +7    2 +3    3 +5  
He et al.’s [13] 3 +2 5  2 +3 2  +3 2  
Xie et al.’s [14] 3 +2 3  2 +2  +3 3  
Session Key Update Phase 

  MU          FA            HA          
Ours   2 5    2 5    0 
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He et al.’s [4] N/A N/A N/A 
Chen et al.’s [12]  2       0  
He et al.’s [13] N/A N/A N/A 
Xie et al.’s [14] N/A N/A N/A 
Password Change Phase 

   MU          FA            HA         
Ours   0   0   0  
He et al.’s [4]  7   0   0  
Chen et al.’s [12]  7    0   0  
He et al.’s [13] 4   0   0  
Xie et al.’s [14] 2   0   0  

 

6. CONCLUSIONS 

We have proposed a secure anonymous authentication scheme for roaming service in GLOMONET 
in which the HA or the FA do not maintain any password table or verification table. We also give a 
formal analysis to show that our proposed scheme achieves the security requirements of user anonymity, 
mutual authentication, session-key security, perfect forward secrecy, replay-attack resistance, man-in-
middle-attack resistance, impersonation-attack resistance, and insider-attacker resistance. From the 
comparison with some well-known previous works in terms of operational functionality and security 
requirements, our proposed scheme is applicable to practical applications. 
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