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Certificateless cryptography is a well-known system to avoid the key escrow prob-

lem of identity-based cryptography. Since it was introduced by Al-Riyami and Paterson 

in 2003, plenty of schemes and security models had been presented and discussed. Par-

ticularly, certificateless signature (CLS) is the most lightened to attract research attention. 

In the literature works, Hu et al. introduced generic construction and security model that 

can satisfy non-repudiation. On the other hand, Huang et al. simulated possible attacks 

and defined more complete security models of CLS for existential unforgeability, and 

they sorted adversaries into normal, strong, and super adversaries (ordered by their attack 

powers). In this paper, we consider the security of CLS schemes regarding both of exis-

tential unforgeability and non-repudiation. We not only show the weaknesses of two CLS 

schemes of Fan et al. [J. Inf. Sci. Eng., vol. 27, 2011] and Xiong et al. [Inf. Sci., vol. 219, 

2013], but also point out the loopholes of their security proofs. Hence, we improve the 

weaknesses and loopholes by proposing a new certificateless short signature with low 

bandwidth. The proposed scheme is provably secure against the super adversaries and 

reaches the highest security level. 

 

 

Keywords: certificateless public key cryptography, certificateless signature, short signa-
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1. INTRODUCTION 
 

Public key cryptography is widespread-adoptable to realize secure communications 

or networks services between a sender and a receiver if the sender and the receiver do 

not have any shared key. One of important issues is the authenticity of public keys, 

where the sender must ensure the public key is the receiver’s. A straightforward method 

for public key authentication relies on a public key infrastructure (PKI). Generally, a 

trusted entity of PKI-based systems, referred to as a certification authority (CA), must 
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maintain the certificates binding users and their public keys. Moreover, the CA has to 

manage these certificates through certificate revocations and verifications. That is a quite 

costly task for the CA in reality. At least, the PKI-based systems are not good at wireless 

networks. 

To overcome the aforementioned problem, identity-based (ID-based) cryptography 

[9] was presented for simplifying the certificate management in PKI-based systems. Cer-

tificates of the public keys are withdrawn in an ID-based system. However, the unique 

personal information would be the user’s public key such as an e-mail address. Espe-

cially, a trusted third party, a private key generator (PKG), must be devoted of generat-

ing private keys for all users. Therefore the PKG decides and takes a master secret key, 

and then sets the master public key accordingly. Each user can obtain a private key gen-

erated by the PKG. Unfortunately, the ID-based system still incurs the key escrow prob-

lem despite the lack of certificates, which means that the PKG has all of users’ private 

keys. 

The notion of certificateless public key cryptography (CL-PKC) was first intro-

duced by Al-Riyami and Paterson [1] to solve the key escrow problem of ID-based sys-

tems. Certificates of public keys are no longer required in a certificateless system. A 

semi-trusted third party, a key generation center (KGC), only generates partial private 

keys. The KGC sets a master secret key and then sets the master public key. Each user 

will obtain a partial private key from KGC. Therefore the user’s full private key consists 

of his partial private key and secret value designated by himself. This is, in the certifi-

cateless system, the key escrow problem will be removed due to the partial private keys. 
Plenty of CL-PKC schemes and protocols have been proposed in the last few years. 

Particularly, certificateless signatures (CLSs) have drawn the significant attention of the 
research community [2, 3, 4, 5, 8, 9]. On the security for existential unforgeability, two 
different types of adversaries are defined under the security models of CLS: the Type I 
and Type II adversaries. The Type I adversary acts as the outsider who can replace pub-
lic keys but cannot access the master secret key. The Type II adversary plays a role of 
the KGC whose attack ability is opposite to the Type I adversary. However, on the secu-
rity for non-repudiation, the authenticity of public keys must be guaranteed, which is 
done by a trusted third party (TTP). In 1991, Girault defined three trust levels for a TTP 
[6], where the higher the trusted level of the TTP is, the stronger the security of the 
cryptographic scheme is. 

In the literature, Hu et al. [8] broke the construction of Yum and Lee [14]. They 
considered the security issue, non-repudiation, in CLS schemes, and then gave a generic 
improved construction and defined a security model for proving non-repudiation. On the 
other hand, Huang et al. [9] took a few possible attacks into consideration narrowly, and 
thus defined the security models of CLS for existential unforgeability. They classify ad-
versaries into normal, strong, and super adversaries (ordered by their power of attacks). 
Difference within those adversaries is the signature oracle which can be queried. For 
example, the super signature oracle, queried by the super adversary, is more powerful 
than the strong signature oracle. In general, two types of adversaries with three kinds of 
power of attacks could be directly transformed into six kinds of the adversaries such as 
the Normal, Strong, or Super Type I or II adversary. 

Contributions of this paper are two-fold. Firstly, we have found two CLS schemes, 

respectively proposed by Fan et al. [5] and Xiong et al. [13], are not as secure as the au-

thors claimed. By bringing the weaknesses to light, Fan et al.’s scheme is insecure 

against the Normal Type I adversary, and Xiong et al.’s is insecure against the Normal 
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Type II adversary. In fact, the security of those schemes had been analyzed with the 

formal security proofs, so we not only show the weaknesses, but also reveal what the 

problems or loopholes are in their proofs. Secondly, we propose a certificateless signa-

ture scheme achieving non-repudiation to remedy the above weaknesses. The proposed 

scheme is a short signature that requires low bandwidth. On the security, our scheme 

achieves the strongest security level, which is provably secure against the Super Type I 

and II adversaries. 

The rest of the paper is organized as follows. In next section, we briefly describe the 

preliminaries including bilinear pairing, Girault’s trust levels, and the generic constructions 

and security models of CLS. In Section 3, we review Fan et al. and Xiong et al.’s CLS 

schemes, and point out the weaknesses of their schemes and the loopholes of the security 

proofs. The proposed scheme is shown in Section 4, together with its formal security 

proof. We also give comparisons among some schemes and ours. Finally, conclusions 

are given in Section 5. 

2. CERTIFICATELESS SIGNATURES 

2.1 Generic Construction of Certificateless Signature 

 

A certificateless signature scheme normally involves three entities, the KGC, a us-

er/signer, and a verifier. It consists of the following seven algorithms: , 

, , , , , 

and : 

: This algorithm, run by the KGC, takes a security parameter as an input, and 

then returns the master secret key, , and system parameter, . (The master 

public key, , is a part of the system parameter.) 

: This algorithm, run by the KGC, takes ,  

and a user’s identity  as inputs. It generates a partial-private-key , and sends it to 

the user via a secure channel. 

: This algorithm, run by a user, returns a secret value, . 

: This algorithm, run by a user, takes the user’s partial-private-key 

 and the secret value  as inputs, then returns the user’s full secret key, . 

: This algorithm, run by a user, takes  and the user’s full 

secret key as inputs, and returns a public key  for the user. 

: This algorithm, run by a signer/user, takes , a message , and the 

user’s full secret key, , as inputs. It then generates  as the signature. 

: This algorithm, run by a verifier, takes , a public key , a mes-

sage , a user’s , and a signature  as inputs. It returns 1 as the verifier accepts the 

signature if  is the signature of the message , the public key , and the user with 

. It returns 0 if not. 
 

2.2 Security Models of Certificateless Signature (Existential Unforgeability) 

 

Since Al-Riyami and Paterson first introduced the notion of certificateless public 

key cryptography [1], many research works for CL-PKC have been presented; particu-
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larly, the adversaries and their attack power. In general, taking the security for existential 

unforgeability into account, two types of adversaries are in CL-PKC: the Type I and the 

Type II adversaries. The Type I adversary, , acts as the outsider who can replace 

public keys but cannot access the master secret key. The Type II adversary, , acts as 

the KGC which can access the master secret key but cannot replace public keys. Now we 

will describe the adversaries’ attack powers and activities which are usually considered 

to be oracles in CL-PKC [1, 4, 9]. The following three oracles can be accessed by Type I 

and II adversaries. 

1. Create-User: This oracle takes  as an input. Nothing will be returned by the ora-

cle if  has been created before. Otherwise, it will get the partial-private-key , 

the secret value , and the public key  by performing 

, , and  for . Even-

tually, it adds  to K-list and returns . 

2. Public-Key-Replace: This oracle takes  as an input, where  has been 

created. Here,  denotes that the adversary does not provide the corresponding se-

cret value  for . It will replace the ’s public key with the new public key 

 to update K-list. 

3. Secret-Value-Extract: This oracle takes  as an input. It will return  from 

K-list. 

 However, there is another oracle, Partial-Private-Key-Extract, which can be ac-

cessed by Type I adversaries only. Partial-Private-Key-Extract takes  as an input, 

and will return  from K-list. Now we introduce the most special oracle in certifi-

cateless signatures, the signature oracle (as Sign oracle, for short). Huang et al. [9] 

deeply considered this issue about Sign oracles, and defined three kinds of Sign oracles 

as known as Normal-Sign, Strong-Sign, and Super-Sign. In this paper, we only con-

sider Normal-Sign and Super-Sign to build security models. 

 Normal-Sign: This oracle takes  and a message  as inputs, then returns the 

signature . However, it cannot return  if the public key of  has been replaced. 

 Super-Sign: This oracle takes  and a message  as inputs, then returns the sig-

nature , where ’s public key can be replaced. 

As a result, Super-Sign is more powerful than Normal-Sign in practice. However, we 

will describe the security models for existential unforgeability. We adopt the following 

security games to simulate different types of adversaries interacting with a challenger . 

 

(Game Normal I) Existential unforgeability simulation game for the Normal 

Type I adversary. The unforgeability of a CLS scheme against the adaptive chosen 

message and identity the Normal Type I adversary is defined by the following game:  

Setup: The challenger  runs the algorithm , and then returns the system 

parameters param including the master public key to . 

Query:  can adaptively send queries to Create-User, Public-Key-Replace, 

Secret-Value-Extract, Partial-Private-Key-Extract, and Normal-Sign. 

Forgery:  outputs a forgery .  is said to win the game if the 

following conditions hold. 

  where  is the ’s current public 

key. 

  has never submitted to Normal-Sign. 
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  has never submitted to Secret-Value-Extract or Partial-Private-Key-Extract. 

 

Definition 1. (Existential unforgeability against the Normal Type I adversary) Let 

 to be the probability of a Normal Type I adaptively chosen message and chosen 

identity adversary  wins in the above game, taken over the coin tosses made by  

and the challenger. We say a certificateless signature scheme is secure against the Nor-

mal Type I adversary, if, for all probabilistic polynomial-time (PPT) adversary , the 

success probability  is negligible. 

 

(Game Super I) Existential unforgeability simulation game for the Super Type 

I adversary. The unforgeability of a CLS scheme against the adaptive chosen message 

and identity the Normal Type I adversary is defined by the following game:  

Setup: The challenger  runs the algorithm , and then returns the system 

parameters param including the master public key to . 

Query:  can adaptively send queries to Create-User, Public-Key-Replace, 

Secret-Value-Extract, Partial-Private-Key-Extract, and Super-Sign. 

Forgery:  outputs a forgery .  is said to win the game if the 

following conditions hold. 

  where  is the ’s current public 

key. 

  has never submitted to Super-Sign. 

  has never submitted to Partial-Private-Key-Extract. 

 

Definition 2. (Existential unforgeability against the Super Type I adversary) Let  

to be the probability of a Super Type I adaptively chosen message and chosen identity 

adversary  wins in the above game, taken over the coin tosses made by  and the 

challenger. We say a certificateless signature scheme is secure against the Super Type I 

adversary, if, for all probabilistic polynomial-time (PPT) adversary , the success 

probability  is negligible. 

 

(Game Normal II) Existential unforgeability simulation game for the Normal 

Type II adversary. The unforgeability of a CLS scheme against the adaptive chosen 

message and identity the Normal Type II adversary is defined by the following game:  

Setup: The challenger  runs the algorithm , and then returns the system 

parameters param and the master secret key to . 

Query:  can adaptively send queries to Create-User, Public-Key-Replace, 

Secret-Value-Extract, and Normal-Sign. 

Forgery:  outputs a forgery .  is said to win the game if the 

following conditions hold. 

  where  is the ’s original public 

key such that  has never been replaced. 

  has never submitted to Normal-Sign. 

  has never submitted to Secret-Value-Extract. 

 

Definition 3. (Existential unforgeability against the Normal Type II adversary) Let 

 to be the probability of a Normal Type II adaptively chosen message and chosen 
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identity adversary  wins in the above game, taken over the coin tosses made by 

 and the challenger. We say a certificateless signature scheme is secure against the 

Normal Type II adversary, if, for all probabilistic polynomial-time (PPT) adversary , 

the success probability  is negligible. 

 

(Game Super II) Existential unforgeability simulation game for the Super 

Type II adversary. The unforgeability of a CLS scheme against the adaptive chosen 

message and identity the Super Type II adversary is defined by the following game:  

Setup: The challenger  runs the algorithm , and then returns the system 

parameters param and the master secret key to . 

Query:  can adaptively send queries to Create-User, Public-Key-Replace, 

Secret-Value-Extract, and Super-Sign. 

Forgery:  outputs a forgery .  is said to win the game if the 

following conditions hold. 

  where  is the ’s original public 

key. 

  has never submitted to Super-Sign. 

  has never submitted to Secret-Value-Extract. 

 

Definition 4. (Existential unforgeability against the Super Type II adversary) Let 

 to be the probability of a Super Type II adaptively chosen message and chosen 

identity adversary  wins in the above game, taken over the coin tosses made by 

 and the challenger. We say a certificateless signature scheme is secure against the 

Super Type II adversary, if, for all probabilistic polynomial-time (PPT) adversary , 

the success probability  is negligible. 

 

2.3 Girault’s Trust Levels 

 

In 1991, Girault [6] defined the trust hierarchy for public key cryptosystems; 

howhere he classifies the trust of an authority into three levels. As a result, the higher 

levels a cryptographic scheme achieves, the more trusted the third party will be. Like-

wise, in 2007, Hu et al. [8] defined three trust levels for certificateless signature schemes 

as follows: 

 Level 1. KGC knows the private key of any user and is able to act as any user to forge 

signatures which cannot be repudiated by the victim. 

 Level 2. KGC does not know the private key of any user but it is able to generate a 

false private key for any user and to forge signatures which cannot be repudiated by the 

victim. 

 Level 3. KGC does not know the private key of any user and cannot generate a false 

private key for any user to forge signatures without being repudiated by the victim. 

As we mentioned above, a CLS scheme achieves trust level 3, thus it also provide 

non-repudiation. To prove the security for non-repudiation, we use the security game 

(Game III) to simulate the Type III adversary  interacting with a challenger ; 

particularly,  impersonates a legitimate user. The purpose of  is to output a 

new public/secret key pair that is not held by him. Non-repudiation simulation game for 

the Type III adversary (Game III) is shown as follows. 
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Setup: The challenger  runs the algorithm , and then returns the system 

parameters param and the master secret key to . 

Query:  can adaptively send queries to Create-User, Public-Key-Replace, 

Secret-Value-Extract, and Normal-Sign. 

Forgery:  outputs a user key pair including ’s public key  and se-

cret key .  is said to win the game if the following conditions hold. 

 The key pair is valid. 

  must be submitted to Create-User. 

  (generated by ) is different from the public key outputted by Cre-

ate-User or Public-Key-Replace. 

Definition 5. (Non-repudiation against the Type III adversary) Let  to be the 

probability of a Type III adversary  wins in the above game, taken over the coin 

tosses made by  and the challenger. We say a certificateless signature scheme is 

secure against the Type III adversary, if, for all probabilistic polynomial-time (PPT) ad-

versary , the success probability  is negligible. 

3. REVIEW OF TWO CLS SCHEMES 

We have found that two schemes, proposed by Fan et al. [5] and Xiong et al. [13], is 

not as secure as the authors claimed. In this section, we first describe bilinear pairing, 

and then briefly review those schemes and demonstrate their security weaknesses. 

 

3.1 Bilinear Pairing 

 

A bilinear pairing is a mapping .  and  are additive cyclic 

groups of prime order q, and  is a multiplicative cyclic group of the same order. The 

bilinear pairing concerns the following properties: 

(1)  Computable: given any , there exists a polynomial time algorithm 

to compute . 

(2)  Bilinear: for any , we have   for any  

and . 

(3)  Non-degenerate:  if  and  are generators of  and  re-

spectively. 

However, there are three kinds of the bilinear pairings based on the relation between 

 and . 

 Type 1:  is a group of the prime order q. 

 Type 2:  are groups of the prime order q but with an isomorphism 

. 

 Type 3.  are groups of the prime order q without any isomorphism 

. 

 

Definition 6. (Computational Diffie-Hellman (CDH) Problem in ) Let  be 

bilinear groups with pairing, . Given  for unknown 

, compute . If there is a probabilistic polynomial-time algorithm  with 
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probability at least  to solve the CDH problem, . 

 

  The CDH problem is assumed to be intractable if for any PPT algorithm ,  is 

negligible. However, in security proof of cryptographic schemes, we also define the CDH 

problem is a hardness assumption. In fact, the bilinear pairing is widely adopted to design 

cryptographic schemes. 
 

3.1 Review of Fan et al.’s Scheme 
 

Fan et al. [5] proposed a CLS scheme consisting of the following algorithms: 

: Given a security parameter k, the KGC determines two cyclic additive 

groups,  and , of prime order q respectively with generators  and , a cyclic 

multiplicative group  of the same order, a bilinear pairing , and 

two hash functions  . The KGC then randomly chooses  

as the master secret key and the corresponding master public key . Finally, 

the KGC sets outputs param = . 

 : A user  chooses  at random, and sets  as his se-

cret value. 

 : A user takes param and the user’s secret value , and then 

computes his public key  where  and 

. 

 : The KGC takes param, the user’s identity , and the 

first part of his public key  and then returns the partial-private-key  to the 

user via a secure channel where . 

 : The user sets the user’s partial-private-key  and secret value 

 as his full private key . 

 : Taking param, a message , and full private key , the user (signer) 

generates  as the signature for the message . 

 : Given param, the message , the user’s identity , the public key , 

and the signature  as inputs, the verifier first computes  and ac-

cepts the signature if and only if 

  

Fan et al. claimed that their presented scheme can be secure against the Normal Type I 

adversary. 
 

3.2 Security Analysis of Fan et al.’s Scheme 
 

  We found that Fan et al.’s scheme is not as secure as they said against the Normal 

Type I adversary. In practice, the Normal  can have the following behaviors to break 

of their scheme, which means that the Normal  is able to win Game Normal I. 

(1)  randomly chooses  and  and obtains  and 

. 

(2)  submits  to Normal-Sign, and then receives a signature . 

(3)  submits  to Public-Key-Replace where 
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(4) Finally,  can generate a forgery  where  since 

.  wins this game with that the 

three conditions hold. 

 

Theorem 1. The CLS scheme, proposed by Fan et al., is insecure against the Normal 

Type I adversary. 

 

3.3 Review of Xiong et al.’s Scheme 
 

Xiong et al. [13] proposed a CLS scheme consisting of the following algorithms: 

: The KGC randomly chooses  as the master secret key and accord-

ingly sets the master public key . Finally, it returns master secret key  and 

the system parameter,  where , 

, , and . 

: Given a user’s identity , the KGC uses the master 

secret key  and sets . It thus computes . Finally, it gener-

ates a partial-private-key  to the user. 

: A user  chooses  at random, and sets  as his se-

cret value. 

: A user sets the user’s partial-private-key  and secret value 

 as his full private key . 

 : A user takes param and the user’s secret value , and then 

computes his public key . 

 : Given a message  and ’s secret key , the user (signer) randomly 

chooses  and computes . He sets , and then re-

turns . Finally, he generates  as the signa-

ture of . 

: To verify a signature  of , a verifier takes param, 

the public key , the message , the user’s identity , and the signature , and 

obtains  and . Eventually, he checks whether the 

equation, , holds or not. If it holds, the 

verifier accepts the signature. 

However, Xiong et al. claimed that their presented scheme can be secure against the 

Normal Type II adversary. 
 

3.4 Security Analysis of Xiong et al.’s Scheme 

 
Besides the weakness of Fan et al.’s scheme, we also found Xiong et al.’s scheme is not 

as secure as they said against the Normal Type II adversary [7, 11]. We indicate that the 

Normal  can break of their scheme via the following behaviors, which means that 
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the Normal  can win Game Normal II. 

1. After the phase Setup,  receives the master secret key . 

2.  randomly selects  and submits  to Normal-Sign, and then obtains a 

valid signature . 

3.  then computes  and . 

4. Directly,  can obtain  due to 

. 

5. Finally,  randomly chooses  and computes  and 

 for a message . He outputs a forged signature 

 where  and 

.  wins this game with that the three 

conditions hold. 

 

Theorem 2. The CLS scheme, proposed by Xiong et al., is insecure against the Normal 

Type II adversary. 

 

3.5 Loopholes of the Security Proofs of Their Schemes 
 

In the papers of Fan et al. [5] and Xiong et al. [13], the formal security proofs have 

been given. These two schemes should be secure in a sense. It is very strange that the 

weaknesses of the schemes are found. The only reason is that their security proofs might 

be incorrect. (With respect of the proofs, we could refer to these papers [5, 13] for more 

details.) Now we show the loopholes in the proofs. 

Observing the security models with Type I and II adversaries (Section 2), one of the 

forgery conditions is that  has never submitted to Sign oracle, no matter super 

or normal. Under this condition, the adversary  (Type I or II) is allowed to submit any 

message  and  to Sign, if . However, in the proofs [5, 13],  cannot 

submit any  to Sign. When accessing Sign with a query , the 

challenger will return failure. This is, those schemes can be proven but actually suffer 

from some attacks, because their proofs is incorrect where  is not allowed to submit 

any  to Sign. As a result, an incorrect security proof might make a 

scheme insecure; for example, Fan et al. and Xiong et al.’s schemes. Sometimes, a 

scheme is secure but the proof is wrong, as well as Du and Wen’s scheme [4]. 

 

4. A NEW CERTIFICATELESS SHORT SIGNATURE SCHEME 

As we presented in Section 3, it is undoubted that the two schemes [5, 13] are inse-

cure, since their security analyses are incorrect. Hence, we propose a new secure certifi-

cateless short signature scheme to improve the security weaknesses. Our new scheme is 

not only provably secure (existentially unforgeable) against the Super Type I and II ad-

versaries, but also satisfies non-repudiation. We will show our scheme, and then analyze 

and prove its security in this section. 
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4.1 The Proposed Scheme 

 

  To remedy weaknesses and loopholes of the insecure schemes, we propose a new 

certificateless short signature scheme. The public key generation is quite different from 

existing schemes, since there are two components of a public key. Hence we divide the 

public key generation into two algorithms,  and . 

The proposed scheme is composed of the following algorithms. 

 : Given a security parameter k, the KGC determines a cyclic additive group, 

 of prime order q with a generator  and a cyclic multiplicative group  of the 

same order, a bilinear pairing , and three hash functions  

 and . The KGC then randomly chooses 

 as the master secret key and accordingly computes the master public key 

. Finally, the KGC sets outputs param = . 

 : A user  chooses  at random, and sets  as his se-

cret value. 

 : A user  uses  to generate the first part of his public key 

. 

 : The KGC takes param, the user’s identity , and the 

first part of his public key  and then randomly chooses  and computes 

. It finally sets , outputs the par-

tial-private-key , and gives  to the user via a secure 

channel. 

 : A user  uses  to generate the second part of his 

public key . 

 : The user sets the user’s partial-private-key  and secret value 

 as his full private key . 

 : A user takes param and the user’s secret value , and then 

computes his public key  where  and 

. 

 : Taking param, a message , and full private key , the user (signer) 

generates  as the sig-

nature. 

 : Let . Given param, the message , the user’s 

identity , the public key , and the signature  as inputs, the verifier first gets 

 and accepts the signature if and only if  
 . 

 

Correctness proof. If the public key  and the signature  are generated correctly 

according to the scheme, then the correctness holds since 
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4.2 Security Analysis 
 

 In this section, we will prove that the proposed scheme is secure against the Super 

Type I and II adversaries. Therefore our scheme overcomes the weaknesses, run by 

Normal adversaries (shown in Section 3). Additionally, we will also prove that this 

scheme meets non-repudiation such that it is secure against the Type III adversary. 
 

Theorem 3 (Existential unforgeability against the Super Type I adversary). If there ex-

ists an adaptively chosen message and identity Super Type I adversary, , who can ask 

at most  Create-User queries,  Partial-Private-Key-Extract queries, and  

Super-Sign queries, and can break the proposed scheme in polynomial time with success 

probability , then there exists an algorithm  which can depend on ’s forgery to 

solve the CDH problem with probability 

. 

 

Proof. If there exists a Super Type I adversary  who can break the unforgeability of 

the proposed scheme by winning the security game, we can construct an algorithm  to 

use ’ s forgery to solve the CDH problem shown in Section 3.1. 

  Let  be bilinear groups with the bilinear pairing e. Given  

where  are unknown, ’s goal is to compute , which is the output of the CDH 

problem.  plays a role of a challenger in the security game.  can access the oracles, 

Create-User, Public-Key-Replace, Secret-Value-Extract, Super-Sign, and Par-

tial-Private-Key-Extract. Moreover, the three hash functions  will be ran-

dom oracles.  

 Setup:  chooses  at random.  sets  and 

sends  to . 

 Query:  can adaptively access the following oracles in a polynomial number 

of times. 

1. Create-User:  maintains K-list which is initially empty.  can submit  to 

this oracle. For returning ’s request,  first chooses a number  at 

random.  

 If ,  randomly chooses  and sets the secret value , 

, , , and  

. 

 If ,  randomly chooses  and sets the secret value , 

, , and 

. (Hereafter,  means that nothing is set or 

returned.) 

 In the above both cases,  will add the outputted tuple  

 on K-List. If  

submits  to query the public key or ,  will return 

 or  according to K-list. 
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2. Partial-Private-Key-Extract:  can submit  to this oracle.  out-

puts  if  has not been created. Else, if  has been created and ,  re-

turns  from K-list; otherwise,  returns failure and terminates. 

3. Public-Key-Replace:  can submit  to this oracle for replacing 

the public key. If  has been created,  replaces the original  

with the new ; otherwise, it outputs . 

4. Secret-Value-Extract:  can submit  to this oracle.  outputs  if  has 

not been created. Else,  returns  from K-list. 

5. H1 queries:  maintains -list which is initially empty.  can submit 

 to the random oracle .  outputs  if  has 

not been created. Otherwise,  performs as follows for the request .  random-

ly chooses  and sends  as  to . Finally,  adds the 

outputted tuple  on -list. 

6. H2 queries:  maintains -list which is initially empty.  can submit 

 to the random oracle .  outputs  if  has 

not been created. Otherwise,  performs as follows for the request . 

 If ,  randomly chooses  and sends  as  

to . Finally,  therefore adds the outputted tuple  on 

-list. 

 Otherwise, ,  randomly chooses  and flips a biased-coin, 

, with  and . (The value, , 

will be considered later.) In the case of ,  sends  as 

 to . In the case of ,  sends  as  to . 

Finally,  adds the outputted tuple  on -list. 

7. Super-Sign:  can submit  as a signature query.  outputs  if 

 has not been created. Otherwise,  performs as follows for  accord-

ing to K, H1, H2-lists. 

 If ,   generates the signature by . 

 If  and ,  generates the signature  

.  

 If  and ,  returns failure and terminates. In this case of 

,  must make sure that  and 

. 

 

   Forgery: After all queries,  outputs a forgery . By assump-

tion,  wins this game because  is valid. If ,  outputs failure and ter-

minates this game. Otherwise, in the case of ,  performs as follows. 

(1)  checks -list. If ,  outputs failure and terminates. 

(2) Otherwise, in the case of ,  depends on ’s forgery to solve the CDH 

problem. Since  is valid. Let , we assume that 
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the following equation holds, 

 

The forged signature must be  according to K, H1, 

H2-lists, where  is obtained from H1-list,  from H2-list, and  from 

K-list. Eventually,  depends on  to solve the CDH problem,  

. 

 

The algorithm  is done via the above simulation, which remains to evaluate the 

probability that  solves the CDH problem. Hence, we note the three events if  suc-

ceeds. 

(1) :  does not abort in Query. 

(2) : The forged signature  is valid on . 

(3) :  does not abort in Forgery. 

The probability of  is  . ,  and  are independent, 

so . 

 does not abort in Query with .  does not out-

put failure in Partial-Private-Key-Extract with probability , and does not 

output failure in Super-Sign with probability . Hence,  

. In addition,  and , doubtless. 

The probability of  is . However,  

could be maximized at , so . 

The proof of this theorem is complete. 

 

Theorem 4 (Existential unforgeability against the Super Type II adversary). If there ex-

ists an adaptively chosen message and identity Super Type II adversary, , who can 

ask at most  Create-User queries,  Secret-Value-Extract queries, and  Su-

per-Sign queries, and can break the proposed scheme in polynomial time with success 

probability , then there exists an algorithm  which can depend on ’s forgery to 

solve the CDH problem with probability 

. 

 

Proof. If there exists a Super Type II adversary  who can break the unforgeability 

of the proposed scheme by winning the security game, we can construct an algorithm  

to use ’ s forgery to solve the CDH problem shown in Section 3.1. 

  Let  be bilinear groups with the bilinear pairing e. Given  

where  are unknown, ’s goal is to compute , which is the output of the CDH 

problem.  plays a role of a challenger in the security game.  can access the ora-

cles, Create-User, Public-Key-Replace, Secret-Value-Extract, and Super-Sign. 

Moreover, the three hash functions  will be random oracles. 
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 Setup:  chooses  at random.  then sets  and sends 

 and the master secret key, , to . 

 Query:  can adaptively access the following oracles in a polynomial number 

of times. 

1. Create-User:  maintains K-list which is initially empty.  can submit  to 

this oracle. For ’s request,  first chooses a number  at random.  

 If ,  randomly chooses  and sets the secret value , 

, , , and  

. 

 If ,  randomly chooses  and sets the secret value , 

, , , and  

. 

In the above both cases,  will add the outputted tuple  

 on K-List. If  sub-

mits  to query the public key or ,  will return 

 or  according to K-list. 

2. Public-Key-Replace:  can submit  to this oracle for replacing 

the public key. If  has been created,  replaces the original  

with the new ; otherwise, it outputs . 

3. Secret-Value-Extract:  can submit  to this oracle.  outputs  if  

has not been created. Else, if ,  returns failure and terminates; otherwise, 

 returns  from K-list. 

4. H1 queries:  maintains -list which is initially empty.  can submit 

 to the random oracle .  outputs  if  has 

not been created. Otherwise,  performs as follows for the request . 

 If ,  randomly chooses  and sends  as  

to .  therefore adds the outputted tuple  on H1-list.  

 Otherwise, ,  randomly chooses  and flips a biased-coin, 

, with  and . (The value, , 

will be considered later.) In the case of ,  sends  as 

 to . In the case of ,  sends  as  to . 

Finally,  adds the outputted tuple  on H1-list. 

5. H2 queries:  maintains -list which is initially empty.  can submit 

 to the random oracle .  outputs  if  has 

not been created. Otherwise,  performs as follows for the request .   ran-

domly chooses  and sends  as  to . Finally,  

adds the outputted tuple  on H2-list. 

6. Super-Sign:  can submit  as a signature query.  outputs  if 

 has not been created. Otherwise,  performs as follows for  accord-

ing to K, H1, H2-lists. 
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 If ,  generates the signature by . 

 If  and ,  generates the signature 

. 

 If  and ,  returns failure and terminates. 

 

   Forgery: After all queries,  outputs a forgery . By assump-

tion,  wins this game because  is valid. If ,  outputs failure and ter-

minates this game. Otherwise, in the case of ,  performs as follows. 

(1)  checks -list. If ,  outputs failure and terminates. 

(2) Otherwise, in the case of ,  depends on ’s forgery to solve the CDH 

problem. Since  is valid and  is the original public key, we suppose 

the following equation holds,  

 

The forged signature must be  according to K, 

H1, H2-lists, where  is obtained from H1-list,  from H2-list, and  from 

K-list. Eventually,  depends on  to solve the CDH problem,  

. 

 

The algorithm  is done via the above simulation, which remains to evaluate the 

probability that  solves the CDH problem. Hence, we note the three events if  suc-

ceeds. 

(1) :  does not abort in Query. 

(2) : The forged signature  is valid on . 

(3) :  does not abort in Forgery. 

The probability of  is  . ,  and  are independent, 

so . 

 does not abort in Query with .  does not output 

failure in Secret-Value-Extract with probability , and does not output fail-

ure in Super-Sign with probability . Hence,  

. In addition,  and , doubtless. 

The probability of  is . However,  

could be maximized at , so . 

The proof of this theorem is complete. 

 

Theorem 5 (Non-repudiation against the Type III adversary). If there exists an adap-

tively chosen message and identity Type III adversary, , who can ask at most  

Create-User queries,  Partial-Private-Key-Extract queries, and  Super-Sign 

queries, and can break the proposed scheme in polynomial time with success probability 

, then there exists an algorithm  which can depend on ’s forgery to break El-
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Gamal signature scheme with probability . 

 

Proof. If there exists a Type III adversary  who can break the unforgeability of the 

proposed scheme by winning the security game, we can construct an algorithm  to use 

’ s forgery to break ElGamal signature scheme. Initially,  receives  

in which a is unknown. 

  Suppose that  plays a role of a challenger in the security game, and  can 

access the oracles, Create-User, Public-Key-Replace, Secret-Value-Extract, Nor-

mal-Sign, and Partial-Private-Key-Extract. Moreover, the three hash functions 

 will be random oracles.  

 Setup:  chooses  at random.  sets  and 

sends  to  where  is the public 

key in ElGamal signature scheme. 

 Query:  can adaptively access the following oracles in a polynomial number 

of times. 

1. Create-User:  maintains K-list which is initially empty.  can submit  to 

this oracle. For returning ’s request,  first chooses a number  

at random.  

 If ,  randomly chooses  and sets the secret value , 

, , , and  

 where  is 

the message in ElGamal signature scheme. 

 If ,  randomly chooses  and sets the secret value , 

, , and 

. (Hereafter,  means that nothing is set or 

returned.) 

 In the above both cases,  will add the outputted tuple  

 on K-List. If  

submits  to query the public key or ,  will return 

 or  according to K-list. 

2. Partial-Private-Key-Extract:  can submit  to this oracle.  out-

puts  if  has not been created. Else, if  has been created and ,  re-

turns  from K-list; otherwise,  returns failure and terminates. 

3. Public-Key-Replace:  can submit  to this oracle for replacing 

the public key. If  has been created,  replaces the original  

with the new ; otherwise, it outputs . 

4. Secret-Value-Extract:  can submit  to this oracle.  outputs  if  

has not been created. Else,  returns  from K-list. 

5. H1 queries:  maintains -list which is initially empty.  can submit 

 to the random oracle .  outputs  if  has 

not been created. Otherwise,  performs as follows for the request .  random-
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ly chooses  and sends  as  to . Finally,  adds the 

outputted tuple  on -list. 

6. H2 queries:  maintains -list which is initially empty.  can submit 

 to the random oracle .  outputs  if  has 

not been created. Otherwise,  performs as follows for the request .   ran-

domly chooses  and sends  as  to . Finally,  

adds the outputted tuple  on H2-list. 

7. Normal-Sign:  can submit  as a signature query.  outputs  

if  has not been created. Otherwise,  performs as follows for  ac-

cording to K, H1, H2-lists. 

 If ,   generates the signature by . 

 If ,  returns failure and terminates.  

 

   Forgery: After all queries,  outputs a forgery . By 

assumption,  wins this game because  is valid. If 

,  outputs failure and terminates this game. Otherwise, in the case of 

,  can depend on  to break ElGamal signature scheme, since 

 is referred to as the forged signature of  in ElGamal signature 

scheme where . 

 

The algorithm  finishes the game, which remains to evaluate the probability that 

 break ElGamal signature. Therefore, we note the three events if  succeeds. 

(1) :  does not abort in Query. 

(2) :  is valid, which implies that  is a valid 

signature of  in ElGamal signature scheme. 

(3) :  does not abort in Forgery. 

The probability of  is  . ,  and  are inde-

pendent, so .  

 does not abort in Query with  such that  does not output 

failure in Partial-Private-Key-Extract and Normal-Sign with probabilities  

and  respectively. Hence, we conclude ; moreover, 

 and . Eventually, the proof of this theorem is complete since 

the probability of  is .  

 

4.3 Efficiency and Security Comparisons 

   

  Finally, we compare our scheme with some existing CLS schemes [4, 5, 9, 12, 13]. 

The comparisons are summarized in Table 1. If the signature size, |Sign|, is 160 bits, the 

scheme is a short signature; otherwise, not. The computation cost of our scheme is not 

more efficient than others, but this scheme is the only certificateless short signature 

scheme which can be provably secure against the Super Type I and II adversaries. As a 
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result, it also provides non-repudiation.  

 

Table 1. Comparisons among the existing scheme and ours. 

 

Scheme DW[4] FHH[5] HMSWW[9] THS[12] XGCL[13] Ours 

|Sign| (bits) 160 160 320 160 320 160 

Sign 1s 1s 3s 1s+1m 3s 2s+2m 

Verify 1p 1p 2s+2p+1m 2p+2m 3p+1m 3p+2m 

N-Type I       

N-Type II       

S-Type I       

S-Type II       

Type III       

 |Sign| (bits): The length of a signature. We choose a group and the bilinear pairing from elliptic 

curves, which results in a group of 160 bits size. 

 Sign: The computation cost of . (A scalar multiplication in ,  or  is denoted by 

s, a bilinear pairing is denoted by p, and a Map-To-Point hash function is denoted by m.) 

 Verify: The computation cost of . 

 N-Type I: Secure against the Normal Type I adversary. (  represents that the scheme is se-

cure against this adversary.) 

 N-Type II: Secure against the Normal Type II adversary.  

 S-Type I: Secure against the Super Type I adversary.  

 S-Type II: Secure against the Super Type II adversary. 

 Type III: Secure against the Type III adversary. 

 

4. CONCLUSIONS 

Cryptographic schemes are useful for realizing information security. The purpose of 

cryptanalysis is to discover potential weaknesses. Therefore cryptanalysis is quite im-

portant in real-life. However, a scheme with the formal security proof is found to be in-

secure, which implies the proof may be wrong. For example, we have found that two 

provably secure certificateless signature schemes are insecure. We reveal the loophole of 

the security proofs of those schemes in this paper. Moreover, we improve the weakness-

es by proposing a certificateless short signature scheme. The proposed scheme achieves 

the strongest security, since it is not only existentially unforgeable against the Super 

Type I and II adversaries, but also provides non-repudiation with Girault’s trust level 3. 
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