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Transmission Control Protocol (TCP) is a connection oriented, reliable delivery, 

transport layer protocol. The performance of TCP is degraded when it is used in wireless 

networks. This is mainly because of the basic assumption of TCP that any packet loss is 

an indication of congestion, which is not true in wireless links. The TCP performance in 

wireless network can be improved by differentiating the wireless losses from the conges-

tion losses. Various Loss Differentiation Algorithms (LDAs) are used to identify whether 

the packet losses are due to congestion or due to wireless links. The accuracy of wireless 

loss discrimination and the accuracy of congestion loss discrimination have a trade-off 

relationship based on their own threshold. The detection information of LDA alone is 

not sufficient to improve the performance of TCP due to presence of Spurious Retrans-

mission Timeouts (SRTO). In this paper, a novel cross-layer approach, TCP-DDA (TCP- 

Detection, Differentiation and Avoidance) is proposed, wherein the packet losses are 

differentiated using cross-layer based LDA, SRTO is detected and steps are taken to 

avoid the SRTO. A new TCP mechanism that is capable of detecting and differentiating 

the loss of retransmitted packets is also proposed, thereby enhancing the performance of 

TCP over wireless networks. The work is evaluated using simulation, and the perfor-

mance improvement is observed by comparing with the existing TCP NewReno.  
. 

 

Keywords: loss differentiation, retry limit, spurious retransmission timeout, Transmis-
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1. INTRODUCTION 
 

 Transmission Control Protocol (TCP) is a basic communication language or pro-

tocol that sends data as an unstructured byte stream. It is tuned to perform well in tradi-

tional wired networks made up of links with low bit-error rates. It provides a reliable 

end-to-end data delivery between end hosts in traditional wired network environment. It 

retransmits the lost packets to achieve reliability. A retransmission is done if the receiver 

does not receive any Acknowledgement (ACK) within a certain timeout interval or if it 

receives a duplicate ACK. An implicit assumption is made by TCP that any packet loss is 

due to congestion.  

Wireless networks violate many assumptions that are made by TCP, causing de-

graded end-to-end performance. When compared to wired network, wireless communica-

tions have some adverse characteristics which deteriorate the performance of TCP. TCP 

basically assumes any packet loss as an indication of congestion in the network; however 
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the packet losses may be due to high bit-error rate and handoffs. Since TCP cannot dif-

ferentiate the packet losses caused by congestion from losses introduced in the wireless 

links, their performance in the wireless link is degraded. To improve the performance of 

TCP in wireless networks, various LDAs [1-5] are proposed that distinguish the conges-

tion losses from wireless losses. Each LDA [6] has a trade-off relationship between the 

accuracy of wireless loss discrimination (Aw) and the accuracy of congestion loss dis-

crimination (Ac) based on its own threshold. The LDA alone is not sufficient to enhance 

the performance of TCP since it is also influenced by frequent Spurious Retransmission 

Timeouts (SRTOs).  

SRTO is caused by Spurious Timeouts (STO) and Spurious Fast Retransmissions 

(SFR). A STO could be avoided if the sender had waited for a longer duration. STO is 

possibly caused by a sudden increase in delay that occurs in the data and/or the ACK path 

which in turn might cause an acceptable ACK to arrive late i.e., after a TCP sender’s re-

transmission timer had expired. This evokes a slow start of TCP, where congestion win-

dow (CWND) is set to one and slow start threshold (ssthresh) is halved. SFR occurs when 

the packets get reordered to the extent of exceeding the duplicate threshold (dupthresh) 

(default value of three). This triggers a fast retransmit of TCP where the CWND and the 

ssthresh are halved. The congestion control process is evoked unnecessarily, causing un-

derutilization of network resources which ultimately affects the performance of TCP. An 

appropriate action to rectify the situation is to detect the spurious retransmissions by the 

TCP sender. 

The detection of spurious retransmissions becomes difficult due to the cumulative 

ACKs in TCP. The sender cannot distinguish whether the ACK corresponds to the origi-

nal transmission or to the retransmission. This is termed as ACK ambiguity [7] and the 

spurious retransmissions can be easily detected if the ACK ambiguity is removed. In this 

paper, an algorithm is proposed to detect the spurious retransmission, wherein the ACK 

ambiguity is removed by splitting the retransmitted packet into two before retransmission. 

But the retransmitted packet can also be lost and fail to reach the receiver due to conges-

tion or bit error rate. Existing TCP mechanisms are unable to detect and differentiate the 

loss of retransmitted packets. The significant part of this work is the detection and 

avoidance of SRTOs along with differentiation of packet losses. The SRTO is avoided by 

modifying the Retransmission Time Out (RTO) recovery phase of TCP. The loss in the 

retransmitted packet is also detected and differentiated, thereby achieving enhanced 

end-to-end throughput.  

The paper is organized in five sections: Section 2 provides an overview of the 

state-of-the-art, while Section 3 gives an insight into the architecture and design of 

TCP-DDA. Section 4 explains the performance evaluation of the proposed work. Finally, 

Section 5 concludes the paper along with scope for future work. 

2. RELATED WORKS 

The loss differentiation decision can be made based on the TCP parameters: Round 

Trip Time (RTT), CWND and inter arrival times of packets. The schemes that make use of 

inter-arrival time of packets [1] at the receiver end are based on the arrival time of out of 

order packets, which are the indication of unspecified loss. First the delays are measured 
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and a comparison is made to determine if it is a short signal loss or loss due to congestion. 

But the MAC layer loss recovery present in the 802.11 standard is not taken into account 

by these schemes. So these two types of loss with regard to a first loss-recovery level at 

the 802.11 MAC-layer cannot be significantly differentiated by the inter-arrival times. 

TCP reacts as for congestion loss, for losses that are relatively caused by interferences 

and for losses that are unsolved by MAC retransmissions. The CWND is reduced on re-

ceiving three duplicate ACKs and its value becomes highly variable and needs to be up-

dated each time when a segment loss occurs. The CWND due to its variability is not an 

accurate or selective parameter for loss differentiation [2]. There is a significant variation 

in the RTT during the event of signal loss or congestion in the last wireless link. Hence it 

is being used by most of the approaches [1-3].  

The 802.11 specificities are not taken into account by the TCP-layer parameters and 

thus a cross-layer approach [4, 5] is used as an alternative to conventional TCP-layer 

LDA schemes. The MAC-layer parameters provide a more accurate differentiation to 

identify the cause of segment losses. The number of MAC retransmissions is counted for 

each of the n segments comprising the current TCP window and the TCP layer is altered 

by the reception of three duplicate ACKs. If the number of MAC retransmissions for at-

least one of these segments is equal to the threshold, then the loss is considered to be due 

to interferences and not due to TCP congestion. In case of congestion, the excess seg-

ments are eliminated from the queue of the concerned node and the MAC retransmissions 

are not used. In case of persistent interferences, the MAC layer after reaching the thresh-

old drops the segment [4]. The MAC management information base (MIB) based Loss 

Recovery (MMLR) scheme [5] differentiates between congestion loss and wireless loss 

with high accuracy without the involvement of any intermediate node. The scheme makes 

use of data obtained directly from MAC MIB related to wireless transmission.  

Each LDA [6] has its own threshold to differentiate between congestion losses and 

wireless losses. The trade-off relationship between the accuracy of congestion loss and 

wireless loss is changed based on the threshold value. All LDAs should decide the best 

threshold and show the relationship between the accuracy of LDA and the performance 

improvement in TCP; however, it could not be clearly explained. Even after the applica-

tion of LDAs, frequent occurrence of SRTOs prevents TCP from increasing the CWND 

size, which proves that LDA alone is not sufficient to improve the performance of TCP. 

The performance degradation due to wireless losses could not be completely avoided 

without detecting the SRTO and modifying the RTO recovery.  

The ACK ambiguity [7] is the root cause for TCP to suffer from spurious retrans-

missions. The sender cannot identify whether the earlier retransmission is spurious or not. 

The Eifel detection algorithm [8] depends on the TCP timestamp option to remove the 

ACK ambiguity. The idea is that the packet retransmission will occur only after the orig-

inal transmission. The TCP option introduces an overhead of upto 12 bytes for every 

outgoing packet including ACK which reduces TCP goodput. The Explicit Congestion 

Notification (ECN) nonce based algorithm [9] makes use of ECN nonce codepoints [10] 

in the IP datagram header. The ECN-capable sender sets ECN nonce value equal to 1, i.e. 

ECT (1) for original transmission and ECT (0) for retransmission. This detection algo-

rithm depends on the deployment of ECN protocol but is not fully compatible with it and 

its reaction speed is very slow. 

In the STODER algorithm [11], the ACK ambiguity is tackled using repacketization. 
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A k-byte smaller packet is generated and transmitted on TCP sender timeout instead of 

the original packet. The TCP sender needs to keep an extra state variable for the retrans-

mit packet. In Forward RTO Recovery (F-RTO) [12], receiving ACK for any 

non-retransmitted segment after timeout is an indication of spurious retransmission. 

F-RTO does not require any modification in the receiver, but requires only limited 

change in the TCP sender. In the Duplicate Selective Acknowledgement-(DSACK) based 

algorithm [13], the TCP sender will declare a spurious retransmission if a retransmitted 

packet has been acknowledged for the second time. DSACK-based algorithm is not ro-

bust to ACK loss and the detection speed is essentially slower than Eifel, the ECN nonce 

based algorithm and STODER as the TCP sender can only detect spurious retransmission 

upon receiving the DSACK. It is noteworthy that these schemes [8-13] can only detect 

but cannot avoid SRTO; also the loss in the retransmitted packets is not detected and dif-

ferentiated.  

3. PROPOSED WORK 

The main objective of the proposed work is to enhance the performance of TCP over 

wireless networks. The solution put forth is the detection and avoidance of SRTO along 

with packet loss differentiation. The packet losses are differentiated between congestion 

loss and wireless loss using cross-layer approach. SRTO is detected by removing the am-

biguity in the ACK and is avoided by modifying the RTO recovery of TCP. The loss in 

the retransmitted packet is also detected and differentiated, thereby enhancing the per-

formance of TCP over wireless networks. The performance of the proposed work is 

evaluated using simulation and is compared with the existing TCP NewReno. 
 

3.1 System Architecture 
 

The architecture of TCP-DDA, shown in Fig.1, consists of a Loss differentiator, 

SRTO detector, Retransmitted packet loss detector and differentiator and Spurious RTO 

avoidance or response. The loss differentiator consists of MAC layer LDA and 

Cross-layer LDA. The LDAs use the cross-layer design to differentiate the wireless losses 

from the congestion losses. Cross-layer design is used for sharing information among the 

different protocol layers. It provides interactions between various protocols of 

non-adjacent layers by the introduction of new interfaces. As new interfaces are created, 

adjacent layers merged, and the variables and the parameters shared among multiple lay-

ers, the traditional layered architecture is violated. The SRTO detection phase detects the 

SRTO by removing the ACK ambiguity of TCP. But if the retransmitted packet is lost, 

SRTO cannot be detected. So the loss in the retransmitted packets is detected by the re-

transmitted packet loss detection phase. The differentiation of losses of the retransmitted 

packet is accomplished by the MAC layer LDA and the Cross-layer LDA. If SRTO is 

detected, it has to be avoided and it is taken care by the SRTO avoidance phase. 
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Fig. 1. Architecture of TCP-DDA 

3.2 System Design 

 

The series of operations in TCP-DDA is explained by the sequence diagram shown 

in Fig. 2. 

 

 

 

 

   

 

 

 

 

 

 

 

 

 

Fig. 2. Sequence Flow of TCP-DDA 

3.2.1 Packet Loss Differentiation 

 

The assumption made by TCP that every packet loss is due to congestion, does not 

hold true in case of wireless networks. So the packet loss has to be differentiated, whether 

it is due to congestion or due to wireless link failures. This is accomplished by the use of 

two LDAs, MAC-layer LDA and Cross-layer LDA [4].  

 

A) MAC-layer LDA 

 

The MAC-layer LDA, implemented at the MAC layer, is used in identifying the 

losses that occur due to wireless link failures. These packet losses occur when there is an 

increase in the distance between the Access Point (AP) and the wireless station or when 

there is a temporary obstacle between them. In this case, the MAC parameter Retry Limit 

is adapted dynamically to maintain the MAC retransmissions and to avoid a complete 

TCP resolution. For every MAC-level retransmission, a counter is incremented until a 

threshold is reached. The threshold value is termed as Retry Limit and its default value is 

6. The more appropriate parameter to identify the signal losses caused by the distance or 
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the obstacles is the Signal to Noise Ratio (SNR) at the MAC layer. If the SNR or the Data 

Rate is maximal, the probability that the packet is lost due to signal failure caused by the 

distance is less. i.e., the probability increases with the decrease in SNR. Thus, the 

MAC-layer LDA follows a dynamic adaptation of Retry Limit according to the Data Rate 

given at the MAC layer. The change in the Retry Limit threshold is linear and progressive 

and the default value 6 is added successively. 

The increase in the Retry Limit is bounded by: The arrival of MAC ACK of a re-

transmitted packet, when the transmission window of TCP is emptied and when the RTO 

is reached before the channel gets restored. The Retry Limit is reset to its initial value 

when any one of these events occurs. This avoids occupying the channel unnecessarily. 

 

B) Cross-layer LDA 

 

The other LDA is implemented at the TCP level and its objective is to distinguish 

the packet losses due to congestion from losses due to interferences. This is achieved by 

monitoring the MAC level parameters and this avoids triggering the TCP’s loss recovery 

mechanism and inadequate reduction of TCP CWND. When the TCP layer receives three 

duplicate acknowledgements (dupacks), the number of MAC retransmissions for each of 

the n segments comprising the current TCP window is counted. If the number of MAC 

retransmissions is equal to the Retry Limit for atleast one of these packets, the loss is 

considered as due to interference and not due to congestion. If the loss is due to conges-

tion, the remaining packets are eliminated from the queue of the concerned node and the 

MAC retransmissions are not used. In case of interference, after reaching the Retry Limit, 

the segment is dropped by the MAC layer. The value of the RetryCount is stored for all 

the non-acknowledged TCP packets.  

When the TCP sender is a wired host and that the TCP flow is forwarded to the 

wireless receiver through an AP, the LDA_Estimator is set at the AP’s MAC layer. Then 

the latter informs the TCP sender by setting the Explicit Loss Notification (ELN) bit of 

the TCP header consequently in the ACK packet. i.e., in case of interferences ELN bit is 

set to 1 if LDA_Estimator =1. The differentiation of packet loss is finally made at the 

TCP sender on receiving three duplicate ACKs. The cross-layer solution that is based on 

the two LDA schemes help in classifying the three different losses efficiently. The algo-

rithms for the MAC-layer LDA and the Cross-layer LDA are explained in [4]. 

 

3.2.2  SRTO Detection 

 

The detection of SRTO is accomplished by splitting the packet that has to be re-

transmitted into two and then transmitting it as if the original packet is retransmitted. But 

the retransmission queue of TCP stores only the original packet. The receiver upon re-

ceiving these packets treats them as normal packets and sends back an ACK. The sender 

on receiving the first ACK, that advances the CWND after retransmission, declares the 

earlier retransmission spurious if all the data bytes in the retransmission queue are 

acknowledged. On the other hand, if the received ACK partially acknowledges the first 

outstanding packet, the earlier retransmission is deemed necessary. An outstanding TCP 

packet can be split into any number of smaller packets according to the requirement by 

the TCP sender. But over-splitting should be avoided as each additional packet will incur 
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a 40-byte overhead. The ACK ambiguity is removed by repacketization of retransmit 

packet. But TCP does not have any mechanism to detect the loss in the retransmitted 

packet. 

 

3.2.3 Retransmitted Loss Detection 

 

The loss in the retransmitted packet can be detected by calculating the detection 

point after retransmitting the lost packet by fast retransmission. The highest number of 

sequence sent is represented as the SeqMax and the duplicate ACK of the lost packet as 

DupackLost. The packets that are outstanding in the network are computed as, 

OutstandNet = SeqMax - DupackLost                        (1) 

The sender after receiving three dupacks retransmits the lost packet from the packets out-

standing in the network. This dupacks is an indication that three or more packets are 

leaving the network. The loss detection point (LDP) to detect the retransmission loss 

during fast recovery can be calculated from equation (1) and is given by, 

LDP = OutstandNet - 3 dupacks                            (2)    

Three dupacks is taken as it is the number of dupacks required to trigger the fast retrans-

mission. The sender then enters into fast recovery after fast retransmission and then sends 

new packet for each additional duplicate ACKs (Add-dupacks) allowed by the value of 

CWND. During the fast recovery of TCP, if the Add-dupacks is greater than the LDP, it 

indicates the arrival of newly sent packet at the destination. This assists the TCP sender in 

determining the loss in the retransmitted packet, and the sender then retransmits the lost 

packet without waiting for retransmission timeout.  

 

3.2.4 Retransmitted Loss Differentiation 

 

To reduce the retransmission timeouts due to the loss in the retransmitted packets 

and to increase the end-to-end throughput of TCP over wireless networks, the retransmis-

sion loss has to be differentiated between wireless loss and congestion loss. The differen-

tiation can be accomplished by the LDAs (section 3.2.1). The MAC-layer LDA is used to 

identify the wireless losses and the Cross-layer LDA is used to classify the congestion 

losses.  

 

3.2.5 SRTO Response  

 

The SRTO response algorithm relies on the detection algorithm and provides a 

method for a TCP sender to respond to a detected spurious timeout. The retransmission 

timer is adapted to avoid spurious timeouts, unnecessary go-back-N retransmits that 

would be sent are avoided and the congestion control state is restored to avoid the packet 

bursts. The SRTO response algorithm stores the CWND and the ssthresh value before a 

loss recovery phase is initiated. If the TCP sender is in congestion avoidance state, the 

current FlightSize is stored; and the current ssthresh is stored, if it is in the slowstart 

phase. If the SRTO is detected, the original packet is transmitted and if there is no SRTO, 

the congestion control is reversed and the retransmission timer is adapted.  
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3.2.6 Algorithm of TCP-DDA 

 

The main idea behind the TCP-DDA algorithm is shown in Fig. 3. The method for 

avoiding the SRTO is explained in Fig. 4. 

A) Notations 

Let Add-dupacks be the additional duplicate acknowledgements allowed by the value of 

CWND. The retransmission queue is denoted by Qn. The split retransmitted packets are 

represented by fragment1 and fragment2. 

Input: New Data packet into the network 

Result: Transmitted data packet 

1. if (3 dupacks) then 

2.    LDA Module;  

3.    if  (packet ==retransmitted packet) then 

4.        Qn ← packet; 

5.        Fragment =packet/2; 

6.        Data[0]= fragment1; 

7.        Data[1]= fragment2; 

8.        Transmit data[0] and data[1] together; 

9.        Calculate OutstandNet =SeqMax -DupackLost.; 

10.        Calculate LDP = OutstandNet -3 dupacks; 

11.        if (Add-dupacks > LDP) then 

12.          Retransmit the lost retransmitted packet; 

13.          LDA Module; 

14.        else 

15.          Store CWND, ssthresh; 

16.          Continue fast recovery until complete 

         ACK; 

17.        endif      

18.        if ( ACK == partial ACK) then 

19.          goto step 4  

20.        else 

21.          spurious retransmission module; 

22.        endif 

23.   else 

24.     Transmit the original packet; 

25.   endif 

Fig. 3. Algorithm for TCP-DDA 

Spurious retransmission ( ) 

1. Reverse the congestion control state; 

2. Adapt retransmission timer; 

3. Suppress unnecessary go-back-N retransmits; 

Fig. 4. Procedure for SRTO Avoidance 

4. PERFORMANCE EVALUATION 

The performance of TCP-DDA is evaluated and compared with the existing TCP 

NewReno through simulation analysis. 
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4.1 Simulation Environment 

 

Fig. 5. Infrastructure based Wireless Network 

The simulation is carried out using Network Simulator (NS-2) [14]. The reference 

scenario considered for analyzing the performance is the infrastructure-based wireless 

network. Fig. 5 shows the scenario of infrastructure based wireless network where W1- 

Wm represent the wired nodes (TCP senders), R the router, BS the Base Station and the 

nodes R1-Rn the wireless nodes (TCP receivers). The common simulation parameters are 

shown in Table 1. The simulation is carried out for 100s and data packets are continually 

transmitted during the simulation time. All TCP flows originate at any node Wi and des-

tine to any node Rj on the right side and there can be m x n number of flows transporting 

over the network. The simulation results thus obtained are averaged over 50 runs by using 

different seeds to initialize the random generator. FTP is the traffic source used in all the 

simulations.  

TCP NewReno [15] is the most common reference implementation of the TCP pro-

tocol and it gives best results in an access network with a wireless last hop. TCP-DDA is 

an extended version of TCP NewReno and hence NewReno is used as a benchmark for 

comparison. The performance of the protocols are tested both in error-free and in error 

prone environment. Also different scenarios are designed by setting different values for 

network parameters such as delay, duration of signal loss and the loss rate. The delayer 

module, which is a built-in module in NS-2, is used to generate delay spikes for triggering 

spurious timeouts. The signal losses are introduced by moving the wireless node out of 

the coverage area of BS. 
Table 1 Simulation Parameters  

Simulation Area 

Wired Bandwidth 

Propagation Model 

Data rate 

Packet Size 

 Protocols 

Propagation delay 

 

400m X 400m 

100Mbps 

Two-ray Ground 

11Mbps 

1000bytes 

NewReno, TCP-DDA 

2ms 

The performance metrics are defined below: 

 Throughput: Throughput is the average rate of successful message delivery 

over a communication channel.  

 End-to-End delay: This is the average time delay taken for a data packet to be 

transmitted across a network from source to destination. 
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 Congestion window: It is defined as the maximum number of segments that the 

sender can transmit without congesting the network. 

 Packet error ratio: PER is the ratio of the number of packets not successfully 

received by the sink nodes to the number of packets sent by source nodes. 

 Signal loss duration: The dead spots on the network may lead to a partial or 

total loss in the network signal which leads to a loss of communication. 

 Simulation time: It is the time duration for determining the service availability 

or unavailability of end-to-end connections between source and sink nodes.  

 Sequence Number: Sequence number is assigned by TCP to each segment 

which is being sent. The sequence number for each segment is the number of the 

first byte carried in that segment. 

 

4.2 Simulation Results and Analysis 

 

Extensive simulations are performed to verify and to validate the effectiveness of the 

proposed work. The simulation is carried out by considering the various parameters like 

delay, simulation time, signal loss duration and packet error rate. 

 

4.2.1 Analysis of Throughput  

A) Impact of signal loss duration 

The throughput of TCP-DDA and NewReno are obtained for varying signal loss duration 

and is shown in Fig.6. The signal losses are introduced to simulate wireless loss. It is ob-

served that TCP-DDA outperforms NewReno as the wireless losses are identified by 

LDA. In NewReno, the losses are not differentiated, wireless losses are treated as conges-

tion and congestion control is invoked unnecessarily. It is also inferred that the through-

put of both protocols decrease with increase in signal loss duration.  

 

 

 

 

 

 

 

 

 

 

Fig. 6. Throughput as a function of Signal loss Duration 

 

B) Impact of delay 

The throughput of TCP-DDA and NewReno obtained for varying delay is shown in 

Fig. 7. To study the effect of SRTO, the delay is introduced in the transmission at 

random intervals and the duration of the delay is varied between 2ms and 20ms. It is 

inferred that the throughput of the protocols degrades as the duration of delay in-

creases. The throughput of the proposed work is better than the existing work even 

when delay is introduced. As the SRTO is detected and avoided in TCP-DDA, the 

unnecessary retransmissions and CWND reductions are avoided. Hence, needless re-



IMPROVING TCP PERFORMANCE BY DETECTION AND AVOIDANCE OF SRTO 

 

 

11 

 

duction in the sending rate is prevented. 

 

 

 

 

 

 

 

 

 

 

Fig. 7. Throughput as a function of Delay 

 

4.2.2 Analysis of End-to-end delay 

 

 

Fig. 8. End-to-end delay as a function of Signal loss Duration 

 

 

Fig. 9. End-to-end delay as a function of Delay 

The end-to-end delay of both the protocols is analyzed with varying signal loss duration 

and delay as shown in Fig.8 and fig.9. TCP-DDA outperforms NewReno in terms of 

end-to-end delay when signal losses or delay is introduced. It is also inferred that 

end-to-end delay of both the protocols increase with increase in signal loss duration or 

delay. TCP-DDA shows better performance as the losses in original transmission and 

retransmission are differentiated, SRTO is detected and avoided. The number of retrans-

missions due to SRTO and unnecessary reduction of CWND are avoided. 
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4.2.3 Analysis with respect to Simulation Time  

 

 

Fig. 10. Window Dynamics 

 

Fig. 11. Sequence Number with respect to Simulation time 

The evolution of CWND in Fig.10 shows that the CWND of TCP-DDA increases 

when compared to NewReno. The CWND of NewReno fluctuates as the congestion con-

trol of TCP is invoked frequently and the TCP may often go to slowstart. This is due to 

the misinterpretation of wireless losses as congestions and due to occurrence of SRTOs. 

Hence the window of NewReno varies compared to TCP-DDA. 

 The variation in the sequence number over 100s is depicted in fig.11. It is inferred 

that there is a break in the sequence number of both the protocols. It is due to the delay 

that is introduced during transmission at random intervals. It is also observed that the 

number of packets delivered by TCP-DDA is greater than NewReno.  

 

4.2.4 Analysis with Error Model  

 

The performance of the two protocols is tested in an error-prone environment and is 

shown in Fig. 12. The loss-module in NS-2 is used for simulating an error-prone envi-

ronment. The delay is fixed as 2ms and the error rate is varied between 0.2 and 2.0. In 

error-prone environment, the protocols maintain a similar level of throughput. The 

throughput of TCP-DDA is higher compared to NewReno in error-prone environment 

also. The throughput of both the protocols decrease when there is an increase in the 

Packet Error Rate (PER).  
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Fig. 12. Throughput as a function of Error Rate 

 

4.2.5 Cost Analysis  

The cost metrics considered to analyze the performance of TCP-DDA are RTT and 

Bandwidth-delay product (BDP). The RTT is the time it takes for a packet to be sent 

along with the time it takes for an ACK of that packet to be received. It is estimated in 

TCP as, 

ERTT = (1-α) ERTT + α SRTT                    (3) 

where ERTT is the estimated RTT, α the constant weighting factor (chosen as 0.125) [18] 

and SRTT is the sample RTT. The performance of TCP is reversely proportional to RTT 

of a connection and the evolution of congestion window is based on the receiver feedback 

(RTT). The BDP is given by, 

BDP = Total available bandwidth X RTT                  (4) 

The resulting BDP is a measure of approximate value of TCP Receive Window (RWIN). 

RWIN is the buffer that determines the amount of data the receiver is ready to receive in 

future. Greater RWIN value will lead to greater data loss even when a packet is lost. 

The SRTT is obtained through simulation by measuring the time between sending the 

segment and receiving the ACK for that segment. The ERTT thus obtained is plotted 

against simulation time as shown in Fig.13. It is inferred that the RTT of TCP NewReno 

is higher than TCP-DDA. Hence faster feedback (lower RTT) in TCP-DDA will enable 

the TCP sender to react quickly to packet losses. 

 

 

 

 

 

 

Fig. 13. RTT behavior over simulation time 

Since the RTT of NewReno is higher than TCP-DDA, the estimated BDP or RWIN value 

in equation (4) of NewReno is also greater. This results in greater data loss even if a 

packet is lost. 
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5. CONCLUSIONS 

A novel method, TCP-DDA, that utilizes cross- layer design, is employed to en-

hance the performance of TCP over wireless networks. The performance enhancement is 

achieved by differentiation of wireless losses from congestion losses using a Cross-layer 

LDA, detection of SRTO by removing the ambiguity in ACK and avoidance of SRTO. 

The congestion control state is reversed and the retransmission timer is adapted to avoid 

the SRTO. A new TCP mechanism that is capable of detecting the loss in the retransmit-

ted packet and differentiating the same is also proposed, thereby improving the perfor-

mance of TCP over wireless networks. The proposed work is simulated using NS-2 and 

the simulation results show that there is an appreciable improvement in its performance 

when compared with the existing TCP NewReno. The LDA can be optimized by using a 

dynamic value of Retry Limit instead of using a default value at each Retry Limit increase 

stage.  

REFERENCES 

1.  Cen, S., Cosman, P.C. and Voelker, G.M., “End-to-end differentiation of congestion 

and wireless losses”, IEEE/ACM Transactions on Networking, 2003. 

2.  Biaz, S. and Vaidya, N.H., “Distinguishing congestion losses from wireless transmis-

sion losses”, Proceedings of seventh IEEE International Conference on Computer 

Communications and Networks, October, 1998. 

3.  Barman, D. and Matta, I., “Effectiveness of loss labeling in improving TCP perfor-

mance in wired/ wireless networks”, Technical Report (Boston University), 2002. 

4.  Stephane Lohier, Yacine Ghamri Doudane and Guy Pujolle, “Cross-layer loss dif-

ferentiation algorithms to improve TCP performance in WLANs”, Journal of Tele-

communication Systems (Springer), pp.61-72, 2007. 

5.  Kwangsik Shin, Jinhyuk Kim, and Sang Bang Choi, “Loss recovery scheme for TCP 

using MAC MIB over Wireless Access Networks”, IEEE Communications Letters, 

Vol.15, No 10, October 2011. 

6.  Mi-Young Park and Sang-Hwa Chung, “Analyzing effect of loss differentiation algo-

rithms on improving TCP performance”, IEEE International Conference on Ad-

vanced Communication Technology, vol.1, pp.737- 742, Feb, 2010. 

7.  Karn, P. and Partridge, C., “Improving round-trip time estimates in reliable transport 

protocols”, ACM Transactions on Computer Systems, vol.2, pp.2-7, 1987. 

8.  Ludwig, R. and Meyer, M., “The Eifel Algorithm for TCP”, RFC 

3522(Experimental), April, 2003. 

9.  Wlezl, M., “Using the ECN nonce to detect spurious loss events in TCP”, Proceed-

ings of GLOBECOM’08, New Orleans, LA, USA, pp.1-6, Dec, 2009. 

10. Ramakrishnan, K., Floyd, S. and Black, D., “The Addition of Explicit Congestion 

Notification (ECN) to IP”, RFC 3168, Sep, 2001. 

11. Tan, K., Zhang, Q. and Zhu, W., “STODER: a robust and efficient algorithm for 

handling spurious retransmit timeouts in TCP”, Proceedings of GLOBECOM’05, St. 

Louis, Missouri, USA, pp.3692-3696, Dec, 2005. 



IMPROVING TCP PERFORMANCE BY DETECTION AND AVOIDANCE OF SRTO 

 

 

15 

 

12. Sarolahti, P. and Kojo, M., “Forward RTO-Recovery (F-RTO): An Algorithm for 

Detecting Spurious Retransmission Timeouts with TCP and the Stream Control 

Transmission Protocol (SCTP)”, RFC 4138(Experimental), Aug, 2005. 

13. Blanton, E. and Allman, M., “Using TCP Duplicate Selective Acknowledgement 

(DSACKs) and Stream Control Transmission Protocol (SCTP) Duplicate Transmis-

sion Sequence Numbers (TSNs) to detect Spurious Retransmissions”, RFC 

3708(Experimental) Feb, 2004. 

14. NS-2 – The Network Simulator version 2.34 [online] available from: 

http://www.isi.edu/nsnam/ns/ (Accessed 20 November 2012). 

15. J.P Van den Burg, “New Reno and SACK TCP implemented in UMTS networks; A 

performance analysis”, 2ndTwente Student Conference on IT, Enschede, January 

2005. 

16. Prasanthi, S., Sang-Hwa Chung and Changwoo Ahn, “An enhanced TCP mechanism 

for detecting and differentiating the loss of retransmissions over wireless networks”, 

IEEE Conference on Advanced Information and Networking, pp.54-61, March, 

2011. 

17. Eric Hsiao-Kuang Wu, Yu-Chen Huang and Gui-Kui Chang, “EJTCP: Enhanced 

Jitter-based TCP for Wireless Broadband Networks”, Journal of Information Science 

and Engineering, vol.23, 1663- 1679, 2007. 

18. James F.Kurose and Keith W.Ross, Computer Networking A Top-Down Approach 

Featuring the Internet, Pearson Education, India, 2009. 

 

 

 

 

 

 

 

 

 

 

 

 

Sathya Priya.S received her B.E. degree in Elec-

tronics and Instrumentation Engineering from Annama-

lai University, Chidambaram, TamilNadu, India and 

M.E degree in Computer Science and Engineering from 

Annamalai University, Chidambaram, India. She is 

presently pursuing her Ph.D. in the area of improving 

TCP performance over wireless networks in Anna Uni-

versity, Chennai, India. Her areas of interests include 

Wireless Networks and Network Security.                                                                                                                                                                                                                                                                     

  

 

 

 

 

 

 

 

 

 

Murugan. K. is an Associate Professor in Rama-

nujan Computing Centre, Anna University, Chennai, 

India. He received his Ph.D in Information and Com-

munication Engineering from Anna University, Chennai, 

India, M.E. in Computer Science and Engineering from 

NIT (REC), Tiruchirapalli, Tamil Nadu, India. He has a 

work experience of 20 years and his area of expertise 

include Mobile Computing, MANETs and Wireless 

Sensor Networks. He has five International Journal 

Publications and more than 25 International Confer-

ences to his credit. He is a life member of ISTE, IETE 

and CSI. 

 

 

 

 


