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Abstract. In this paper we prove beyond-birthday-bound for the (strong)
pseudorandomness of many-round Lai-Massey scheme. Motivated by Hoang
and Rogaway’s analysis of generalized Feistel networks, we use the cou-
pling technology from Markov chain theory and prove that for any ε > 0,
with enough rounds, the Lai-Massey scheme is indistinguishable from a
uniform random permutation by any computationally unbounded distin-
guisher making at most q ∼ N1−ε combined chosen plaintext/ciphertext
(CCA) queries, where N is the range size of the round function. Previous
works by Vaudenay et al. and Yun et al. only proved the birthday-bound
CCA security of Lai-Massey scheme.

1 Introduction

Designing a blockcipher requires to build a random permutation from a random
key. The notion of pseudorandom permutation was formally discussed by Luby
and Rackoff [11], which referred to permutations that cannot be distinguished
from a uniformly random permutation in polynomial time bound. Pseudoran-
dom permutations are often used to describe the idealized abstractions of block
ciphers, which play an important role in symmetric key cryptography. Well-
designed block ciphers, such as DES [2] and AES [1], are often assumed to be
a pseudorandom permutation in the literature. Furthermore, one can explicitly
model the underlying blockcipher as a pseudorandom permutation to enable the
formal analysis of a blockcipher-based construction.

The security of pseudorandom permutations can be classified as pseudoran-
domness and strong pseudorandomness. Motivated by the famous Feistel net-
work, Luby and Rackoff provided a generic construction for strong pseudorandom
permutations. Later many works focus on alternative structures that also have
the pseudorandomness and the strong pseudorandomness properties[15,17,19].

At Asiacrypt’99, Vaudenay [20] provided an another method to construct
(strong) pseudorandom permutations, which is similar to the block cipher IDEA
[7,6], so it is called the Lai-Massey scheme. Moreover, a new family of block
ciphers, which is named the FOX ( also known as IDEA-NXT [4], was built on
the Lai-Massey scheme.

In [20,12], it was proved that 3-round Lai-Massey scheme are not only suf-
ficient, but also necessary for the pseudorandomness of the Lai-Massey scheme,



while 4 rounds are not only sufficient, but also necessary for the strong pseudo-
randomness of the Lai-Massey scheme in the birthday bound. Later in [21], Yun
et al. gave another proof for the Lai-Massey scheme based on the Coefficient H
Technique of Patarin [18] and exploited the relationship between the Lai-Massey
scheme and the quasi-Fesitel structures. However, their results are still in the
birthday bound.

In Crypto’10, Hoang and Rogaway proved the beyond-birthday-bound se-
curity for most well-known types of generalized Feistel networks [3]. Their re-
sults showed that for any ε > 0, with enough rounds, these generalized Feistel
schemes are indistinguishable from a uniform random permutation by any com-
putationally unbounded distinguisher making at most q ∼ N1−ε adaptive chosen
plaintext/ciphertext (CCA) queries, where N is the range size of the round func-
tion. Currently this is the best security bound for generalized Feistel networks.
Hoang and Rogaway’s proof is based on the coupling technology from Markov
chain theory. Later in [8], Lampe et al. adopted this technology to prove the
many-round CCA security of Even-Mansour structure. Due to its simplicity, the
coupling technology has been used in cryptography for many times [14,16,9].

In this work, we adopt Hoang and Rogaway’s proof idea to analyze the many-
round Lai-Massey scheme. We proved that for any ε > 0, with enough rounds, the
Lai-Massey scheme is also indistinguishable from a uniform random permutation
by any computationally unbounded distinguisher making at most q ∼ N1−ε

CCA queries, where N is the range size of the functions used in the Lai-Massey
scheme. The result showed that when ε → 0, the distinguisher needs almost N
CCA queries to implement a CCA distinguishing attack. Currently this is the
best security result for many-round Lai-Massey scheme in the literature.

2 Preliminaries

In the literature, the formal analysis of blockciphers is usually related to pseu-
dorandom permutations. In this section, at first the formal definition of the
pseudorandom and strong pseudorandom permutations are reviewed, then the
Lai-Massey scheme is described.

We say that adversary A carries out a nonadaptive chosen plaintext attack
(NCPA) if it chooses all encryption queries before any of them are queried. The
adversary carries out a (adaptive) chosen ciphertet attack (CCA) if queries may
be either encryption or decryption queries [8]. In the literature, for pseudorandom
analysis, the adversary is limited to NCPA or CPA attacks , but in the strong
pseudorandom analysis, the adversary can have chosen CCA attacks as well.

(Strong) pseudorandom permutations:

Definition 1. [5] Let F : {0, 1}n → {0, 1}n be an efficient permutation. We
say F is a pseudorandom permutation if for all distinguishers A, there exists a
negligible function ε(n) such that:

AdvcpaF (A) = |Pr[AF (1n) = 1]− Pr[AP (1n) = 1]| ≤ ε(n)



and F is a strong pseudorandom permutation if

AdvccaF (A) = |Pr[AF,F
−1

(1n) = 1]− Pr[AP,P
−1

(1n) = 1]| ≤ ε(n)

where P is chosen uniformly at random from the set of permutations mapping
n-bit strings to n-bit strings.
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Fig. 1. The 2-round Lai-Massey scheme LM2

Lai-Massey scheme: The Lai-Massey scheme shown in Fig.1 is an abstraction
of the block cipher IDEA. Let (G,+) be a group, given r functions F1, . . . , Fr and
an orthomorphism1 σ on G, r-round Lai-Massey scheme LMr is a permutation
on G2 is defined as follows. The input to the i-th round is (Li−1, Ri−1) where
Li−1, Ri−1 ∈ G. The output of the ith round is (Li, Ri), such that

Li = σ(Li−1 + Fi(Li−1 −Ri−1))

Ri = Ri−1 + Fi(Li−1 −Ri−1)

1 An orthomorphism σ on a group (G,+) is a permutation x→ σ(x) on G such that
x→ σ(x)− x is also a permutation.



where the σ permutation is omitted in the last round. Without of loss generality,
we assume the group (G,+) is ({0, 1}2n,⊕) in order to facilitate the security
analysis, thus the input and output of round functions F1, . . . , Fr are 2n bits.
Let the orthomorphism σ be σ(x, y) = (y, x ⊕ y) where x, y ∈ ({0, 1}n,⊕). Let
⊕ denote the bitwise exclusive or operation(xor), just as the design of FOX
blockcipher [4].

In [20,4] the following theorem about the pseudorandomness of the Lai-
Massey scheme was stated:

Theorem 1. For three-round Lai-Massey permutation LM3 built from F1, F2, F3

from {0, 1}2n to {0, 1}2n, we have

AdvcpaF (A) ≤ q(q − 1)(2−2n + 2−4n).

For four-round Lai-Massey permutation LM4 built from F1, F2, F3, F4 from
{0, 1}2n to {0, 1}2n, we have

AdvccaF (A) ≤ q(q − 1)(2−2n + 2−4n).

Markov chains and coupling: This paper assumes the readers have some
familiarity with Markov chains and the mixing method between any two chains.
Levin, Peres and Wilmer have given a detailed introduction on this subject in
[10].

A finite Markov chain is a process which moves among the elements of a
finite set Ω in the following manner: when at x ∈ Ω, the next position is chosen
according to a fixed probability distribution P (x) according to the transition
matrix P . Let µ, ν be probability distributions on Ω. A coupling of µ and ν is
a pair of random variables (X,Y ), defined on the same probability space, such
that the marginal distribution of X and Y are µ and ν, respectively. The total
variation distance between µ and ν is

‖µ− ν‖ = max
S⊂Ω

µ(S)− ν(S).

Most blockciphers are iterative since the ciphertext is computed by iteratively
applying a round function several times to the plaintext. In each round a round
key is combined with the text input. Thus the states of the blockcipher form
a Markov chain when each round function is considered as a pseudorandom
permutation. For q fixed plaintexts (x1, . . . , xq), let Xt be the Markov chain
consists of the output of (x1, . . . , xq) after t rounds iteration, we need to show
that after T rounds, the states of Xt is close to being uniformly distributed. Thus
we compare Xt with a second Markov chain Ut that, has the same transition
probability matrix as Xt but has a uniform randomly starting distribution. For
the Markov chain Ut, the round function is a permutation and the starting
distribution is uniform, thus after any rounds, the output states are still uniform
distributed.



The coupling lemma says that the total variation distance between the dis-
tributions associated to Xt and Ut is upperbounded by the probability Xt 6= Ut,
which is stated as below.

Lemma 1 (Coupling lemma [3,10,16]).

‖µ− ν‖ = min
X∼µ,Y∼ν

P (X 6= Y ) ≤ P (X 6= Y )

where X ∼ µ means that X has distribution µ.

Common randomness and cca-security: Through previous introduction,
we need to couple two Markov chains Xt and Ut so that they can match as soon
as possible. Assume that an adversary asks some nonadaptive distinct chosen
plaintext (nCPA) queries. The adversary’s advantage cannot exceed the total
variation distance between the output distribution and the uniform distribution.
For either nCPA queries or uniformly random queries, we need to build a Lai-
Massey simulator and gives a random output. The simulator can control the
output of the F function in the Lai-Massey round function and use a common
shared uniform randomness in the two scenarios. A common shared uniform
randomness does not affect the marginal distribution of Xt and Ut. The simulator
tries to produce the identical output on its two possible inputs after several
rounds.

In [13], Maurer, Pietrzak and Renner proved the following lemma that upper
bounds the CCA security of a psedurandom permutation from NCPA security.

Lemma 2. If F and G are blockciphers on the same message space then, for
any q,

AdvccaG−1◦F (q) ≤ AdvncpaF (q) + AdvncpaG (q)

where G−1 is the inverse blockcipher of G and F ◦ G−1 denote their cascade,
with F ’s output fed into G−1’s input.

From this lemma, we can easily obtain the CCA-security of the many-round
Lai-Massey scheme from the nCPA-security bound.

3 nCPA-security of 3r-round Lai-Massey Scheme

In this section we use the coupling technology to build a simulator. The task
of the simulator is to build two simultaneous copies of a Markov chain using a
common source of randomness. After that we obtain the nCPA-security bound
for 3r-round Lai-Massey scheme LM3r, with r ≥ 1.

In the following lemma we define the coin which is used in the coupling
technology.

Definition 2 (Coin). The coin of a query at round r is the output of the Fr
in the Lai-Massey scheme.
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Fig. 2. The 3-round Lai-Massey scheme LM3 with Fi : {0, 1}2n → {0, 1}2n,
σ(x ‖ y) = (y ‖ x⊕ y).

The following lemma defines the collision event that makes us fail to couple.

Definition 3 (Collision). Assume the output of two queries at round r is
(Ar1, A

r
2, A

r
3, A

r
4) and (Br1 , B

r
2 , B

r
3 , B

r
4) , r ≥ 0, we say the two queries collide

at round r if

Ar1 ⊕Ar3 = Br1 ⊕Br3 and Ar2 ⊕Ar4 = Br2 ⊕Br4 .

If a collision event happens at round r, then the inputs to Fr+1 will be the
same and it gives the information to the adversary to distinguish the pseudo-
randomness of the Lai-Massey scheme.

The following lemma will help us bound the probability when the simulator
fails to couple.

Lemma 3. For the r-round Lai-Massey scheme LMr, r ≥ 1, the probability
that two distinct non-adaptive queries collide at time t ≥ 1 is at most 2−2n.

Proof. Suppose that the two distinct non-adaptive queries are A and B. Let(
At−11 , At−12 , At−13 , At−14

)
and

(
Bt−11 , Bt−12 , Bt−13 , 1Bt−14

)
be the output at round

t− 1 of A and B respectively, where |At−1i | = |Bt−1i | = n, 1 ≤ i ≤ 4.



Let

F
(
At−11 ⊕At−13 , At−12 ⊕At−14

)
= f1 ‖ f2

F
(
Bt−11 ⊕Bt−13 , Bt−12 ⊕Bt−14

)
= g1 ‖ g2

After the σ transformation, the queries A and B collide at round t if and only if

At1 ⊕At3 = Bt1 ⊕Bt3 and At2 ⊕At4 = Bt2 ⊕Bt4,

thus the following equations hold:

At−12 ⊕At−13 ⊕ f1 ⊕ f2 = Bt−12 ⊕Bt−13 ⊕ g1 ⊕ g2 (1)

At−11 ⊕At−12 ⊕At−14 ⊕ f1 = Bt−11 ⊕Bt−12 ⊕Bt−14 ⊕ g1 (2)

If At−11 ⊕At−13 = Bt−11 ⊕Bt−13 and At−12 ⊕At−14 = Bt−12 ⊕Bt−14 , then f1 ‖ f2 =
g1 ‖ g2, and then combine with the above equations, we have(

At−11 , At−12 , At−13 , At−14

)
=
(
Bt−11 , Bt−12 , Bt−13 , Bt−14

)
,

which is a contradiction; Otherwise, the equation (1) holds with probability
1/2n and (2) holds with probability 1/2n, and thus the two queries collide with
probability at most 1/22n. ut

Lemma 4. Suppose that LMr receives q non-adaptive distinct queries X1, . . . , Xq ∈
{0, 1}4n. For each l ≤ q, we consider a vector of queries (Z1, . . . , Zq) where Zi
is Xi if i ≤ l and Zi is chosen uniformly otherwise, let ul be the distribution of
the vector of q outputs when LMr receives (Z1, . . . , Zq), then we have

AdvncpaLMr
(q) ≤

∑q−1

l=0
‖ul − ul+1‖.

This lemma is obvious and based on a hybrid argument. Given an arbitrary
pair of adjacent queries where the distribution of the first query is ul and the
last is ul+1, the simulator needs to couple them with identical output with high
probability.

The simulator first runs the first query, outputs an output. After the simu-
lator finished compute the output of the first query, she knows the coin used in
every round of the Lai-Massey scheme, which is the output of Fi, 1 ≤ r. Then
she can reuse the coin to emulate the second Lai-Massey scheme by reuse this
randomness. The following shows an example.

Example 1. We consider the simplest case when q is equal to 1, shown in Fig-
ure 3, the simulator needs to couple distribution u0 and u1. In figure 3, let
X1 =

(
A0

1, A
0
2, A

0
3, A

0
4

)
∼ u0 and U1 =

(
B0

1 , B
0
2 , B

0
3 , B

0
4

)
∼ u1, that is, X1 is a

non-adaptive query and U1 is an uniformly random query. In the left chain, the
simulator randomly chooses a coin from {0, 1}2n at each round.
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Fig. 3. Example for q = 1.

Let
(
f i1 ‖ f i2

)
∈ {0, 1}2n be the coin at the i-th round of the left chain,

1 ≤ i ≤ 2, then we have

Ai1 = Ai−12 ⊕ f i2 Ai2 = Ai−11 ⊕Ai−12 ⊕ f i1 ⊕ f i2 (3)

Ai3 = Ai−13 ⊕ f i1 Ai4 = Ai−14 ⊕ f i2 (4)

Then in the right chain, let (gi1 ‖ gi2) ∈ {0, 1}2n be the coin at the i-th round,
1 ≤ i ≤ 2. If we let

g11 = B0
1 ⊕B0

2 ⊕B0
4 ⊕A0

1 ⊕A0
2 ⊕A0

4 ⊕ f11
g12 = B0

1 ⊕B0
3 ⊕B0

4 ⊕A0
1 ⊕A0

3 ⊕A0
4 ⊕ f12 ,

then we have

g11 ⊕ g12 = B0
2 ⊕B0

3 ⊕A0
2 ⊕A0

3 ⊕ f11 ⊕ f12 . (5)

from the encryption process of Lai-Massey scheme,

B1
1 = B0

2 ⊕ g12 B1
2 = B0

1 ⊕ g11 ⊕B0
2 ⊕ g12

B1
3 = B0

3 ⊕ g11 B1
4 = B0

4 ⊕ g12 .

Thus according equation (3),(4) and (5), we have

B1
1 ⊕B1

3 = B0
2 ⊕B0

3 ⊕ g11 ⊕ g12 = A0
2 ⊕A0

3 ⊕ f11 ⊕ f12 = A1
1 ⊕A1

3

B1
2 ⊕B1

4 = B0
1 ⊕B0

4 ⊕B0
2 ⊕ g11 = A0

1 ⊕A0
3 ⊕A0

4 ⊕ f12 = A1
2 ⊕A1

4,

and then if we let the round 2 coin g21 = f21 ⊕A1
1 ⊕B1

1 and g22 = f22 ⊕A1
2 ⊕B1

2 ,
we can obtain the same output

(
A2

1, A
2
2, A

2
3, A

2
4

)
. In the next round, the coin can

be reused in both chains and it is trivial to continue.
Though we have dependency between the left chain and the right chain since

they share the common randomness of the coins, it doesn’t matter as if the
marginal distribution of both chains are correct.

Next we prove the following theorem.



Theorem 2. AdvncpaLM3r
(q) ≤ q

r+1

(
4q/22n

)r
, r ≥ 1.

Proof. Suppose that the first chain LM3r receives q non-adaptive distinct queries
X1, . . . , Xq ∈ {0, 1}4n, let Xi(t) be the output at round t of the Lai-Massey
scheme. For each l ≤ q, we consider to build another chain that receives a vector
of queries (Z1, . . . , Zq) where Zi is Xi if i ≤ l and Zi is chosen uniformly from
{0, 1}4n\{Z1, . . . , Zl} otherwise. Let Zi(t) be the output at round t of the new
Lai-Massey scheme on input Zi.

Let ul be the distribution of the vector of q outputs when LM3r receives
(Z1, . . . , Zq), From lemma 4, we need to give the upper bound of the total vari-
ance distance of ul and ul+1. Let T be the smallest round that the two chains
have the same output, From lemma 1, we have

‖ul − ul+1‖ ≤ Pr[Xl+1(t) 6= Zl+1(t)].

Let Xl+1(t) = (At1, A
t
2, A

t
3, A

t
4) and Zl+1(t) = (Bt1, B

t
2, B

t
3, B

t
4), the following

shows how the simulator couples these two chains:

1. If Zl+1 collides with some previous query Zj at time t then the coin at round
t+ 1 is chosen so as to ensure consistency with the earlier query.

2. Else if the query Xl+1 collides with some previous query Xj at time t, then
the simulator doesn’t reuse this coin, she chooses a value uniformly from
{0, 1}2n to be the coin of Zl+1 at round t+ 1.

3. Else the coins of Xl+1 at round t+ 1 and t+ 2 are uniformly random chosen
in {0, 1}2n, denoted by

(
f t+1
1 ‖ f t+1

2

)
and

(
f t+2
1 ‖ f t+2

2

)
respectively.

Let the coins of Zl+1 at round t+ 1 and t+ 2 denoted by
(
gt+1
1 ‖ gt+1

2

)
and(

gt+2
1 ‖ gt+2

2

)
respectively, the simulator sets

(
gt+1
1 ‖ gt+1

2

)
and

(
gt+2
1 ‖ gt+2

2

)
as follows:

gt+1
1 = Bt1 ⊕Bt2 ⊕Bt4 ⊕At1 ⊕At2 ⊕At4 ⊕ f t+1

1

gt+1
2 = Bt1 ⊕Bt3 ⊕Bt4 ⊕At1 ⊕At3 ⊕At4 ⊕ f t+1

2

gt+2
1 = f t+2

1 ⊕At+1
1 ⊕Bt+1

1

gt+2
2 = f t+2

2 ⊕At+1
2 ⊕Bt+1

2 .

It is trivial for the adversary to make collision queries before the first round.
If the event collision occurs before the first round, then the coin of the first
round cannot be randomly chosen but to ensure consistency with the earlier
query. Then the simulator choose the coin in the second round and third round
described as above. Thus the simulator needs 3 rounds to couple the two chains.
Unless the event collision occurs, the simulator can produce the identical output
after three rounds. Thus we need to bound the probability that the event collision
happens in the first round or in the second round. From Lemma 3, each such
collision occurs with probability at most 2−2n. Summing over the two chains,
two rounds and l previous queries shows that the probability collision occurs is
at most 4l/22n.

Now the probability of Xl+1 and Zl+1 have different outputs after 3 rounds
is at most 4l/22n. If this happens, the simulator adds an additional 3 round,



since the round functions are independent, the probability of their outputs are
still different is bounded by (4l/22n)2. Thus, after 3r rounds,

Pr[Xl+1 (3r) 6= Zl+1 (3r)] < (
4l

22n
)r.

Then according to Lemma 4, we have

AdvncpaLM3r
(q) ≤

∑q−1

l=0
‖ul − ul+1‖ ≤

∑q−1

l=0

(
4l/22n

)r
= 2r(2−2n) ·

∑q−1

l=0
lr

≈ 2r(2−2n) ·
∫ q

0

xrdx

=
q

r + 1

(
4q/22n

)r
.

The General Case: In the above we prove the CCA security of Lai-Massey
scheme when the group (G,+) is ({0, 1}2n,⊕) and the orthomorphism σ is
σ(x, y) = (y, x ⊕ y). For other groups and orthomorphisms, see Fig.1, we can
also prove the security bound in the similar process. Here we only describe the
sketch as follows:

1. The definition of collision (see Definition 3) is that two queries (L1
0, R

1
0) and

(L2
0, R

2
0) collide at round r if L1

r −R1
r = L2

r −R2
r .

2. Like in the proof of Lemma 3, two distinct queries (L1
t−1, R

1
t−1) and (L2

t−1, R
2
t−1)

collide at round t if and only if L1
t −R1

t = L2
t −R2

t . From the encryption of
Lai-Massey scheme,

Lt = σ(Lt−1 + Ft(Lt−1 −Rt−1))

Rt = Rt−1 + Ft(Lt−1 −Rt−1)

Lt −Rt = σ(Lt−1 + Ft(Lt−1 −Rt−1))−Rt−1 + Ft(Lt−1 −Rt−1)

= σ(Lt−1 + Ft(Lt−1 −Rt−1))− (Lt−1 + Ft(Lt−1 −Rt−1)) + Lt−1 −Rt−1
= σ′(Lt−1 + Ft(Lt−1 −Rt−1)) + Lt−1 −Rt−1

where σ′(x) = σ(x)− x is also a permutation since σ is an orthomorphism.
If L1

t −R1
t = L2

t −R2
t , we have

σ′(L1
t−1 + Ft(L

1
t−1 −R1

t−1)) −σ′(L2
t−1 + Ft(L

2
t−1 −R2

t−1)) = L2
t−1 −R2

t−1 −(
L1
t−1 −R1

t−1
)
. This holds with probability 1/22n due to the pseudorandom-

ness of the round function Ft.
3. In the coupling process, let the coins of Zl+1 at round t+1 and t+2 denoted

by gt+1 and gt+2 respectively, the simulator sets gt+1 to ensure the inputs
to the next round function Ft+2 are the same, and sets gt+2 to ensure the
final outputs (L1

t+2, R
1
t+2) and (L2

t+2, R
2
t+2) are the same. The other process

is just as the description in the above and we obtain the same CCA bound
for the general Lai-Massey scheme.

ut



4 CCA-Security of the 6r − 1 rounds Lai-Massey scheme

In this section we obtain the CCA-security bound for 6r− 1 rounds Lai-Massey
scheme, same as the classical Feistel Network [3].

The decryption of the Lai-Massey scheme is the same as the encryption except
that it uses the inverse transformation σ′ = σ−1(x, y). If σ is σ(x, y) = (y, x⊕y)
as defined in Section 2, then σ′ = σ−1(x, y) = (x⊕y, x) is also an orthomorphism.
By using the technology from previous, we can easily obtain the same NCPA-
security bound for the 3r-round decryption of Lai-Massey scheme DLM3r, which
is AdvncpaDLM3r

(q) ≤ q
r+1 (4q/22n)r. We currently have no idea of the ncpa security

of DLM if σ−1 is not an orthomorphism. Thus in the following we assume that
σ−1 is also an orthomorphism, just as in the practical design, such as FOX64
and FOX128.

Lemma 5. DLM−13r ◦ LM3r is equivalent to LM6r−1.

Proof. We can rewrite the one-round encryption of the Lai-Massey scheme as
Σ ◦ Fi where F uses the F transformation and Σ uses the σ permutation, that
is,

Fi(L,R) = (L+ Fi(L−R), R+ Fi(L−R))

Σ(L,R) = (σ(L), R),

thus

DLM−13r ◦ LM3r = F6r ◦Σ ◦ · · · ◦Σ ◦ F3r+1︸ ︷︷ ︸
DLM−1

3r

◦F3r ◦Σ ◦ · · · ◦Σ ◦ F1︸ ︷︷ ︸
LM3r

= F6r ◦Σ ◦ · · · ◦ F3r+2 ◦Σ ◦ F3r′ ◦Σ ◦ F3r−1 ◦ · · · ◦Σ ◦ F1.

In the above equation, we let F3r+1 ◦F3r = F ′3r. Due to the structure of the Lai-
Massey scheme, the round function F ′3r is the xor of two random functions F3r

and F3r+1, thus F ′3r can be considered as a new pseudorandom round function.
It does not influence the structure of the Lai-Massey scheme, thus the result
scheme is equivalent to 6r − 1 rounds Lai-Massey scheme.

Then based on Theorem 1, we have the following theorem.

Theorem 3. AdvccaLM6r−1
(q) ≤ AdvncpaLM3r

(q) + AdvncpaDLM3r
(q) ≤ 2q

r+1 (4q/22n)r.

From this bound, let ε = 1
r ≤ 1, after 6/ε − 1 rounds, the CCA-security

is guaranteed to about q = 22n(1−ε) queries. If r → ∞, then ε → 0 and the
adversary needs almost 22n queries to implement a CCA attack. This bound is
much better than previous birthday bounds given by Vaudenay et al. and Yun
et al.



5 Conclusion

In this paper, based on Hoang and Rogaway’s work on Feistel networks, we
proved beyond-birthday-bound for the CCA-security of many-round Lai-Massey
scheme. We showed that the Lai-Massey scheme can also achieve the same CCA-
security as the classical Feistel structure. We can see that the coupling technol-
ogy is a convenient mathematical tools for proving the CCA-security of many
blockcipher structures. Besides the generalized Feistel networks and Lai-Massey
scheme, it can be used to prove the security of many other blockcipher struc-
tures.
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