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Abstract—In this paper, we propose an evolutionary game 

model to analyze the investment decision making process in the 

cyber offender-defender interaction and provide a quantified 

approach for defender to calculate the safety threshold to avoid 

the occurrence of offender-leading game. Then we use simulation 

as a workbench to discuss the adjustment of each parameter to the 

security investment threshold. Our evolutionary game model 

shows that the cyber offender-defender game can possibly reach 

one realistic stable point after a long-term evolution, which 

implicates a tied offender-defender game. We found that an 

offender-leading game can be avoided by maintaining the security 

investment above a safety threshold level determined by the 

system vulnerability among other environmental parameters such 

as residual risk and potential loss. Hence with an optimal level of 

security investment, the defender can lead the game effectively to 

discourage attacking attempts. Both linear and nonlinear 

simulations share similar trends and our evolutionary game 

theoretic analysis remains valid in either case.  
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I. INTRODUCTION 

N recent years, the prevalence, frequency, and severity of 

cyber-attacks have been growing, as indicated in the annual 

CSI Computer Crime and Security Survey [38]. The daily 

number of these attacks increased 93% from 2009 to 2010 [48]. 

Among Chinese enterprises in traditional industry, as much as 

90% have experienced at least one Internet security breach [40]. 

Major cyber-attacks are also becoming more costly to the 

victim organizations. A recent survey conducted by McAfee 

showed that a 24-hour downtime from a major attack was 

estimated to cost US$6.3 million on average and as much as 

US$8.4 million a day in the oil/gas sector [3]. The actual 

frequency of security incidents and the associated financial 

losses are probably even higher, since organizations may not 

report all cyber security incidents due to reputational and other 

concerns, as Gordon, Loeb, and Sohail [19] point out. The 

increasing frequency and cost of security incidents in recent 
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years highlight the importance of effective cyber security 

management [18]. However, there are multiple challenges to 

improving cyber security. 

First, the information asymmetry unique to this type of attack 

determines the inferior status of the defenders, who not only 

cannot forecast the behaviors of the offenders, but also cannot 

get an accurate understanding of their own defense efficiency 

or the global level of cyber security. Anderson’s [2] research 

shows that the “Market for Lemons” model put forward by 

Akerlof [1] is beginning to fit the current market of cyber 

security products. Vendors all declare that their products can 

assure security, but the defender cannot determine how these 

security products differ in quality. The defender, therefore, 

tends to pay the medium price for a security product instead of 

choosing a high-quality product with a higher price. Gradually, 

this may force the high-quality products to withdraw from the 

market. Even after purchasing and utilizing such security 

products, many defenders hardly know how to benchmark their 

own defense efficiency. 

 Existing research [20] shows that information sharing is 

beneficial to defenders and can improve the overall social 

welfare. However, organizations may not report all cyber 

security incidents due to reputational and other concerns. The 

lack of reliable information sharing among defenders makes it 

more difficult for each individual defender to manage the 

security risks it faces. Moreover, the lack of a motivation 

mechanism makes defenders tend to adopt the “free-ride” 

strategy, which leads to further underinvestment in cyber 

security. Many countries have started to take action to improve 

this situation, and currently, more than 30 U.S. states have 

passed laws on revealing security breach information [56]. Li 

and Rao [30] examine the effects of private intermediaries on 

optimal timing of disclosure policy made by public 

intermediaries and vendors’ reactions. Their analysis of private 

intermediaries’ role suggests that public intermediary’s optimal 

disclosure time does not change with private intermediary’s 

participation. Besides imperfect mechanism of information 

disclosure, defenders’ enthusiasm to obtain security knowledge 

is not high. Wang and Xiao [53] investigate the search behavior 

that drives the search for information security knowledge via a 

search engine and find that network attacks of current day and 

one day prior significantly impact the search, while 

vulnerability disclosure does not significantly affect the search. 

Second, return on security investment is difficult to measure, 

which influences the quality of decision-making. In 

comparison with financial investments, cyber security 
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investment is characterized as lagged return: that is, the benefit 

of cyber security investment is not obvious and it sometimes 

may be perceived as a waste of money when there is no security 

incident or attacks do not succeed. Cavusoglu and Mishra [7] 

suggest indirect estimation of the dollar value of losses 

associated with security breaches as an approximation for the 

actual cost of security breaches.  

Third, while information sharing is challenging for the 

defenders, it has enabled the rapid development of the offender 

community. The black-hat community emphasizes knowledge 

sharing and trading of illegal goods and services, usually 

through public IRC channels. Franklin [11] reveals the 

structure of this cyber black market, including the participation, 

the illegal goods and services, and their pricing. Using a 

honeypot approach, Holtz [26] found similar structures with 

more refined role division in the Chinese cyber black market 

and the geographic distribution of malicious websites. 

Fourth, the externality of cyber security further enhances the 

difficulty of decision-making for the defender. This externality 

of cyber security, composed of network externalities and 

externalities of insecurity [34], is manifested in the side effects 

that each defender imposes on other defenders. Due to network 

externalities, a defender’s decision on network or software 

platform adoption depends not only on the specific features and 

functions of the product, but also on the existing scale of 

adoption. The externalities of insecurity illustrate the fact that a 

defender with a higher security level increases other defenders’ 

risk of suffering cyber-attacks, since the profit-driven offender 

generally prefers weaker rivals, given the same conditions. 

Hence, the externality of cyber security creates an 

interdependent decision framework for defenders. 

Finally, recession-driven cuts in cyber security investment 

have been very popular recently, according to a survey 

conducted by McAfee [3]; this further deteriorates the 

investment environment of the whole society and places 

defenders in an even more dangerous situation. Practitioners 

generally regard security investment like any other IT 

investment and use decision-theoretic risk management to 

determine their security investment level [28]. Although 

decision theory and other traditional risk analysis methods can 

provide a useful starting point for determining security 

investment level, they are incomplete because of the security 

problem’s strategic nature [6]. Hence, quantification tools 

considering the strategic nature of the security problem are 

needed to help determine the appropriate security investment 

level. 

Most organizations have to consider the cost-benefit tradeoff 

for cyber security investment, and it becomes a critical decision 

for chief information and security officers. It is not easy for 

defenders to decide on an appropriate investment level for 

cyber security. The 2004 Ernst & Young Global Information 

Security Survey [9] listed budget constraints as one of the main 

obstacles to effective information security.   

These existing challenges for cyber security and the demand 

among defenders for investment quantification tools prompted 

us to investigate the criteria for optimal investment level from 

the perspective of offender-defender interaction. In this paper, 

we propose a parametric evolutionary game model to analyze 

the investment decision-making process in the cyber 

offender-defender interaction and study the impact of cyber 

security investment level in two-player games. To the defender, 

the offender-defender recursive interaction is considered to 

decide the appropriate level of cyber security investment in 

self-protection. In making this decision, the defender needs to 

optimize investment in self-protection to manage the risk of a 

compromise.  It is worth notice that since our model is 

evolutionary, it is different from the models of existing work 

which is based on the assumption of a single scenario of 

offender-defender interaction, such as work of Gupta, 

Chaturvedi, and Mehta [22]. Their model offers the suggestions 

to investment trade-off between protection and recovery under 

a specific set of environmental parameters for the scenario.  

Our evolutionary game theory (EGT) model shows that the 

offender-defender game can possibly reach one realistic stable 

point after recursive interactions, which implicates a tied 

offender-defender game. We propose a quantified approach for 

the defender to calculate the safety threshold to avoid an 

offender-leading game. The higher return on security 

investment (ROSI) of the safety threshold indicates that the 

safety threshold is also the optimal investment level. Hence, we 

believe that with an appropriate level of security investment, 

the defender can obtain an advantage in the game and 

effectively discourage attack attempts. Furthermore, we 

establish both linear and nonlinear simulation instruments as a 

workbench to discuss the impact of each parameter (residual 

risk, defense efficiency, and system vulnerability before and 

after cyber security investment, as well as the comparison 

between the offender's and the defender's efficiencies) on the 

security investment threshold.  

The contributions of our study are tetramerous. Firstly, we 

establish a parametric EGT model to analyze the 

interdependent investment decision-making of cyber 

offender-defender populations in a recursive interaction. Then 

we seek the equilibrium state by taking ROI of both players into 

consideration. This is different from the models in existing 

works, which is based on the assumption of a single scenario of 

offender-defender interaction. Our evolutionary game model 

shows that the cyber offender-defender game can possibly 

reach one realistic stable state with evolution, which implicates 

a tied offender-defender game. Secondly, we propose a 

quantified approach for the defender to determine the 

appropriate security investment level based on our EGT model. 

This facilitates understanding of security investment level on 

the game, enabling defenders to find the security investment 

threshold avoiding an offender-leading game. We also find that 

the defender can lead the game effectively to discourage 

attacking attempts by keeping the investment threshold, which 

is demonstrated as the optimal investment level by ROSI. 

These differentiate our research from existing works. We not 

only establish the investment decision framework and suggest 

the trend of investment effects for defenders, but also provide 

the defender a quantified tool to allocate defense resources 

based upon his/her own circumstance and need (such as 

inherent system vulnerability, effectiveness of adopted 
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technologies, acceptable degree of risk tolerance, security 

management level and attackers faced).Thirdly, we illustrate 

the impact of each parameter on the security investment 

threshold by establishing both linear and nonlinear simulation 

workbenches. The simulation charts offer the defender a visual 

understanding on the influence of each parameter and facilitate 

defenders to adjust investment strategies upon their particular 

needs. Finally, our EGT model is practical.  It reflects the best 

practice since the decision of players in our EGT model 

represents that of their population. Our EGT model also takes 

best practice and dynamic decision evolution into consideration 

by analyzing the decision interaction of two players and their 

communities in an offender-defender game. Moreover, our 

EGT model is not limited to a single industry or certain 

countermeasures. It can be applied to cyber-security budgeting 

by adjusting the values of parameters.  

This paper has a significantly improved model in comparison 

with our earlier conference paper [37] which has led to the new 

stable point and more practical applications. This paper 

discusses the impact of each parameter on the security 

investment threshold by establishing simulation workbenches 

and therefore can better support security investment decision 

making. 

We organize this paper as follows: Section 2 reviews the 

existing work on cyber security investment and introduces the 

background of theory. Section 3 describes the EGT model to 

discuss the offender-defender interaction. Section 4 proposes a 

quantified approach for the defender to calculate the safety 

threshold to avoid an offender-leading game and illustrates how 

security investment level impacts the evolutionary outcomes of 

cyber security two-player games. Section 5 discusses the 

implications of the research and concludes the paper.  

II. RELATED LITERATURE AND BACKGROUND THEORY 

Because of the strategic nature of security issues, we believe 

game theory is more suitable to model the offender-defender 

interaction. Further, we have adopted EGT because it is better 

equipped to deal with bounded rationality assumptions and is 

able to capture the recursive strategic interaction between the 

offender and the defender. Perfect rationality may not be 

practical in all cyber-attacks; this is partly due to the asymmetry 

of game information and partly due to the automation of 

cyber-attack tools. If one player adopts irrational behavior, 

classical game theory might fail. Evolving strategies are more 

practical for cyber security investment decisions because of the 

internal information asymmetry.  

A. Related literature 

Security researchers have generally reached a consensus that 

the existing security problems cannot be solved by 

technological means alone. Since technological means cannot 

eliminate all risks, attention is increasingly paid to quantifying 

the cyber security investment [16,21,31,35,51], employment of 

cyber insurance to transfer residual risks [4,5], the impact of 

information sharing on cyber security, and how 

interdependency influences the investment incentive of agents 

[21,25,36].  

Studies have been carried out to estimate the information 

security incident occurrence probability and the incident impact: 

Kesh [29] developed a framework for analyzing e-commerce 

security by examining the relationships among e-commerce 

security needs, threats, technologies, and tools. Geer [15] 

introduced business adjusted risk (BAR) for classifying 

security defects by their vulnerability type, degree of risk, and 

potential business impact. Farahmand [10] presented a 

subjective analysis, probabilitic assessment, and damage 

evaluation of information security incidents. Sun [47] 

developed an evidential reasoning approach under the 

Dempster-Shafer theory of belief functions for information 

system risk assessment. 

Gordon and Loeb [17] chronicle the development of 

economics in information security as an academic area of 

research and they also [21] presented an economic model to 

determine the optimal information security investment amount. 

Their research shows that information assets with midrange 

vulnerabilities are worthier of protection and a firm should 

invest only a relatively small portion of the expected loss due to 

a security breach. Wang and Chaudhury [52] introduce the 

concept of value-at-risk to measure the risk of daily losses an 

organization faces due to security exploits and use extreme 

value analysis to quantitatively estimate the value at risk. With 

this approach, decision makers can make a proper investment 

choice based on their own risk preference instead of pursuing a 

solution that minimizes only the expected cost. Hausken [24] 

analyzed how income, interdependency, and substitution 

effects impact security investment for organizations of different 

sizes. Ogut, Menon, and Raghunathan [36] hold the view that 

interdependency of cyber-risk reduces firms’ incentives to 

invest in security technologies and to buy insurance coverage. 

Cavusoglu, Mishra, and Raghunathan [8] proposed a 

comprehensive analytical model to balance the cost and utility 

of IT security measures for investment decision support.  

Roy, Ellis, and Shiva [41] believe that game theory offers 

promising perspectives, insights, and models to address cyber 

security problems. Cavusoglu, Raghunathan, and Yue [6] 

compared game theory and decision theory methods from 

several dimensions, including investment levels, vulnerability, 

and investment payoff, and discussed the limitations of other 

traditional models.  

Longstaff [33] argued that investment in system risk 

assessment can reduce the likelihood of intrusions, which 

yields benefits much higher than the investment. Varian [50] 

examined the free rider problem in information security 

investment in different circumstances using a game theory 

model. In their models, both agents, the offender and the 

defender, maximized their own expected benefits, and it was 

shown that the reactions of the defender and offender depend 

on their own cost-benefit ratio. Garcia and Horowitz [14] 

established a game-theoretic model to analyze the economic 

motivations for investment in improving cyber security. Their 

research found that as the ratio of social value to revenue at 

stake for Internet service providers continues to grow, the 

likelihood of underinvestment in security becomes higher. 

Gal-or and Ghose [13] studied economic incentives for sharing 
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security information and found that security investment and 

security information sharing act as strategic complements in 

equilibrium. Kannan and Telang [27] considered whether 

movement toward a market-based mechanism for vulnerability 

disclosure leads to a better social outcome. Heal and 

Kunreuther [25] established a parametric game-theoretic model 

to address the situation in which security choices made by one 

agent affect the risks faced by others.  

Several previous papers have done pioneer work in the 

context of cyber security by applying EGT. Sun [45, 46] 

analyzed information security issues based on game theory and 

EGT respectively and provided strategy suggestions to 

encourage information security investment. Vejandla [51] 

investigated an evolutionary approach to generate 

intruder-defender strategies by introducing a memory-based 

multi-objective evolutionary algorithm (MOEA) in a simulated 

network environment. Tembine [49] studied access games, 

particularly in wireless networks, by applying EGT with a 

random number of interacting players. Yin and Xia [55] 

conducted an evolutionary game analysis of the interaction 

between firewalls and intrusion detection systems and studied 

factors that play vital roles in the process. These previous works 

suggest that EGT can provide new insight into cyber security 

strategies.  However, none of the existing work provided a 

comprehensive discussion of the influence of Replicator 

Dynamics (RD) and various environmental parameters drawn 

from the cyber security practice over the ROSI, to the best of 

our knowledge, leaving a gap which our paper is trying to 

address. 
Offenders, in cyber space, are trying their best to remain 

anonymous. For example, botnets are often recruited by 

compromising innocent third parties and launched by 

peer-to-peer (P2P) communications, making it difficult for 

defenders and law enforcement to trace them back. However, 

some potential mitigation techniques, such as content 

poisoning and Sybil-based and Eclipse-based mitigations, have 

been proven effective [23]. Therefore, even without 

considering legal consequences, the offender will still incur 

costs such as time and effort when s/he performs an attack.  

Hence, we consider a risk-neutral population of offenders. 

Defenders, by definition, might need to account for a 

worst-case scenario. Hence they have to take both proactive 

and reactive measures to minimize the risk of compromise and 

the loss from a breach. We consider a risk-neutral population of 

defenders and give suggestions for risk-averse application of 

our conclusions later.   

B. Background of EGT 

Game theory is the branch of applied mathematics that 

formalizes strategic interaction among autonomous rational 

players, while EGT is the application of game theory to 

evolution. Classical game theory requires perfect rationality. If 

the players are not assumed to be rational, EGT applies. 

Besides the reduced assumption of rationality, another 

distinction of EGT from traditional game theory is that it allows 

evolving strategies. 

EGT was first put forward by Fisher. In the 1960s, Lewontin 

began to study ecological matters with EGT. Ecologists 

Maynard Smith and Price put forward the concept of the 

evolutionarily stable strategy (ESS) based on a combination of 

biological evolutionary theory and classical game theory. 

Generally, the presence of ESS is regarded as the naissance of 

EGT by academe. Maynard Smith [43] also defines payoff as 

the game outcome of the players which is a measurement of 

utility referred by social scientists. Soon, replicator dynamics 

(RD) was put forward by Taylor and Jonker for the first time. 

Thereafter, EGT became popular in the fields of sociology and 

economics. EGT abides by the principle of “survival of the 

fittest” from biological evolutionary theory and applies it to 

group behavior. It can interpret the evolutionary process of 

investors’ behavior better than classical theory.  

A detailed presentation of EGT can be found in [12, 54]. ESS 

and RD are two vital concepts in EGT. ESS means a stable state 

in which a colony or population resists the intrusion of mutation 

strategy. If this strategy is adopted by all members of a colony 

and the payoff of this strategy is higher than that of the mutation 

strategy, the mutation strategy will not intrude upon the colony. 

Each player who adopts strategy x has a probability (1-ε) facing 

the player who adopts the same strategy x; and probability ε 

facing the player who adopts the mutation strategy x’. u(k, s) 

indicates the payoff (utility) of the player adopting strategy k 

with payoffs. The conditional expression of ESS is as follows:  

   ' ' ', 1 , 1u x x x u x x x          
     (1) 

, where ε is an infinitesimal positive number 0< ε<<1 . 

RD is a dynamic differential equation that describes the 

proportion of a certain given strategy adopted by a colony. If 

the payoff (utility) of the given strategy is higher than the 

average payoff (utility) of the colony, the proportion adopting it 

in the colony will increase. The differential equation of RD is as 

follows:  

   / , , , 1,...,k kdx dt x u k s u s s k n   
 

 (2) 

, where xk is the proportion of strategy x adopted by a colony 

and  ̅（s, s） represents the average payoff (utility) of the colony. 

III. MODEL 

A. Hypotheses 

We assume there are two types of risk-neutral players with 

bounded rationality in cyber security investment decisions. One 

is the population of defenders, who decide whether to invest in 

improvement of cyber infrastructure for self-protection, and the 

other is the profit-driven population of offenders, who need to 

weigh cost against return to decide whether to conduct 

cyber-attacks. Their decisions are discrete; the defender 

chooses whether or not to invest in self-defense, and the 

offender chooses whether or not to perform an attack. 

Organizations victimized by a cyber-compromise suffer 

damages. These damages can be tangible or intangible; they 

can include financial loss due to fraudulent transactions, 

interruption of business operations, loss of sensitive data, or 

loss of reputation and customer confidence, to name a few. We 

assume the total financial loss is L.  
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An organization’s ability to defend against cyber-attacks 

depends on its level of self-protection investment, with the 

assumption that the appropriate defense technology is applied. 

Ryu and Sharman[42] model a possible deception system with 

the explicit purpose of enticing unauthorized users and 

restricting their access to the real system. They found that, 

under the assumption of a dual entity system, intruders differ in 

behavior depending on the system’s vulnerability at the time of 

intrusion as well as depending on their own economic 

incentives. Before the defender makes additional cyber security 

investment, the probability of a successful attack completely 

depends on the inherent vulnerability, v0, of the original system. 

We define p0 to be the probability of a compromise before 

investment in self-protection.  

The investment cost of the defender is a one-time 

infrastructure investment, featuring in its large scale, long 

period for usage, slow value transfer as well as difficult capital 

retrieval. After the defender invests I in self-protection of its 

cyber infrastructure, the offender has a probability p1 of 

success. Obviously, p1<p0. Heal and Kunreuther [25] assume 

that damages can only occur once, i.e., that damages resulting 

from multiple security failures are no more severe than 

damages from a single failure. We assume that the expected 

financial losses of the defender before and after the cyber 

security investment are p0L and p1L respectively, with the 

impact of the severity of the vulnerability but without the 

impact of the frequency of attacks. Obviously, the security 

investment amount the defender invested I should be less than 

the economic loss it saved (p0-p1)L.  

E is the normal return from information assets of the 

defender. The implementation of additional security 

countermeasures should also increase the cost of attack for 

offenders. For example, the offender may have to break through 

more layers of firewalls. The defender invests in self-protection 

with capital I while the offender incurs a cost of C1 and C2  

(C1<C2) to attack before and after the defender’s self-protection 

investment. Due to the specific features of cybercrime such as 

anonymity of the criminal, difficulty in tracing back and 

forensics, the offender in fact only bears extremely low risk of 

breaching the law compared to her/his high economic profit. 

Our proposed EGT model, therefore, does not consider 

offender’s cost of breaching the law for the pragmatic goal.  

Assuming the offender can derive return R out of a 

successful attack, then p1R-C2 represents her/his payoff when 

the defender invests in self-protection. Likewise, when the 

defender does not invest in self-protection, the payoff for the 

offender who performs an attack is p0R-C1. With the black 

market of cyber-attacks maturing, the cost of the offender is 

constantly shrinking, and the high return rate has encouraged 

the observable rapid growth of a black cyber economy [32,39].  

It is an appointed task for the defender to protect its cyber 

infrastructure and information assets; therefore, making a cyber 

security investment cannot bring any immediate profit to the 

defender (ignore the long-term security reputation gain). Thus, 

if the defender invests to protect its cyber infrastructure, when 

the offender succeeds, the defender will face a loss of p1L. So 

her/his expected payoff is E-I-p1L. On the contrary, if the 

defender does not invest in cyber security, s/he can save the 

additional cyber security investment I, and therefore when 

suffering attack, her/his payoff is E-p0L. 

Obviously, the offender will gain nothing if s/he does not 

perform an attack. In that case, the payoff for the offender is 0. 

Likewise, if the offender never attacks, the defender’s expected 

payoff is E-I and E respectively when s/he does and does not 

invest in self-protection. Detailed list of variable names and 

meanings is presented in Appendix. Hence, we introduce the 

payoff matrix of the offender-defender EGT model (in normal 

form) as: 

 

B. RD of the offender-defender EGT model 

Assume that in the population of offenders, the proportion 

that adopts the “Attack” strategy is α. Thus, the proportion that 

adopts the “Do not attack” strategy is (1-α). Meantime, we 

denote by parameter β the proportion in the population of 

defenders that adopts the “Invest” strategy, and by (1-β) the 

proportion that adopts the “Do not invest” strategy. 

Hence, the expected utility of the offender population when 

the “Attack” and the “Do not attack” strategies are adopted, Uoa, 

Uod, as well as the average utility of the population, respectively, 

are 

           1 2 0 1 0 1 2 1 0 11oaU p R C p R C R p p C C p R C              (3) 

 0 1 0 0odU                                                                       (4) 

         0 1 2 1 0 11o oa odU U U R p p C C p R C                            (5) 

The expected utility of the defender populations that adopt 

the “Invest” and the “Do not invest” strategies are Udi, Udd 

respectively; together with the average utility of the population   

are 

    1 11diU E I p L E I p L E I           
                         (6) 

   0 01ddU E p L E p L E                                              (7) 

    0 1 01d di ddU U U L p p I p L E                     (8) 

The RD of this evolution system can be obtained by applying 

an RD equation to the two populations of players — offender 

and defender: 

         

    

0 1 2 1 0 1

0 1

1

1

d
R p p C C p R C

dt

d
L p p I

dt


  


  


       


    


              (9a,b) 

TABLE I 
EXPECTED PAYOFF MATRIX OF THE EVOLUTIONARY GAME BETWEEN THE 

POPULATION OF OFFENDERS AND THE POPULATION OF DEFENDERS 

OFFENDER DEFENDER 

INVEST DO NOT INVEST 

ATTACK p1R-C2，E-I-p1L  p0R-C1，E-p0L 
DO NOT ATTACK 0，E-I 0，E 
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C. ESS of the offender-defender EGT model 

According to the stability principle of differential equations 

and the definition of ESS, it is known that when 

β=(p0R-C1)/(R(p0-p1)+(C2-C1)), dα/dt always equals to 0, i.e., 

α is in the stable state. When β>(p0R-C1)/(R(p0-p1)+(C2-C1)), 

α*=1 and α*=0 are two stable states of α. At this time, α*=0 is 

ESS. When β<(p0R-C1)/(R(p0-p1)+(C2-C1)), α*=1 and α*=0 are 

still two stable states of α. But α*=1 is ESS at this time. Fig. 1 

depicts phase diagrams and stable states when α evolves under 

the aforementioned three conditions. 

Likewise, when α=I/(L(p0-p1)), β is in the stable state. When 

α> I/(L(p0-p1)), β*=1 and β*=0 are two stable states of β. At this 

time, β*=1 is ESS. When α< I/(L(p0-p1)), β*=1 and β*=0 are 

two stable states of β, but β*=0 is ESS at this time. Fig. 2 

provides phase diagrams and stable states when β evolves under 

the aforementioned three situations. 

Detailed stability analysis of the offender-defender EGT 

model is available upon request. 

IV. RESULTS AND DISCUSSION 

A. Effect of the cyber security investment level 

Obviously, only ESS α*=1 and β*=1 reflects the real 

scenario of competing offender-defender game: that is, the 

population of offenders tends to continue to perform 

cyber-attacks while the population of defenders tends to persist 

on investment in cyber security. The two players get even score 

at the end. In practice, what can we do to impel the drawn game 

towards a defender-leading one? What is the determinant that 

helps to avoid the occurrence of dangerous offender-leading 

game? Let’s first examine the problem based on the stability 

analysis of both sides. 

According to the stability analysis for the population of 

defenders, when the proportion of offenders that adopts the 

“Attack” strategy α is I/(L(p0-p1)), the offender-defender 

interplay ends up with a stable state no matter which strategy 

the population of defenders chooses. Since the parameter value 

of α within [0,1] will possibly cause a tie-game which is 

undesirable, forcing its value to be 1 or more can effectively 

avoid the formation of an offender-leading game. Therefore, 

the benchmark one of defender investment B1 should be: 

 1 0 1B L p p   (10) 

In compliance with the aforementioned analysis, when the 

proportion of the defender population choosing the “Invest” 

strategy β reaches (p0R-C1)/(R(p0-p1)+(C2-C1)), the 

offender-defender interplay ends up with a stable state no 

matter which strategy the population of offenders chooses. 

Thus, this equilibrium is the key to achieve the 

defender-leading game. We denote I =βI as the average 

investment level of the entire defender group to facilitate 

benchmarking with the offender-leading game. Thus, 

      0 1 0 1 2 1/I I I p R C R p p C C       (11) 

In other words, it is the residual risk that the defender cannot 

eliminate with a reasonable investment in cyber security. The 

expression of p1 can be obtained from (11), which reflects the 

trend that, given a certain average white hat community 

investment level, increasing a specific defender’s investment 

will reduce her/his residual risk. 

 

 
Fig. 1.  RD phase diagrams of the population of offenders in the asymmetric 

offender-defender game 

  

 

 
Fig. 2.  RD phase diagram of the population of defenders in the asymmetric 
offender-defender game 
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 0 12 1
1 0

I p R CC C
p p

R IR


    (12) 

In order to discourage attacking attempts of the offender, the 

defender can take self-protective action by investing in 

additional cyber security. As discussed earlier, when 

β>(p0R-C1)/(R(p0-p1)+(C2-C1)), the expected payoff for the 

“Attacking” offender is less than the average payoff for the 

entire offender population. Therefore, the population of 

offenders will gradually adjust its strategy toward “Do not 

attack.” So, the defender can induce the offender to adopt the 

“Do not attack” strategy by making an appropriate 

self-protection investment in cyber security. Because of (11), 

the defender is expected to reach the following to obtain an 

advantage in the game. We name it as the benchmark two of 

cyber security investment B2: 

      0 1 0 1 2 1/I I I p R C R p p C C       (13) 

 

B. Discussion of parameters 

Next we propose a quantified approach for defender to 

calculate the safety threshold to avoid the occurrence of 

offender-leading game by both linear and nonlinear models 

based on different expressions of p0 and p1 by other 

environmental parameters. Then we use simulation as a 

workbench to discuss the impacts of each parameter (residual 

risk, defense efficiency, system vulnerability before and after 

the cyber security investment as well as the comparison 

between the offender's efficiency and the defender's efficiency) 

to the security investment threshold under the assumption that 

other parameters will remain constant within a reasonable 

range. Since our model does not suggest any singular point, we 

believe the trends of individual parameter from the simulation 

results reflect their general properties.  The two simulations are 

based in part on the Gordon-Loeb [21] model and the model of 

Cavusoglu, Raghunathan, and Yue [6], but differ from these 

works since we analyze the trends of the safety threshold given 

the increasing probability of a compromise before investment 

in self-protection.   

 

1) Discussion of parameters under linear simulation 

It is clear that appropriate security investment should be able 

to deter attacking attempts more effectively. According to (10), 

the benchmark one for the defender climbs linearly with the 

increase of p0. Hence, the raise of p0 should further discourage 

the attacking attempts of the offender. We denote the ratio of 

d(v0)=C2/R= p0e as the discouragement of attack that is 

impacted by the effectiveness of defense and proportional to p0, 

where (0<e<1) and hence is linear. h is used to indicate the 

comparison between defense efficiency before and after the 

security investment, h=(C2-C1)/R. According to the 

Gordon-Loeb model [21], the optimal investment in 

information security should be less than or equal to 36.79% of 

the loss that would be expected in the absence of any 

investment in security. Hence, the average white hat 

community investment is I =jL (j<36.79%). Therefore, the 

benchmark one and two of self-defense investment under the 

linear simulation B1l and B2l are 

 1 0 1lB L p p   (14) 

         
 

0 1 2 1 0 1 2 1 0 1
2

0 1 0 1 0

/

/ 1
l

I R p p C C I p p C C R p p h
B jL

p R C p C R p e h

       
  

   

 (15) 

The two benchmark values intersect at the p0 value of 

      2
0 1 0 11 1 0e p h j p e p h j p hj          (16) 

And the positive solution of this expression of p0 is: 

          
1/2

2

1 1 1

0

1 4 1 1

2(1 )

h j p e e h j p h j h j p e
p

e

           




            (17) 

This is where the two benchmarks intersect in Fig. 3. 

ROSI is an important benchmark to decide the optimal 

security investment level. Practitioners currently apply ROSI as 

a cyber security investment metric—67.8 percent in 2009, over 

44 percent in 2008, trying to find out the appropriate level of 

investment to prevent recurring security breaches [39]. We 

calculation ROSI based on Sonnenreich’s [44] equation: 

 %RiskExposure RiskMitigated SolutionCost
ROSI

SolutionCost

 
   

 

Under the linear assumptions, we denote ROSI as Sl 
   0 1 0 1

1
l

l
l l

p p L B p p L
S

B B

  
  

 (18) 

For our numerical illustration, we use the following 

parameter values: p1=0.08，e=0.3，h=0.05，L=R=1 and j=0.25. 

Since we only discuss appropriate security investment that will 

reduce security risks, p0 is more than residual risk p1.  Results 

are plotted in Fig. 3, which indicates that B1l climbs linearly 

with the increase of p0. Meanwhile, with the increase of p0, B2l 

becomes stagnant after moderate increase. It is noteworthy that 

in Fig. 3, the value of B1l is smaller than B2l before their 

intersection and the trend reverses after the two benchmarks 

intersect. 

 

Fig. 4 shows ROSI of B1l and B2l as well as the relationships 

between ROSI and I with p0 as parameter respectively under the 

linear assumptions with the security investment amount varies 

from the minimum value to maximum value of B1l and B2l. A 

decreasing trend of ROSI indicates that the minimum value of 

B1l and B2l is the safety threshold for the defender to achieve the 

Fig. 3.  Benchmark for cyber security investment in linear simulation 

(p1=0.08, e=0.3, h=0.05, L=1, R=1and j=0.25) 
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defender-leading game. A higher ROSI of B1l and B2l before 

and after intersection of the two investment benchmarks 

indicate that the safety threshold enjoys higher ROSI. The 

safety threshold, hence, also is the optimal investment level.  

This is also the optimal security investment normalized by the 

potential loss. 

 

Fig. 5 plots the safety threshold under linear assumptions. 

The “Offender-leading Zone” indicates that the defender’s 

self-protection investment is under the safety threshold and the 

offender-defender game might turn out to be a dangerous 

offender-leading game. The “Defender-leading Zone” is when 

the defender’s investment has reached the safety threshold and 

therefore the defender is now leading the game. Hence, with an 

appropriate level of cyber security investment, the defender can 

avoid the dangerous offender-leading game and further lead the 

offender-defender game. 

 

We then discuss how the residual risk under linear 

assumptions influences the level of safety threshold. Fig. 6 

presents the relationship between p0 and the safety threshold, 

with residual risk p1 varying between 0.08 and 0.28. For our 

numerical illustration, we use the following parameter values: 

e=0.3， h=0.05，L=1，R=1 and j=0.25. It can be observed that 

the residual risk increases with the safety threshold (minimum 

security investment) decreases. Hence, residual risk is a vital 

parameter under linear simulation which is controlled by 

minimum security investment. 

 

 

2) Discussion of parameters under nonlinear simulation 

Further analysis is conducted under the nonlinear simulation 

of p0, p1 and other environmental parameters. We assume 

d(I)=C2/R=aI
σ

, where d(I) is the discouragement of attack 

where (a>0 and σ≥0). The expression of v0 is assumed based 

on the assumption that, with the increase of v0, p0 will increase 

at a nonlinear rate (depends on the defense mechanism of a 

specific system) before becoming stagnant, according to the 

observation that risk of system compromise will not increase 

significantly when multiple vulnerabilities lead to similar 

security consequences. The expression of p1 is based on the 

reference of Cavusoglu, Raghunathan, and Yue [6], with the 

increase of v0 as well as C2 and the decrease of I, p1 will rise at a 

nonlinear rate before remaining stagnant. Hence 
1/

0 01p bv    (19) 

   1 0 2 0 01 1p kv C I kb p a R I I a b kR p I
                      (20) 

where a>0, b>0, k>0, σ≥0, λ≥0, φ≥0, θ≥0, and ω≥0. 

Thus, the nonlinear investment benchmark one and two B1n, 

B2n, ROSI of the defender Sn under nonlinear assumptions, 

respectively, are as follows: 

    1 0 1 0 0 11n nB L p p L p a b kR p B
           (21) 

         0 1 2 1 0 1 2 1

2
0 1 0 1

/

/
n

I R p p C C I p p C C R
B

p R C p C R

     
 

 

        

                                0 0 2

0 2

1 n

n

p a b kR p B h
jL

p aB h

    



   


 

 (22) 

   

  
0 0 0

0 0

1
1

1

n n

n

n

p a b kR p B p aB h
S

j p a b kR p B h

     

    

 

 

   
 

  

 (23) 

The explicit expression of the intersection of B1n and B2n is 

difficult to represent.  But our numeric examples show that they 

have similar attributes as in the linear case, as demonstrated in 

Fig. 7. For our first numerical illustration, we use the following 

Fig. 4.  ROSI in linear simulation (p1=0.08, e=0.3, h=0.05, L=1, R=1 and 

j=0.25) 

Fig. 6.  The impact of residual risk on safety threshold in linear simulation 

(e=0.3, h=0.05, L=1，R=1and j=0.25) 

Fig. 5.  Safety threshold in linear simulation (e=0.3, h=0.05, L=1, R=1 and 

j=0.25)  
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parameter values: σ=1.5, λ=1, θ=4/3, ω=2/3, φ=0.125, 

a=0.1, a
θ
b

λφ
k =0.35, h=0.05，L=1，R=1 and j=0.25. Results are 

charted in Fig. 7, which indicates that B1n for the defender to 

lead this cyber security game climbs near-linearly with the 

increase of p0. Meanwhile, B2n for cyber security investment 

becomes stagnant after moderate increase with the growth of p0. 

In Fig. 7, similar to the linear model, the value of B1n is smaller 

than B2n before their intersection and the trend reverses after the 

two benchmarks intersect.  

 

 

Fig. 8 shows ROSI of B1n and B2n as well as the relationship 

between ROSI and I with p0 as a parameter under the nonlinear 

assumptions with the security investment amount varies from 

the minimum value to maximum value of B1n and B2n. A 

consistent decreasing trend of ROSI indicates that the 

minimum value of B1n and B2n is the safety threshold for the 

defender to achieve the defender-leading game. A higher ROSI 

of B1n and B2n before and after intersection of the two 

investment benchmarks indicate that the safety threshold 

enjoys higher ROSI. The safety threshold, hence, also is the 

optimal investment level. Fig. 9 plots the safety threshold under 

nonlinear assumptions. 

 

Next, we discuss how each parameter under the nonlinear 

assumptions affects the security investment level. First, the role 

of σ is explored with the other parameter values of λ=1, θ
=4/3, ω=2/3, φ=0.125, a=0.1, a

θ
b
λφ

k =0.35, h=0.05，L=1，
R=1 and j=0.25. Fig. 10 presents the relationship between p0 

and safety threshold, with σ varying between 1 and 2.5. A larger 

sigma value indicates a defense technology with lower 

efficiency; since the defender's normalized investment 

benchmark value should be less than 1 (hence the security 

investment is less than the potential financial loss). It is also 

indicates that, given the same probability of a compromise 

before investment in self-protection, the higher the defense 

efficiency (smaller sigma value) is, the lower the safety 

threshold is.  

Second, the influence of λ  is analyzed with the other 

parameter values of σ=1.5, θ=4/3, ω=2/3, φ =0.125, a=0.1, 

a
θ
b
λφ

k=0.35, h=0.05，L=1，R=1 and j=0.25.  Fig. 11 presents the 

relationship between p0 and safety threshold, with λ varying 

between 1 and 3 representing the vulnerability of the existing 

Fig. 7.  Benchmark for cyber security investment in nonlinear simulation 

(σ=1.5, λ=1, θ=4/3, ω=2/3, φ =0.125, a=0.1, aθbλφk=0.35, h=0.05, L=1，R=1 

and j=0.25) 

 
 

Fig. 8.  ROSI in nonlinear simulation (σ=1.5, λ=1, θ=4/3, ω=2/3, φ =0.125, 

a=0.1, aθbλφk =0.35, h=0.05, L=1, R=1 and j=0.25) 

Fig. 9.  Safety threshold in nonlinear simulation (σ=1.5, λ=1, θ=4/3, ω=2/3, 

φ =0.125, a=0.1, aθbλφk =0.35, h=0.05, L=1, R=1 and j=0.25) 

Fig. 10.  The impact of sigma on safety threshold in nonlinear simulation 

(λ=1, θ=4/3, ω=2/3, φ =0.125, a=0.1, aθbλφk =0.35, h=0.05, L=1, R=1 and 

j=0.25) 
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system to the attacks before defense improvement. The larger 

the value of λ, the less vulnerable the system was to the cyber 

exploits. Fig. 11 shows that, given the same probability of a 

compromise before investment in self-protection, the larger λ is, 

the smaller safety threshold is. This achievement of saving in 

cyber security investment can be achieved by improving the 

effectiveness of day-to-day information system security 

management.  

 

Third, the impact of φ is discussed with the other parameter 

values of σ=1.5, λ=1, θ=4/3, ω=2/3, a=0.1, a
θ
b
λφ

k =0.35, 

h=0.05，L=1，R=1 and j=0.25. Fig. 12 presents the relationship 

between p0 and safety threshold, with φ varying between 0 and 

0.25. φ  represents the system vulnerability after security 

investment, which impacts the residual risk. The larger the 

value of φ, the higher the residual risk will be. This is because 

less security investment will result in higher residual risk. The 

acceptable residual risk level should comply with the 

information security policy. 

The effects of θ and ω are studied by defining µ=    , 

with the other parameter values of σ=1.5, λ=1, φ =0.125, 

a=0.1, a
θ
b
λφ

k=0.35, h=0.05，L=1，R=1 and j=0.25. Fig. 13 

presents the relationship between p0 and safety threshold, with 

µ varying between 1 and 1.5. µ implicates the comparison 

between the offender's and the defender's efficiency. The larger 

the µ value, the more efficient the offender is in competition 

with the defender. According to Fig. 13, given the same 

probability of a compromise before investment in 

self-protection, the larger µ is, the larger the safety threshold is.  

 

Under the nonlinear simulation, each parameter (defense 

efficiency, system vulnerability before and after the cyber 

security investment as well as the comparison between the 

offender's efficiency and the defender's efficiency) influences 

the safety threshold level differently. It can be also observed 

that defense efficiency has the most impact towards the safety 

threshold while the system vulnerability before investment has 

the least impact. Besides, the comparison between the 

offender's efficiency and the defender's efficiency also has a 

significant influence. This phenomenon is reflected in the 

attackers’ constant upgrade of exploiting tools and the 

defenders’ investment into better countermeasures.   

 

3) Similarity of linear and nonlinear simulation results 

Fig. 14 compares the linear and nonlinear simulations with 

parameter values of p1=0.08, e=0.3, σ=1.5, λ=1, θ=4/3, ω
=2/3, φ=0.125, a=0.1, a

θ
b
λφ

k=0.35, h=0.05，L=1，R=1 and 

j=0.25. In both simulations, the investment benchmark one for 

the defender climbs linearly or near-linearly with the increase 

of probability of a compromise before investment in 

self-protection. Meanwhile, in both cases, with the increase of 

probability of a compromise before investment in 

self-protection, the benchmark two for cyber security 

investment becomes stagnant after a moderate increase. Overall, 

the two simulations share similar trends in both investment 

benchmark values and also in safety threshold. 

Fig. 11.  The impact of lambda on safety threshold in nonlinear simulation 

(σ=1.5, θ=4/3, ω=2/3, φ =0.125, a=0.1, aθbλφk =0.35, h=0.05, L=1, R=1 and 

j=0.25) 

Fig. 12.  The impact of phi on safety threshold in nonlinear simulation 

(σ=1.5, λ=1, θ=4/3, ω=2/3, a=0.1, aθbλφk =0.35, h=0.05, L=1, R=1 and j=0.25) 

Fig. 13.  The impact of mu on safety threshold in nonlinear simulation 

(σ=1.5, λ=1, φ =0.125, a=0.1, aθbλφk =0.35, h=0.05, L=1, R=1 and j=0.25) 
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 Hence, the linear or nonlinear assumptions, reflecting the 

difference in inherent risks to the existing information system 

and the technological effectiveness of the security remedies, 

will affect the specific investment benchmark values. But they 

share similar trends, and our evolutionary game theoretic 

analysis remains valid in either case. 

Quantifying the system vulnerability before and after the 

application of security investment does pose a challenge for 

practitioners.    However, new automated quantifying tools such 

as the attack surface metric [58] and model checking [59] can 

automatically analyze the code of large software systems to 

provide measures of vulnerability.  Additional tools include the 

historical data analysis tools, AI ranking algorithm tools and 

fuzzy logic tools as well as tools to analyze the data feedback 

and perform black box analysis on live information system [57] 

are constantly providing us with better tools to quantify them.  

Furthermore, these tools can possibly be combined into some 

standard model used for industrial benchmarking.    Hence we 

have good reasons to believe that our research will have 

practical applications in the foreseeable future.  

V.  CONCLUSION AND FUTURE WORKS 

We have proposed an evolutionary game-theoretic model 

addressing decision making in the cyber security 

offender-defender interaction from an EGT perspective and 

providing a quantified approach for the defender to calculate 

the safety threshold to avoid an offender-leading game. We 

found that an offender-leading game can be avoided by 

maintaining the security investment above the safety threshold 

level determined by the system vulnerability and other 

environmental parameters such as residual risk and potential 

loss. With an appropriate level of security investment, the 

defender can lead the game to effectively discourage attack 

attempts while still maintaining a reasonable ROSI. This 

conclusion can be extended to apply to risk-averse defenders by 

suggesting an additional investment buffer on top of the 

threshold to properly adjust to their risk appetite at the price of a 

reduced ROSI.  Next, we designed simulation as a workbench 

to discuss the adjustment of each parameter to the security 

investment threshold. Our discussion of both linear and 

nonlinear simulations explained how each parameter affects the 

security investment level as well as their similarity in trends. 

Our research helps to quantify the appropriate investment 

level of cyber security. With this quantification approach, an 

organization can determine proper security solutions based on 

its cyber security strategy. From the individual organization 

point of view, a regularly maintained cyber security 

management system is also more cost-effective than injecting 

surges of security investment due to the reduction in ROSI. We 

argue that the prevalence of recession-driven cuts in 

information security investment [3] is not wise, since they 

might lead toward an offender-leading game, which might 

quickly degrade the cyber security environment for 

e-commerce development. The health of the cyber security 

ecosystem requires persistent effort from organizations and 

society.  

There are a number of possible directions that can be 

explored in future studies. Firstly, a multi-agent evolutionary 

game model including a supervisor, offender, and defender 

could be established to thoroughly analyze the decision-making 

process in cyber security investment. With effective global 

coordinated cyber security governance, attackers’ risks and 

payoffs can be significantly influenced. Secondly, option game 

theory could be applied to discuss the optimal timing of the 

proposed safety threshold. Finally, due to the dynamic nature of 

cyber security, an evaluation and feedback model could be 

adopted to dynamically fine tune the proposed investment in 

the long run. 
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Fig. 14.  Benchmark for cyber security investment in linear and nonlinear 
simulation share similar trends (p1=0.08, e=0.3, σ=1.5, λ=1, θ=4/3, ω=2/3, 

φ=0.125, a=0.1, aθbλφk =0.35, h=0.05, L=1, R=1 and j=0.25) 
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APPENDIX 
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