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In privacy preserving data mining, anonymization based approaches have been used 

to preserve the privacy of an individual. Existing literature addresses various anonymi-

zation based approaches for preserving the sensitive private information of an individual. 

The k-anonymity model is one of the widely used anonymization based approach. How-

ever, the anonymization based approaches suffer from the issue of information loss. To 

minimize the information loss various state-of-the-art anonymization based clustering 

approaches viz. Greedy k-member algorithm and Systematic clustering algorithm have 

been proposed. Among them, the Systematic clustering algorithm gives lesser informa-

tion loss. In addition, these approaches make use of all attributes during the creation of 

an anonymized database. Therefore, the risk of disclosure of sensitive private data is 

higher via publication of all the attributes. In this paper, we propose two approaches for 

minimizing the disclosure risk and preserving the privacy by using systematic clustering 

algorithm. First approach creates an unequal combination of quasi-identifier and sensi-

tive attribute. Second approach creates an equal combination of quasi-identifier and sen-

sitive attribute. We also evaluate our approach empirically focusing on the information 

loss and execution time as vital metrics. We illustrate the effectiveness of the proposed 

approaches by comparing them with the existing clustering algorithms.  
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1. INTRODUCTION 
 

In recent years, various organizations in different sectors viz. Medical, Banking and 

Insurance collect, store and use personal information of their customers. Such collected 

data are further used for the analysis and research purposes. To do the same, data mining 

techniques have been utilized for performing the task of analysis and research work. 

However, the collected data might contain person specific private information. Therefore, 

analyzing such collected data can disclose the private information of an individual. As a 

result, protecting the private information of an individual becomes a prime research issue 

in privacy preserving data mining [1]. 

In privacy preserving data mining, two main approaches have been discussed in the 

literature viz. Cryptographic approaches [2-3] and anonymization approaches [4-15] [17]. 

However, our focus in this paper is on the anonymization based approaches owing to the 

lesser computational cost compared to the cryptographic approaches. 

Among the various anonymization approaches, the k - anonymity model has been 

significantly used in privacy preserving data mining because of its simplicity and effi-
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ciency. However, information loss and data utility are the prime issues in the anonymiza-

tion based approaches as discussed in [4-15] [17]. The k-anonymity model provides pri-

vacy and produces an anonymous database via generalization and/or suppression. In the 

case of generalization, the values in a database are replaced with some related values. For 

example, if the values for the Age attribute in the database are 21, 22, 23, 24, 25 and 26, 

then they can be represented as (21-26). On the other hand, in the case of suppression, the 

values in a database are masked or deleted. For example, the suppressed value may be 

represented as 2* for the actual values 21, 22, 23, 24, 25 and 26 in a database. However, 

generalization is better as compared to suppression [9], since the generalization reveals at 

least some information as compared to suppression. Nevertheless, the anonymous data-

base generated via generalization and/or suppression results in information loss.  

An illustration of information loss has been discussed below: Consider a medical or-

ganization that wants to provide the medical database to the research agency for the med-

ical research purpose. The medical database consists of three types of attributes viz. Iden-

tifier (ID), quasi-identifier (QI) and sensitive attribute (SA). Table 1 shows a medical 

patient database with three types of attributes. Generally, the identifier attribute has been 

removed from the database to preserve the privacy of an individual. However, it is not 

enough to remove the only identifier attribute to protect the privacy of an individual. The 

other attributes such as Age, Gender, and Zip code are considered as quasi-identifier (QI). 

The quasi-identifier is of two type viz. Numeric and Categorical. The attribute Disease is 

considered as a sensitive attribute (SA). In Table 1, the attributes Age and Zip code are 

considered as numeric attribute whereas, the attribute Gender is considered as categori-

cal attribute. 

 

Table 1. Medical patient database 

Identifier Quasi-identifier Sensitive 

Name Age Gender Zip code Disease 

XYZ 20 Male 443350 Diabetes 

PQR 22 Male 443351 Cancer 

ABC 24 Male 443352 Flu 

LMN 32 Male 443350 Hepatitis 

EFG 34 Female 443350 Hepatitis 

JKL 38 Female 443350 Hepatitis 

 

Table 2 shows a 3-anonymized medical patient database with respect to Table 1. By 

joining Table 2 with some external available database, a data miner could be able to find 

the identity of an individual. While all the Diseases in equivalence class 1 are related to 

one type of diseases, the k-anonymity model [4] is not able to protect the sensitive 

attribute disclosure and also suffers from the information loss.  

 

Table 2. 3-anonymized medical patient database 

Row ID Equivalence 

Class Age Gender Zip code Disease 

1 1 [21-30] Person 44335* Diabetes 



NOVEL APPROACHES FOR PRIVACY PRESERVING DATA MINING IN K-ANONYMITY MODEL    

  

2 [21-30] Person 44335* Cancer 

3 [21-30] Person 44335* Flu 

4 2 [31-40] Person 44335* Hepatitis 

5 [31-40] Person 44335* Hepatitis 

6 [31-40] Person 44335* Hepatitis 

 

In addition, it is emphasized that the information loss and the data utility are two 

conflicting goals of privacy preserving data mining. The information loss increases by 

hiding more data, but decreases the data utility. On the other side, information loss de-

creases by hiding less data, but increases the data utility. 

The issue of information has also been addressed in a clustering based anonymiza-

tion approaches [5-9]. The prime objective of clustering based anonymization approaches 

is to minimize the information loss and maximize the data utility. However, the clustering 

based anonymization approaches make use of all the attributes of original database to 

produce an anonymized database [5-9][13-15][17]. Such publication of an anonymized 

database with all attributes might help the data miner to identify the sensitive attribute of 

an individual.  

Motivated by this observation, in this research, we attempt to further explore the is-

sue of privacy preservation and information loss in the k-anonymity model using Syste-

matic clustering approach [9].  

In this paper, we propose two approaches viz. Approach#1: Unequal combination of 

QI and SA; and Approach#2: Equal combination of QI and SA. Approach#1 and Ap-

proach#2 produce a combination of quasi-identifier and sensitive attribute using syste-

matic clustering algorithm [9] for the privacy preservation. Here, the terms and unequal 

and equal are used in their obviously implied sense – whether the number of attributes in 

the generated sub-databases are equal or unequal. Our objective in this research is 

two-fold: firstly, to minimize the information loss; secondly, to preserve the privacy by 

displaying the minimum number of attributes in the anonymized database. 

How can our propose approaches viz. Approach#1 and Approach#2 protects the sen-

sitive attribute of an individual? Our approaches hide the other QI attributes by generat-

ing anonymized sub-databases with a combination of QI and SA. Thus, it becomes diffi-

cult to the data miner to identify the correct individual, when the generated sub-databases 

have been connected with the other publicly available databases. The illustration has been 

discussed with two cases viz. Case 1: Traditional Approach, Case 2: Our Approaches. 

Case 1 (Traditional Approach): the adversary wants to know the sensitive value of XYZ 

person and knows the QI value (Age=20, Gender=Male and Zip code= 443350) of XYZ 

person from the Table 1. Thus, the adversary would easily find sensitive attribute of XYZ 

person by joining the attribute of Table 1 with other publicly available database. The sen-

sitive attribute of XYZ person gets disclosed to the adversary because of the presence of 

all attributes in the anonymized database. Therefore, the chance of identifying the correct 

individual has been increases with the presence of all attributes. Case 2 (Our Approaches): 

the adversary knows only one QI value (Age=20) and does not know the other QI values 

with the generation of various sub-databases from the original database. This weakens the 

confidence of the adversary to identify the correct sensitive value of an individual, since 

the other attributes are hidden in the generated sub-databases.  

How can our approaches viz. Approach#1 and Approach#2 achieve lesser informa-

tion loss? The illustration has been provided with two cases viz. Case 1: Traditional Ap-
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proach and Case 2: Our Approaches. Case 1 (Traditional Approach): The traditional 

approaches make use of all QI attributes for the generation of an anonymized database. It 

uses the principle of generalization and/or suppression to generate the anonymized data-

base. With the presence of all QI attributes in the anonymized database, the total informa-

tion loss is higher via the use of generalization and/or suppression principle. Case 2 (Our 

Approaches): Our approaches produce sub-databases from the original database with a 

combination of QI and SA attributes. As a result, the generated database contains a lesser 

number of attribute. With the presence of lesser number of attribute in the generated 

sub-database, it produces lesser information loss. Although, our approaches attain lesser 

data utility at some level when considering the original database with all attribute. How-

ever, our approaches protect the sensitive value of an individual at the expense of lesser 

data utility, since protection of a sensitive value of an attribute is more important at the 

cost of data utility.  

We conduct experiments on real dataset from UCI machine learning repository data-

base [16]. The experiment illustrates that our Approach#1 and Approach#2 achieves 

lesser information loss and better data utility as compared to a state-of-the-art clustering 

algorithms such as Greedy k-member [5] and Systematic clustering [9] in two ways: 

 

 Our proposed Approach#1 and Approach#2 take lesser execution time as 

compared to Greedy k-member algorithm [5] and Systematic clustering 

algorithm [9]. This is because of three reasons: firstly, we use minimum 

attribute in the resultant anonymized sub-database using a combination 

of quasi-identifier and sensitive attribute. Secondly, we use the syste-

matic clustering algorithm [9] to add each record in a systematic way in 

each cluster. Thirdly, the Greedy k-member algorithm is slower in se-

lecting the records during the cluster formation and therefore, slower in 

constructing the cluster and also sensitive to outliers record. 

 Our proposed Approach#1 and Approach#2 yield lesser information loss 

as compared to Greedy k-member algorithm [5] and Systematic clus-

tering algorithm [9]. The systematic clustering algorithm generates 

lesser information loss by adding records in a cluster whose informa-

tion loss is at the minimum level [9]. The Greedy k-member algorithm 

contain some outliers record at the time of cluster formation, therefore, 

it attains higher information loss [5]. 

 

1.1 Our contributions and plan of the paper 

 
The main contributions of the paper are listed as below: 

 

1. We propose two approaches such as Approach#1: Unequal combination of 

QI and SA and Approach#2: Equal combination of QI and SA that partition 

the database using a combination of quasi-identifier and sensitive attribute. 

Both the approaches generates lesser information loss and execution time as 

compared to existing anonymization based clustering algorithms [5] [9]. 

2. We minimize the disclosure risk of sensitive attribute by using Approach#1 

and Approach#2. Both the approaches create a combination of qua-
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si-identifier and sensitive attribute using systematic clustering algorithm for 

the k-anonymity model [9]. 

3. We investigate the effectiveness of our Approach#1 and Approach#2 on a 

widely used benchmark dataset. Our proposed approach generates various 

anonymized sub-databases from the original database. Our experimental 

results verify that the publication of such sub-databases with minimum 

attribute therein helps to reduce the identification of sensitive attribute of 

the publicly available database.  

 

The rest of the paper is organized as follows. In Section 2, we discuss the anonymi-

zation based clustering approaches. In Section 3, we present the information loss and 

basic notion. In Section 4, we present Approach#1 and Approach#2 using a systematic 

clustering algorithm by making a combination of quasi-identifier and sensitive attribute. 

In Section 5, we present the experimental results. Finally, we conclude in Section 6 with 

the implication of our results and propose the future research directions. 

2. RELATED WORK 

In privacy preserving data mining, preserving the privacy of an individual has been a 

prime research issue. In order to preserve the privacy, various anonymization based ap-

proaches were proposed in the literature [4-15] [17].  

The k-anonymity model [4] is one of the simple models used for the privacy preser-

vation. However, the k-anonymity model is not able to provide protection against the 

attribute disclosure.  

In addition to this, various anonymization based clustering approaches have been 

proposed in the literature [5-9]. It includes Byun et al. Greedy k-member clustering algo-

rithm [5], Loukides et al. Clustering algorithm [6], Chiu et al. Weighted feature c-means 

clustering algorithm [7], Lin et al. One pass k-means clustering algorithm [8] and Kabir et 

al. Systematic clustering algorithm [9].  

Byun et al. [5] proposed a greedy k-member clustering algorithm. The greedy 

k-member clustering algorithm is sensitive to outlier records. With the presence of outlier 

records in the cluster, the information loss of the cluster is also increases.  

Loukides et al. [6] proposed a clustering algorithm, which produce one cluster at a 

time. This algorithm builds a cluster with a user defined threshold value. Based on the 

user defined threshold value, the records are inserted and deleted in a cluster. The infor-

mation loss of the generated cluster should not exceed the user defined threshold value. If 

the number of records in a particular cluster is less than user defined threshold, the cluster 

is deleted. Thus, with the use of user defined threshold, this algorithm is less sensitive to 

outlier records. In addition, this algorithm deletes records, and therefore, generates higher 

information loss. 

Chiu et al. [7] proposed weighted feature c-means clustering algorithm. This algo-

rithm generates all the clusters at a time. If a cluster contains less than k records, the 

cluster has to merge with other large clusters. However, this algorithm has been applica-

ble to the quantitative quasi-identifier value only. 

Lin et al. [8] proposed one pass k-means clustering algorithm. This algorithm builds 

a cluster with lesser information loss and execution time as compared with the greedy 
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k-member clustering algorithm [5].   

Kabir et al. presents a systematic clustering algorithm in [9]. This algorithm gener-

ates lesser information loss as compared to Byun et al. Greedy k-member clustering algo-

rithm [5]. The systematic clustering algorithm makes a cluster of similar records. With 

the presence of similar kinds of records leads to the lesser generalization and/or suppres-

sion and hence incur lesser information loss. However, the systematic clustering algo-

rithm is sometimes affected by the extreme value.  

 The algorithms as discussed in [5-9] produce an anonymized database by making 

use of all the attributes present in the original database. On the other side, Anatomy ap-

proach has been proposed in the literature [10] which publishes the exact value of 

quasi-identifier in a separate table. However, the exact publication of quasi-identifier 

value in separate table helps the data miner to identify an individual easily. In addition, 

this algorithm does not able to maintain the relation between the QI and SA value. 

In the research of privacy preserving data mining, we observe the following issues in 

the anonymization based clustering algorithms. First of all, the anonymization based al-

gorithms produce an anonymized database with the objective to achieve lesser informa-

tion loss and higher data utility. Second, the anonymization based algorithm makes use of 

all the attributes to publish the anonymized database. The publication of all attributes in a 

database gives the scope to identify the sensitive attribute of an individual. Third, the 

primary issue of privacy preservation is to preserving the privacy of an individual com-

paring to analyzing the database. 

3. INFORMATION LOSS AND BASIC NOTIONS 

Information loss is the prime research issue in anonymization based approaches. 

Generally, the information loss should be lesser to achieve higher data utility. On the oth-

er hand, higher the information loss, lesser would be the data utility.  

Two main approaches have been used to calculate the data utility. First approach 

calculates the amount of data utility remained in the anonymized data. It includes metrics 

such as average size of the equivalence classes [10-11] [15] and Discernibility metric 

[17]. The second approach calculates the amount of data utility loss via data anonymiza-

tion. It includes an information loss metric [5] [8-9]. In the first approach, if the original 

data has lower data utility then the anonymized data has lower data utility. Therefore, we 

adopted the second approach to measure the data utility in our work. In addition, the in-

formation loss metrics as discussed in [5] [9] have been used recently.  

Let database D consists of a set of r records with n numeric and c categorical qua-

si-identifier attribute. Let γ= { 1, 2, …, p} be a partitioning of r, where  represent a 

cluster. Let ζ be the taxonomy tree as shown in Figure 1 and Figure 2 with respect to Ta-

ble 1 (Table 1 has been discussed in Section 1). The taxonomy tree is used to generalize 

the value of each categorical and numerical attribute.  
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Figure 1. Taxonomy tree of Zip code 

 

 

 

 

 

 

 

 

 

Figure 2. Taxonomy tree of Gender 

 

The information loss ( ) for the n numerical attributes of a database D via generaliza-

tion and suppression is calculated as follows: Let ,  be the maximum and 

minimum value of the records in a cluster . Let  be the maximum 

and minimum value of the records in a database D.  

 

      (1) 

 

Similarly, the information loss ( ) for the c categorical attribute is calculated as fol-

lows:  

Let be a set of categorical attributes. 

 

             (2) 

 

Where,  be the sub tree rooted at the lowest common ancestor for each 

value of categorical attribute.   is the height of the taxonomy tree. Thus, the 

final information loss  for the numerical and categorical attribute using Eq. (1) 

and Eq. (2) is represented as follows: 

 

Gender 

Male  Female 

44335* 

44335

0 

443351 

 

443352 
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                          (3) 

 

Where, |r| is the number of records in a cluster . The total information loss of γ = { 1, 

2,…, p} for all the cluster is calculated as follows: 

 

                  (4) 

 

 
                  (5) 

 

Example 1: The calculation of the information loss using systematic clustering is dis-

cussed as follows.  

Table 1 shows a medical patient database and Table 2 shows a 3-anonymous table 

generated from Table 1 (as discussed in Section 1). Here, we used the information loss 

metric as discussed in the literature [5] [9]. Table 2 shows that there are two clusters in a 

table. The first cluster consists of the ID 1, 2 and 3. The second cluster consists of the ID 

4, 5 and 6. The attributes Age and Zip code are the numerical attributes. The attribute 

Gender is the categorical attribute. The taxonomy tree for the attributes Gender and Zip 

code are shown in Figure 1 and Figure 2, respectively. For the numerical attribute Age in 

the first cluster, the maximum and minimum values are 24 and 20, respectively. The 

maximum and minimum values for the second cluster are 38 and 32, respectively. In the 

same way, the maximum and minimum values of the complete anonymized table are 38 

and 20, respectively. Thus, the total information loss (IL) of all clusters γ = { 1, 2,…, 
p} is arrived as follows: 

 

IL (γ) =|3| (24-20/38-20+1+1) + |3| (38-32/38-20+1+1) = 13.65 

 

Example 2: The calculation of information loss using our Approach#1: Unequal combi-

nation of QI and SA is discussed as below: 

Let us consider Table 3, Table 4 and Table 5 have been generated by using a combi-

nation of the quasi-identifier (QI) and sensitive attribute (SA).  

 

Table 3. Combination of QI-SA (Age - Disease) 

ID Age Disease 

1 21-30 Diabetes 

2 21-30 Cancer 

3 21-30 Flu 

4 31-40 Hepatitis 

5 31-40 Hepatitis 
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6 31-40 Hepatitis 

 

Table 4. Combination of QI-SA (Age, Gender - Disease) 

ID Age Gender Disease 

1 21-30 Person Diabetes 

2 21-30 Person Cancer 

3 21-30 Person Flu 

4 31-40 Person Hepatitis 

5 31-40 Person Hepatitis 

6 31-40 Person Hepatitis 

 

Table 5. Combination of QI-SA (Age, Zip code - Disease) 

ID Age Zip code Disease 

1 21-30 44335* Diabetes 

2 21-30 44335* Cancer 

3 21-30 44335* Flu 

4 31-40 44335* Hepatitis 

5 31-40 44335* Hepatitis 

6 31-40 44335* Hepatitis 

 

Each anonymized table such as Table 3, Table 4 and Table 5 consists of two clusters. 

The anonymized table consists of numerical and categorical attribute. Thus, the total in-

formation loss (IL) of all clusters (γ) for the anonymized Table 3, Table 4 and Table 5 are 

as shown below: 

 

Information loss of Table 3:  IL (γ) =|3| (24-20/38-20) + |3| (38-32/38-20) = 1.65<13.65 

 

Information loss of Table 4: IL(γ) =|3| (24-20/38-20+1) + |3| (38-32/38-20+1) = 

7.65<13.65  

Here, the value 13.65 has been taken from Example 1. 

 

Information loss of Table 5: IL(γ) =|3| (24-20/38-20+1) + |3| (38-32/38-20+1) = 

7.65<13.65 

 

We observed that our Approach#1: Unequal combination of quasi-identifier and 

sensitive attribute achieve lesser information loss as compared to systematic clustering 

approach [9]. Among the three generated table viz. Table 3, Table 4 and Table 5, the 

information loss of Table 3 is the lowest.  

 

Example 3: The calculation of information loss using our Approach#2: Equal combina-

tion of QI and SA is discussed as below:  

Our Approach#2 creates an equal combination of QI and SA. In our Approach#2, the 

original table has been partitioned into a number of sub-tables using a combination of QI 

and SA. In this approach, we are selecting one QI and one SA in each combination, the 

generated table will contain an equal number of attribute. If the original table consists of 

attributes such as Age, Gender, Zip code and Disease, then each sub-table will consists of 

a combination of attributes viz. Age and Disease; Gender and Disease; Zip code and 

Disease. 
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Table 6. Combination of QI-SA (Age - Disease) 

ID Age Disease 

1 21-30 Diabetes 

2 21-30 Cancer 

3 21-30 Flu 

4 31-40 Hepatitis 

5 31-40 Hepatitis 

6 31-40 Hepatitis 

 

Table 7. Combination of QI-SA (Gender - Disease) 

ID Gender Disease 

1 Person Diabetes 

2 Person Cancer 

3 Person Flu 

4 Person Hepatitis 

5 Person Hepatitis 

6 Person Hepatitis 

 

Table 8. Combination of QI-SA (Zip code - Disease) 

ID Zip code Disease 

1 44335* Diabetes 

2 44335* Cancer 

3 44335* Flu 

4 44335* Hepatitis 

5 44335* Hepatitis 

6 44335* Hepatitis 

 

Thus, the total information loss (IL) of all clusters (γ) for the anonymized Table 6, Table 

7 and Table 8 is shown as below: 

 

Information loss of Table 6: IL(γ) =|3| (24-20/38-20) + |3| (38-32/38-20) = 

1.65<7.65<13.65 

 

Information loss of Table 7:  IL (γ) =|3| (1) +|3| (1) = 6<7.65<13.65 

 

Information loss of Table 8:  IL(γ) =|3| (1) +|3| (1) = 6<7.65<13.65 

 

The above calculation shows that the information loss achieved by our Approach#2 

is lesser as compared to Approach#1. Therefore, we can conclude that Approach#2 is 

more efficient as compared to systematic clustering algorithm [9] and our Approach#1. 

4. OUR PROPOSED APPROACHES USING SYSTEMATIC CLUSTER-
ING ALGORITHM 

In this section, we present two approaches viz. Approach#1: Unequal combination of QI 

and SA; Approach#2: Equal combination of QI and SA. Both the approaches use the 

concept of systematic clustering algorithm [9] for the creation of clusters. Our basic 
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viewpoint in this research exercise is to preserve the personal sensitive or private infor-

mation of a person in the medical database application, since mining such database the 

personal sensitive information would get disclosed. Our proposed algorithms basically 

first decompose and then anonymized the database into separate individual sub-databases 

with a set of QI and SA attributes therein. Thus, publishing such medical database would 

preserve the sensitive information such as Disease of a person when joining with the ex-

ternal available databases.  

Let D be a database with attributes viz. quasi-identifier (QI) and sensitive attribute 

(SA) as shown in Eq. (6).  

 

                    (6) 

 

Let QI and SA be the set of possible attribute. The possible values of quasi-identifier 

and sensitive attributes are represented in Eq. (7) and (8).  

 

                 (7) 

                                                (8)   

Then, the resulting original database is shown in Eq. (9). 

 

        (9) 

 

Let  be a sub-database generated from the database D. The sub-database  is a 

combination of quasi-identifier (QI) and sensitive attribute (SA). It is shown in Eq. (10).  

 

                    (10) 

 

Similarly, other possible combinations  of QI and SA are constructed 

for the original database D.  

 

Example 4: Let database D consists of attributes Age, Gender, Zip code and Disease. Let 

us assume that we represent attribute Age with „A‟, Gender with „G’, Zip code with „Z’ 

and Disease with „D’. Let D be a set of the generated sub-databases 

of an original database D. Where, database consists of a combination of qua-

si-identifier and a sensitive attribute.  

According to our Approach#1: Unequal combination of QI and SA, the generated 

sub-databases are ,  and . On the 

other hand, in our proposed Approach#2: Equal combination of QI and SA, the generated 

sub-databases are ,  and . After the genera-

tion of multiple sub-databases, a systematic clustering approach has been used for the 

clustering [9].  
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The original systematic clustering algorithm for the k-anonymity has been discussed 

in [9].  The algorithm for the unequal combination of quasi-identifier (QI) and sensitive 

attribute (SA) using a systematic clustering algorithm is shown in Table 9.  The algo-

rithm for the equal combination of quasi-identifier (QI) and sensitive attribute (SA) using 

a systematic clustering algorithm is shown in Table 10.   

 

Table 9. Algorithm for Approach#1: Unequal combination of QI and SA using Syste-

matic clustering algorithm 
Input : Database D with r  records 

Output: γ={ 1, 2,…. p} be a partitioning of r 

// D is original database 

// r is the number of records in the database 

// γ is a partitioning of r records 

//   is a cluster 
Algorithm: 

   Begin 

1. Identify the attributes such as identifier , quasi-identifier 
(QI)(numeric and categorical) and sensitive attribute (SA) 

2. Remove the identifier attribute and replace it with ID 
3. Sort all records by their quasi-identifiers 
4. Identify the number of equivalence classes and clusters 
5. Make an Unequal combination of QI and SA to construct the 
sub-database 

6. Make a partition of all records into k groups 

7. Select a record  randomly from the first partition of k records 

8. Similarly select another records  from the other partition of 
k records 

9. Calculate information loss  

10. Move the records in a cluster with lowest information loss 
11. Find extra element in a cluster those who exceed the k size 
12. Add extra element in a cluster whose information loss is lowest 
End 

 

 
Table 10. Algorithm for Approach#2: Equal combination of QI and SA using Systematic 

clustering algorithm 
Input : Database D with r  records 

Output: γ={ 1, 2,…. p} be a partitioning of r 

// D is original database 

// r is the number of records in the database 

// γ is a partitioning of r records 

//   is a cluster 
Algorithm: 

   Begin 

1. Identify the attributes such as identifier, quasi-identifier 
(QI) (numeric and categorical) and sensitive attribute (SA) 

2. Remove the identifier attribute and replace it with ID 
3. Sort all records by their quasi-identifiers 
4. Identify the number of equivalence classes and clusters 
5. Make an Equal combination of QI and SA to construct the sub - 

database 

6. Make a partition of all records into k groups 
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7. Select a record  randomly from the first partition of k records  

8. Similarly select another records  from the other partition of 
k records 

9. Calculate information loss  

10. Move the records in a cluster with lowest information loss  
11. Find extra element in a cluster those who exceed the k size 
12. Add extra element in a cluster whose information loss is lowest 

   End 

 

 

According to the algorithm as shown in Table 9 and Table 10, we first identify and 

classify the attributes such as identifier, quasi-identifier and sensitive attributes in a data-

base (step 1). Subsequently, we remove the identifier attribute from the database and sort 

all records using the quasi-identifiers (step 2 and step 3). Then, we find out the number of 

groups and clusters such that =r/k, where r is the number of records in a database and k 

is the anonymization factor (step 4).  

After identifying the groups and clusters in an original database, we generate a 

sub-database using a combination of quasi-identifier and sensitive attribute (step 5). In 

our Approach#1, we create an unequal combination of quasi-identifier (QI) and sensitive 

attribute (SA). In our Approach#2, we create an equal combination of quasi-identifier (QI) 

and sensitive attribute (SA). From each generated sub-databases, we make a partition of 

all records into k groups (step 6).  

Then, we used Systematic clustering algorithm in order to generate the clusters [9]. 

According to the Systematic clustering algorithm [9], we randomly select a record from 

the first group for the creation of the first cluster (step 7). Similarly, we create the re-

maining cluster by randomly selecting the records from the remaining groups (step 8). 

Subsequently, we calculate the information loss of each cluster (step 9). Now, we select 

other records from the first group and add records in a cluster whose information loss is 

the lowest (step 10). In the same way, we select and add other records in a cluster whose 

information loss is the lowest. During the clustering process if some cluster has exceeded 

to the k size, the extra element should be added in a cluster whose information loss is the 

lowest (step 11 and step 12).  

Thus, our Approach#1 and Approach#2 generate sub-databases of an original data-

base using a combination of quasi-identifier (QI) and sensitive attribute (SA). The publi-

cation of such generated sub-databases with a minimum number of attribute helps to re-

duce the total information loss and execution time as compared to a systematic clustering 

algorithm [9] and Greedy k-member algorithm [5]. 

Moreover, the time complexity of our proposed algorithms viz. Approach#1: Equal 

combination of QI and SA and Approach#2: Unequal combination of QI and SA using 

systematic clustering algorithm are discussed as below: 

In our proposed algorithms, we assume r, k and  as the total number of records, 

the k-anonymity parameters and the number of clusters, respectively. However, both the 

algorithm takes  time to sort the records once in the database. The number of 

clusters are calculated as . As a result, the time complexity of our proposed clus-

tering algorithms is a product of number of records (r) and the number of clusters ( ). 
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Therefore, the total time complexity of our proposed algorithms viz. Approach#1: Equal 

combination of QI and SA and Approach#2: Unequal combination of QI and SA using 

systematic clustering algorithm are .  

The above analysis shows the data utility of the proposed algorithms. However, it 

has been evaluated experimentally to check the efficiency of the proposed algorithms in 

the following section. 

5. EXPERIMENAL EVALUATION 

In this section, we present the effectiveness of our Approach#1: Unequal combination of 

QI and SA; and Approach#2: Equal combination of QI-SA with respect to the parameters 

such as information loss and execution time. Both the proposed approaches have been 

applicable to the medical database application, since the personal sensitive or private 

information such as Disease would get disclosed while mining the medical databases. We 

compare our Approach#1 and Approach#2 with two state-of-the-art clustering approaches 

viz. Greedy k-member algorithm [5] and Systematic clustering algorithm [9]. The expe-

riment is implemented in Java with JDK 1.6 in a system configured with Intel core i5 

processor, 4 GB RAM and 500GB hard disk. 

 

5.1 Experimental Setup 

 

We use the ADULT database from the UCI Machine Learning Repository [16] for 

experimentation. The ADULT database contains 32561 records and 15 attributes. Out of 

them, we retain only attributes viz. Age, Race, Marital-status, Sex, fnlwt and Occupation. 

The attributes Age and fnlwt are numeric attributes, whereas Race, Marital-status, Sex 

and Occupation are the categorical attributes. The attribute Occupation is taken as a sen-

sitive attribute in the database.  

 

5.2 Methodology of Evaluation 

 

We ran our proposed approach on the various k-values such as 20, 40, 60, 80 and 

100. The total information loss and the execution time were calculated during each run of 

the experiment. Figure 3 shows that our Approach#1: Unequal combination of QI and SA; 

Approach#2: Equal combination of QI-SA achieves lesser information loss as compared 

to state-of-the-art clustering approaches viz. Greedy k-member algorithm [5] and Syste-

matic clustering algorithm [9]. 
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Figure 3. Information loss for ADULT Database 

 

The Systematic clustering and Greedy k-member algorithm makes use of all the 

attributes for the construction of an anonymized database. We observed in the literature 

[9] that the Systematic clustering algorithm generates lesser information loss compared to 

Greedy k-member algorithm [5]. The Greedy k-member algorithm is slow and sensitive to 

outlier records. Due to the presence of outlier records, the Greedy k-member algorithm 

attains higher information loss [5]. On the other hand, our Approach#1 and Approach#2 

build sub-databases with a different combination of QI and SA attributes. Our approaches 

build the clusters using the concept of Systematic clustering algorithm [9]. By selecting a 

combination of QI and SA attributes, we could able to display minimum number of 

attribute in an anonymized database. Also, we use a systematic clustering algorithm to 

add the record in clusters whose information loss is the lowest. Therefore, our Ap-

proach#1 and Approach#2 achieves lesser information loss and faster in creating the 

cluster compared to Systematic clustering [9] and Greedy k-member algorithm [5]. Figure 

3 shows that our Approach#2 generate lesser information loss compared to our Ap-

proach#1.  

 
Figure 4. Execution time for ADULT database 

 

Figure 4 shows that the execution time of our Approach#1 and Approach#2 is lesser 

as compared with the Greedy k-member algorithm [5] and Systematic clustering algo-
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rithm [9]. This is because; we use the minimum number of attributes in the generated 

sub-databases. Subsequently, we add the records in a cluster in a systematic way using 

systematic clustering algorithm [9] for the production of an anonymized database. The 

Greedy k-member algorithm takes a large amount of time for selecting and adding the 

records in a cluster from the original database [5]. Therefore, our Approach#1 and Ap-

proach#2 takes lesser time for the execution compared to existing approaches. 

 
Figure 5. Information loss vs. Different combination of QI and SA Attributes  

 

In the next research exercise, we ran our proposed approach#1 on the different com-

bination of QI and SA attributes viz. 2, 3, 4, 5 and 6 with various k-values such as 20, 40, 

60, 80 and 100. In this exercise, we conceive one SA and remaining attributes as QI 

attribute. As a result, the first QI and SA combination (for example, the combination of 

QI and SA attributes of size 2) would consist of one SA and one QI attribute. Whereas, 

the second QI and SA combination (for example, the combination of QI and SA attributes 

of size 3) would consists of one SA and two QI attributes. Similarly, we assume the dis-

tributions of QI and SA for the remaining attributes viz. 4, 5 and 6 in the Figure 5 and 

Figure 6. The total information loss and the execution time were calculated during each 

run of the experiment. It has been shown in Figure 5 and Figure 6 respectively. 

Figure 5 shows that the effect of different combination of QI and SA attributes on the 

information loss. With the increase in the number of attribute, the information loss is also 

increases. On the other hand, the data utility of the resulting sub-databases is lesser while 

considering all the attribute of the original database. However, our approaches will not 

disclose the sensitive attribute of an individual when joining the sub-databases with the 

publicly available databases via publishing different combination of QI and SA attributes. 
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 Figure 6. Execution time vs. Different combination of QI and SA Attributes  

 

Figure 6 shows the effect of the different combination of QI and SA attributes on the 

execution time. The execution time of our proposed approach#1 is decreases with the 

decrease in the total number of records. 

The experimental result demonstrates that lesser the attributes used, lesser will be the 

information loss and the execution time as compared to existing approaches. Our ap-

proaches viz. Approach#1 and Approach#2 makes use of lesser number of attribute and 

therefore, it takes lesser processing time and generates lesser information loss. On one 

hand, our approaches achieve lesser information loss and execution time. On the other 

hand, our approaches achieve moderate level of data utility comparing to the existing 

approaches. This is because the existing approaches use all attribute for the analysis in the 

original database. However, our approaches could able to protect the sensitive attribute of 

an individual via publishing lesser attributes. Thus, our approaches would able to pre-

serve the privacy of an individual at the cost of moderate level of data utility, since pri-

vacy preservation is a prime issue in data mining. Therefore, we can conclude that our 

proposed approaches viz. Approach#1: Unequal combination of QI and SA has better 

data utility as compared to our proposed Approach# 2: Equal combination of QI-SA.   

6. CONCLUSIONS AND FUTURE WORK 

In this paper, we present two approaches viz. Approach#1: Unequal combination of 

quasi-identifier and sensitive attribute; Approach#2: Equal combination of qua-

si-identifier and sensitive attribute. Our approach generates anonymized sub-databases 

with a minimum number of attribute to reduce the risk of disclosure of sensitive attribute. 

The proposed approaches use a concept of systematic clustering algorithm for the genera-

tion of clusters to achieve lesser information loss and execution time. The experimental 

result shows that our proposed approach viz. Approach#1 and Approach#2 generate less-

er information loss and execution time compared to Greedy k-member algorithm and 

Systematic clustering algorithm.   

In privacy preserving data mining, information loss is one of the prime research issue 

discussed in the existing literature. However, various privacy preservation models have 

been proposed in the literature viz. l-diversity [11], t-closeness [12] and (α, k) anonymity 

[13]. Therefore, our future work is to use our proposed approach on the privacy model 

such as l-diversity [11], t-closeness [12] and (α, k) anonymity [13]. 



PAWAN BHALADHARE AND DEVESH JINWALA 

  

In addition, our Approach#1 and Approach#2 consider one SA and remaining 

attributes as QI attribute to generate the sub-databases. Thus, our further work is to make 

a combination of multiple SA and QI attributes.  

REFERENCES 

1. Y. Lindell and B. Pinkas, “Privacy preserving data mining,” Journal of Cryptology, 

Vol.15, No. 3, 2002, pp. 177-206. 

2. M. Upmanyu, A. M. Namboodiri, K. Srinathan and C.V Jawahar, “Efficient privacy 

preserving k-means clustering,” Intelligent and Security Informatics, LNCS, Vol. 

6122, 2010, pp. 154-166. 

3. G. Jagannathan, K. Pillaipakkamnatt, R. N. Wright and D. Umano, “Communica-

tion-efficient privacy preserving clustering,” Transactions on Data Privacy, Vol. 3, 

No.1, 2010, pp. 1-25. 

4. L. Sweeney, “k-Anonymity: a model for protecting privacy,” International Journal 

on Uncertainty, Fuzziness and Knowledge-based Systems, Vol. 10, No. 5, 2002, 

pp. 557-570. 

5. J.W. Byun, A. Kamra, E. Bertino and N. Li, “Efficient k-anonymization using clus-

tering techniques,” International Conference on Database Systems for Advanced 

Applications, 2007, pp. 188-200. 

6. G. Loukides and J. Shao, “Capturing data usefulness and privacy protection in 

k-anonymization,” in Proceeding of ACM Symposium on Applied Computing, 

2007, pp. 370-374. 

7. C.-C. Chiu and C.-Y. Tsai, “A k-anonymity clustering method for effective data 

privacy preservation,” in Proceeding of the 3
rd

 International Conference on Ad-

vanced Data Mining and Application, Vol. 4632, 2007, pp. 89-99. 

8. J.-L. Lin and M.-C. Wei, “An Efficient clustering method for k-anonymization,” in 

Proceeding of the International Workshop on Privacy and Anonymity in Informa-

tion Society, 2008, pp. 46-50. 

9. M.E. Kabir, H. Wang and E. Bertino, “Efficient systematic clustering method for 

k-anonymization,” Acta Informatica, Vol. 48, 2011, pp. 51-66. 

10. X. Xiao and Y. Tao, “Anatomy: simple and effective privacy preservation,” in 

Proceedings of the 32
nd

 International Conference on Very Large Data Bases, 2006, 

pp. 139-150. 

11. A. Machanavajjhala, J. Gehrke, D. Kifer, and M. Venkitasubramaniam, 

“l-diversity: privacy beyond k-anonymity,” in Proceeding of the 22
nd

 International 

Conference on Data Engineering, 2006, pp. 1-12. 

12. N. Li, T. Li and S. Venkatasubramanian, “t-closeness: privacy beyond k-anonymity 

and l-diversity,” International Conference on Data Engineering, 2007, pp. 

106-115. 

13. R.C.-W. Wong, J. Li, A.W.-C. Fu and K. Wang, “(α, k) anonymity: an enhanced 

k-anonymity model for privacy preserving data publishing,” in Proceeding of the 

12
th

ACM SIGKDD International Conference on Knowledge Discovery and Data 

Mining, 2006, pp. 754-759. 

14. J. Goldberger and T. Tassa, “Efficient anonymization with enhanced utility,” 

Transactions on Data Privacy, Vol. 3, 2010, pp. 149-175. 



NOVEL APPROACHES FOR PRIVACY PRESERVING DATA MINING IN K-ANONYMITY MODEL    

  

15. K. LeFevre, D. J. DeWitt and R. Ramakrishnan, “Incognito: efficient full domain 

k-anonymity,” in Proceeding of the ACM SIGMOD International Conference on 

Management of Data, 2005, pp. 49-60. 

16. UCI machine learning repository http://archive.ics.uci.edu/ml/datasets.html. 

17. R. Bayardo and R. Agrawal, “Data privacy through optimal k-anonymization,” in 

Proceeding of the 21
st
 International Conference on Data Engineering, 2005, pp. 

217-228. 

 

  

Pawan R. Bhaladhare is a Ph.D. student in Computer Engineering at Sar-

dar Vallabhbhai National Institute of Technology, Surat, India. He received his B.Tech and 

M.Tech in Computer Science & Engineering from National Institute of Technology, Ja-

landhar, Punjab and Rajiv Gandhi Technological University, Bhopal, India in 1998 and 

2008, respectively. His research focuses on Privacy preserving data mining. 

 

Prof. Devesh C. Jinwala received his PhD degree in Computer Engi-

neering from Sardar Vallabhbhai National Institute of Technology (SVNIT), Surat, India. 

He is a Professor at SVNIT, Surat and has been with the institute for more than twenty 

years. His research interests include Information and Communications Security and Pri-

vacy, Algorithms and Computational Complexity and Software Requirements Specifica-

tions. 

 

http://archive.ics.uci.edu/ml/datasets.html

