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    Internet service providers and equipment vendors are subject to cyber threats. One of 

the most prevalent security threats is a distributed denial of service (DDoS) attack. In a 

DDoS attack, the attack traffic and attacker’s IP address are respectively difficult to detect 

and trace. This is because attack traffic is similar to regular traffic and the attack is 

executed by multiple attackers. This study focused on solving the low-rate distributed 

denial of service (LDDoS) problem; this problem is more difficult to detect and trace 

compared with a DDoS attack. Therefore, this study proposes a novel distributed 

detection and identification ant colony system (DDIACS) framework, which is an 

ant-colony-optimization-based metaheuristic technique, for solving the LDDoS problem. 

The DDIACS framework comprises three stages, which entail an information heuristic 

rule, a multiagent algorithm, and a backward and forward search method. Moreover, the 

DDIACS framework is compliant with the emerging software defined network (SDN) 

because in this framework, a controller plane and data plane are used to monitor and 

manage the network topology. The proposed framework demonstrates SDN advantages 

such as enabling networks to exhibit flexibility, fast convergence, and robustness in 

overcoming complicated multi-attacker problems. In addition, this study investigated the 

time and space complexity of the DDIACS framework and compared this framework with 

the swarm optimization algorithm and probabilistic packet marking. This study designed 

the network topology by using the data set from the DARPA and KDD repository. The 

simulation results show that the proposed framework resolves the problems in using other 

algorithms and that the DDIACS framework demonstrates higher performance than 

existing methods do; furthermore, the adaptive metaheuristic algorithm outperforms other 

methods in thwarting an LDDoS attack. The detection rate is more than 89% and the 

accuracy is greater than 83%. 
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1. INTRODUCTION 
 

    Internet service providers and equipment vendors are subject to cyber threats. Cyber 

attacks can cause a system crash or paralyze a network. One of the most prevalent 

security threats is a distributed denial of service (DDoS) attack.  

In general, in a DDoS attack, the IP addresses of attackers are difficult to trace and 

subsequently locate, because the traffic of a DDoS attack is similar to regular traffic. 

Therefore, Shevtekar and Ansari [16] addressed whether a network malfunction is caused 

by network congestion or a DDoS attack.  
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DDoS attacks can be classified into several categories. One such category is the 

low-rate DDoS (LDDoS) attack, in which different attackers can generate consecutive 

synchronized pieces of traffic at various time intervals for occupying a targeted capacity. 

Therefore, detecting an LDDoS attack is more difficult than detecting general DDoS 

attacks [24].  

    In [1], IP traceback techniques—ingress filtering, link testing, packet logging, and 

probabilistic packet marking (PPM)—were used for tracing the sources of DDoS attacks. 

However, based on our research, an effective method that can resolve the IP traceback 

problem is lacking. Therefore, we propose a framework based on an ant colony 

optimization (ACO) technique for addressing the LDDoS problem. Furthermore, an 

LDDoS attack is considered a period synchronization and flow aggregation problem [24]. 

    The ACO technique is based on the concept that numerous ants demonstrate 

trail-laying and trail-following behaviors when foraging. Individual ants deposit a 

chemical substance called pheromone as they move from the food source to their nest, 

and other ants follow such pheromone trails to locate the destination. An ant system (AS) 

algorithm is thus presented in [7] based on this concept.  

Lai et al. [13] addressed the ant-based algorithm for solving the IP traceback 

problem in advance; however, the experimental result was lack of accuracy rate. 

Similarly, an ant-based algorithm was used in [21] for solving the IP traceback problem. 

Furthermore, the experimental environment was composed of a small network (with less 

than 40 routers) that is not comparable to an actual network. Hamedi-Hamzehkolaie and 

Shamani [11] proposed an ant colony algorithm that can trace the IP address of an 

attacker in a low-rate DoS attack situation.  

Arumugam and Venkatesh [2] recently presented an experimental design for 

addressing the IP traceback problem by performing a detailed analysis of the problem. 

Furthermore, Juneja et al. [12] proposed an ant-based approach for preventing DDoS 

attacks; however, this study’s experiments did not sufficiently prove its arguments and 

conclusions. Furthermore, the IP traceback problem was not discussed in this study. 

Because of the aforementioned limitations, the current study developed an ACO-based 

framework that can detect and identify LDDoS attacks in practice.  

This paper proposes a distributed detection and identification ant colony system 

(DDIACS) framework for resolving the LDDoS problem. The proposed framework 

comprises three stages, which entail an information heuristic rule, a multiagent algorithm, 

and a backward and forward search (BFS) method. The DDIACS framework was 

compared with the PPM-edge sampling method that was proposed by Savage et al. [15]. 

Furthermore, the swarm optimization algorithm was compared with the DDIACS 

framework proposed in [13].  

    The DDIACS framework is based on an advanced metaheuristic algorithm, which is 

one of the most effective ACO techniques. Furthermore, few studies have addressed the 

ACO-based metaheuristic algorithm in solving an LDDoS attack.  

    The experimental environment was established using the DARPA and KDD 

repository [25, 26] for thwarting LDDoS attacks. The framework and system model were 

designed for detecting and identifying attacks from malicious source agents. The 

experimental results indicated that the proposed framework can detect attack traffic and 

trace the IP addresses of malicious sources.  



Finally, the proposed framework was compared with the random method at the first 

stage (RACS) as well as with the swarm optimization algorithm [13] and PPM-edge 

sampling approach [15]. The results indicated that the DDIACS framework demonstrates 

advantages in IP traceback procedures. Such advantages are distributed coordination 

ability, fast convergence, and robustness. 

A DDoS attack is distributed and cooperative. The strength of a DDoS can be 

amplified using multiple attack sources [23].  

An LDDoS attack is the one of most severe DDoS attacks. This is an intelligent 

attack in which the attacker can send attack packets to the targeted victim at a sufficiently 

low rate to elude detection [16].     

Currently, a DDoS attack is generally combined with multiple low-rate distributed 

attacks to avoid detection by off-the-shelf detection systems on the Internet. Therefore, 

this study designed the experimental environment based on an LDDoS attack to apply the 

proposed framework that can detect attack traffic and trace the IP addresses of the 

attackers. 

    The main contributions of this study are outlined as follows.  

(1) The DDIACS framework is a novel approach for resolving the LDDoS problem.  

(2) The DDIACS framework is developed for detecting attack traffic and determining 

the attackers’ locations. The framework demonstrates software defined network (SDN) 

advantages of enabling network flexibility, fast convergence, and robustness to overcome 

the LDDoS problem. 

(3) The time and space complexity of the DDIACS framework and the compared 

algorithms are proven and analyzed through mathematical and theoretical inference.  

(4) The performance of the proposed framework is verified to determine its 

efficiency and effectiveness.  

(5) The proposed framework is compared with the other algorithms in the 

experiment.  

(6) The effective values were evaluated in the parameter design experiments for 

providing reasonable parameter values.  

(7) The functions of the DDIACS framework can be appropriately implemented in 

large-scale systems. 
The remainder of this paper is organized as follows. Section 2 presents related 

studies on intrusion attacks and IP traceback problems. Section 3 explains the design 

background and operating procedure of the DDIACS framework, and the design and 

analysis of the system are discussed in Section 4. Finally, Section 5 presents the 

conclusions and recommendations for future work. 

     

2. RELATED WORK 
 

In a typical DDoS attack, light attack traffic gradually aggregates to produce heavier 

attack traffic. The target router can be paralyzed in because of high attack traffic, thus 

denying the service offered. Regarding the LDDoS problem, the proposed framework 

can detect attack traffic and determine the IP addresses of the attackers.  

The proposed framework is based on the SDN technology that offers a technological 

platform on which to achieve competence [19]. Therefore, in practice, the proposed 

framework can distinguish the control plane and data plane from the router through 



programming. The architecture can facilitate detecting an LDDoS attack by rescheduling 

the network and control the network traffic in the system. 

Regarding the ACO-based framework, the ACO algorithm has been used in various 

applications, such as the traveling salesman problem [4] and network security problem for 

combinatorial optimization problems.  

The ACO algorithm simultaneously uses and examines different solutions by 

collecting identical ants. Ants provide off-the-shelf solutions at a given iteration that 

influences the process of evaluating ants in future iterations.  

Because ants explore different solutions, the resulting pheromone trail is the effect of 

different perspectives on the space solutions. Even when only the optimal-performing ant 

is allowed to reinforce its solution, a combined effect is created across time because ants 

use the pheromone trail to guide their investigation in the next iteration.  

A positive feedback mechanism is used in the ACO technique [5]. The favorable 

solutions (i.e., not the optimal solution) are reinforced by the results that improve the 

quality of these solutions. 

However, few researchers have studied IP traceback for DDoS attacks. The IP 

traceback problem involves how to trace an attacker’s location from the source to the 

target. Previous studies have thus used link testing, packet logging, PPM, and ingress 

filtering for addressing the IP traceback problem [1, 23].  

Link testing comprises input debugging and controlled flooding techniques. Input 

debugging involves providing a filter for determining the associated input port after 

which the upstream router begins the traffic transmission. The process is iterated to the 

upstream router until the address of the source agent is located. 

    In controlled flooding, a victim that can infer the source address can be provided 

according the changes in the rate of the packet arrival. In this technique, an attack path 

can be located by searching an upstream router recursively until the source router is 

reached. Although link testing can be used to cooperate and communicate with network 

operators, participating with multiple ISPs is difficult in practice.  

    Next, packet logging involves incorporating an arbitrary router that can analyze the 

content of a packet or information in packet logs. The log records include link 

information and the packet signature. In a log-based IP traceback technique, the log 

information can be used to trace the attacker [1]. Furthermore, a drawback of packet 

logging is the substantially large memory required for packet logs. 

    Savage et al. [15] proposed the PPM approach for determining IP traceback problems. 

In the proposed approach, a 16-bit IP identification field in the IP header is used to store 

the markings of routers. The PPM approach can be used to record the paths of attack 

packets by applying probability; this approach can also be used to store IP addresses and 

the hop distance. In this method, attack packets are marked for reconstructing an attack 

path according to traceability [10, 14]. A drawback of this approach is that a substantial 

amount of marked packets is required to construct the path and that the accuracy of the 

reconstructed path may be reduced when the routers on the traced path are far away.  

Ingress filtering involves configuring routers to block illegitimate source addresses; 

this approach is commonly coordinated with ISP borders [23]. The drawback of this 

approach is that the effectiveness depends on widespread deployment.  

     

 



3. DDIACS FRAMEWORK 
 
3.1 Proposed Framework for Resolving an LDDoS Attack 

 

The proposed framework can be divided into three stages that are independent of 

each other. Each of these stages, which entail an information heuristic rule, a multiagent 

algorithm, and a BFS method, performs different functions. The multiagent algorithm 

includes the state transition rule, global searching rule, local searching rule, candidate list, 

and termination condition.  
At the first stage, the DDIACS filters the interference elements, reserve the clues, and 

enhance the crucial elements for this problem; this stage is called the information heuristic 

stage.  

Next, the multiagent algorithm is launched for detecting attack traffic and 

determining the attackers’ IP addresses simultaneously; the proposed framework then 

stores vital clues and communication parameters into memory. This stage involves using 

an ACO-based algorithm [4].  

Finally, the DDIACS framework revises candidate solutions to derive the optimal 

solution through the BFS improvement method and determines a reasonable threshold for 

terminating the traced router (i.e., the threshold is determined by the termination 

condition) in resisting an LDDoS attack. 

The functions of the DDIACS framework can be appropriately implemented in 

large-scale systems. Fig. 1 shows the workflow of the DDIACS framework. 

 
Fig. 1. Detection and identification procedures of the DDIACS framework. 

 

Fig. 2 illustrates how the proposed framework detects attack traffic and determines 

the location of the attacker in an LDDoS problem. 



  
(a)                                   (b) 

    
(c)                                   (d) 

  
                 (e)                                   (f) 

  
                 (g)                                   (h) 

Fig. 2. DDIACS framework in the LDDoS Problem. 

    As illustrated in Fig. 2(a), the ants move to the next router according to the state 

transition rule. The pheromone is then updated on the edge according to the local 

searching rule when the next router is located (Fig. 2(b)). A candidate attack path is then 

traced to determine the location of the attack source (Fig. 2(c)). The DDIACS must set an 

empirical threshold value to determine whether the termination condition requires 

stopping the tracking process at a certain router (Fig. 2(d)). The candidate attack path can 

thus be located. Furthermore, the previous candidate attack path does not affect (i.e., 

independent) the current state that is prepared to determine another candidate attack path.  

The DDIACS framework can designate the ants for determining other candidate 

attack paths in a simultaneous searching process (Figs. 2(e), (f) and (g)). Finally, the IP 

addresses of the two attackers can be determined (Fig. 2(h)).  

 

3.2 Notations 

 

The relative parameters of the proposed framework were defined for the three stages. 



The parameters for the first stage are ARV, SPV, ARSR, ARDR, and ATI, and those for the 

second stage are h, it, k, MinS, OPi, MAXi,  ,  , -1 , 0 , 0q , ij , ij , ri, uk, f, RP, 

and Istop. Finally, the parameters for the third stage are CPz, Si, and Ri. Table 1 lists the 

definitions of the parameters. 

Table 1. Parameters of the DDIACS framework. 

Notation Description 

ARV Threshold between last arrival time and current arrival time by manual setting 

SPV Packet size by manual setting 

ARSR Weight for packet raising volume 

ATI Arrival time interval by manual setting 

ARDR Weight for packet reduction volume 

h Index of attack path in search list 

it Numbers of iterations 

k Numbers of ants 

MinS Minimum terminal value 

OPi Optimal terminal router i 

MAXi Maximum router i 

  Parameter for heuristic value 


 Pheromone evaporation rate 

-1  Parameter for pheromone reinforcement 

0  
Initial value for pheromone 

0q
 Parameter for exploitation or exploration 

ij
 Information heuristic value that is consisted by packets from ri to rj on edge 

ij
 

Pheromone quantity between ri 
and rj on edge 

ri Router i 

uk Router set by ant k 

f Incoming or outgoing flow 

Istop Threshold difference between incoming and outgoing flow 

CPz Candidate path z 

Si Start router i on candidate path 

Ri Remainder of routers from router i on CPz 
u)(r,  Information heuristic value from router r to router u on edge 
u)(r,  Quantities of pheromone on the edge from router r to router u on edge 

 
3.3 Information Heuristic 

 
    The formulation was designed using a network simulation technique. The elements of 

traffic flow, packet arrival time, packet attack rate, ATI, and weight values were applied in 

the formulation.  

If the difference between the current arrival time and the previous arrival time 

exceeds the value of ARV, then the candidate I(x, y) can be determined, x is upstream 

router and y is downstream router in Eq. (1). Otherwise, it is used in Eq. (2).  

In Eqs. (1) and (2), the threshold of suspicious traffic must be evaluated (i.e., 

threshold of packet volume is set to filter SPV; SPV is usually a low value in LDDoS 



problems). Equation (1) shows a judgment criterion that determines whether the 

suspicious traffic would be less than ARV; the reverse is the case for Eq. (2). Furthermore, 

Eqs. (1) and (2) indicate the information heuristic candidate that evaluates the packet 

volume and arrival time, respectively. The weight of the attack increase rate and attack 

reduction rate can adjust the sensible value for precisely estimating the traffic flow of the 

incoming packets. In addition, the traffic pattern implies the attack behavior for the 

formulation and the ratio of the arrival time can be expressed as ATI divided by the 

difference between the current time signature and previous time signature; the time 

complexity is a constant. 

 












 timearrivallast  -  timearrivalcurrent 
 *packetscurrent  of v

 *  ARSR  packetslast  of vy)(x, cadidate

ATI
olumn

olumnI

                   (1) 

 












 timearrivallast  -  timearrivalcurrent 
 *packetscurrent  of v

 *  ARDRpacketslast  of vy)(x, cadidate

ATI
olumn

olumnI

                   (2) 

 
3.4 State Transition Rule 

 
    The framework was initially launched at the target end to detect suspicious traffic. 

Therefore, the rule involves applying the congenital nature of ants for deriving the suitable 

solution for the problem. The traffic flow and time density can be defined to distinguish 

the suspicious traffic.  

First, the sum of the traffic volume in each router was accumulated and imported into 

the parameter u)(r,  of the algorithm for determining the next router. The parameter is a 

heuristic value that represents the information heuristic value from router r to router u on 

edge [4].  

Because the traffic flow is illustrated as normal traffic (i.e., traffic is low in the 

LDDoS), the detection process is difficult. Consequently, the rule can detect only 

suspicious traffic by using the sum of packets in partial routers. Furthermore, the time 

density can be used in the algorithm to determine attack traffic by degrees of density.  

An ant produces a secretion called pheromone trail to communicate with the next one. 

Therefore, u)(r,  represents the quantities of pheromone on the edge from router r to 

router u [4]. The next candidate router is determined according to the maximum value 

resulting from the multiplication of τ and η.    

If q is less than or equal to q0, then it is expressed as shown in Eq. (3). Conversely, 

Eq. (4), which expresses a random proportional rule, is used to generate a random value to 

determine the next router. The particular value of q0 is determined according to the 

procedure described in [4]. Moreover, (r)kJ  is the router set, and the maximum value of 

all sets of routers can be determined. 
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3.5 Global and Local Searching Rule 

 
    When ants search for food on a particular path, the function of the pheromone 

quantity is relative to the time signature such that the rule can modify the current value by 

at last one [7]. Pheromone quantities are deposited on the edge of the router from previous 

iterations, and the changes in the pheromone quantities are determined for the next 

iteration. Furthermore, the quantities of pheromone deposited are discounted by  , 

which is a pheromone decay parameter. The quantities of pheromone affect the precision 

of attack detection and tracing results. 

A path can accumulate previous pheromone quantities in each iteration. Thus, 

1)t(t,  ij  represents all the increment of pheromone quantities from k ants that travel 

from router i to router j from iteration t to iteration t+1. The pheromone trail is updated 

when all ants searched for the optimal candidate attack path from the victim to the 

attacker.  

The path information is calculated using k/LkQ  k
ij  for each ant k (k=1, …, m) 

and 1)t(t,  ij  reflects all ants that release the pheromone quantities; Lk and Qk are time 

density and traffic flow, respectively, of the optimal global path. In addition, Lk represents 

the arrival interval time of packet that is between last time and current time. Next, Qk 

represents the sum of packets in sequence. These computations are expressed in Eq. (5). 
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The ant-agent next passes a particular edge from router i to router j. The ant uses a 

local searching rule to update pheromone quantities immediately; )1(   represents the 

pheromone evaporation rate determined using the local searching rule. This is similar to 

the real pheromone produced by ants that is evaporated periodically with time. 

Furthermore, the evaporation rate decreases the pheromone quantities on the edge from 

router i to router j during iteration t, and it may affect the performance; )(tij  is set to 

0  )(tij  at the initial state and 0  is a constant. Eq. (6) shows the computation for 

updating pheromone quantities on the edge of routers.  

)()()1()( ttt ijijij  
                                    (6) 

3.6 Candidate List and Termination Condition 

 
    In the proposed framework, the input parameters are obtained by parsing them from 

the log data of the network topology. The topological relationship between edges and 

routers is evaluated. Furthermore, the detailed content of the packets can be incorporated 



into the framework. Therefore, the candidate list can be used to store the information of 

the parsed parameters.  
The limitation condition is considered in the framework and is implemented 

according to the concept presented in [17]. According to the concept of the sum of total 

packets, the pheromone trail can be multiplied by the heuristic information (i.e.,   ), 

as shown in Eq. (7). This indicates that a particular router i represents the router that 

passes through the traffic flow from the incoming router h and outgoing router j. These 

routers (i.e., a set of routers h and j) belong to the function set of router i.  

The absolute difference is the difference between the outgoing flow and the incoming 

flow within the threshold Istop; the absolute difference is used for distinguishing suspicious 

routers, and is the information flow of an individual router to the termination condition.  

stopI
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3.7 Backward and Forward Search 

 
The proposed framework can also be used to search neighboring paths, thus 

preventing the change of missing other potential attack paths. This method is called the 

BFS method, which can be used to locate other reverse candidate attack paths in addition 

to previous candidate attack paths to increase the detection accuracy. The threshold of the 

search depth must be set (i.e., maximum depth of search), and the trailing ants can 

determine the candidate attack path through several iterations. The proposed framework 

thus launches a stepwise neighborhood search along the candidate attack path when the 

paths are identified according to their IP addresses.  

The termination condition can be applied to halt the search process in the n+1 router. 

The candidate attack path does not contain a halt router (i.e., router n) and the edge 

eliminates the connection between router n and router n-1 on the candidate attack path.  

The BFS method can be repeated to search for and improve the optimal candidate 

attack path. Furthermore, the candidate attack path may overlap with other attack paths. 

Fig. 3 shows the procedures of the BFS method. 



  
     (a)                                  (b) 

  
(c)                                  (d) 

  
(e)                                  (f) 

  
(g)                                  (h) 

  
(i)                                  (j) 

Fig. 3. Manipulation procedure of the BFS method. 

As illustrated in Figs. 3(a) and (b), a termination condition can be applied to 

determine whether the BFS method stops the searching process in a certain arbitrary 

router. The global searching rule subsequently updates the pheromone quantities on the 

full path when a candidate path is determined. Next, the BFS method can identify other 

attack paths in the branches of the adjacent router to locate the other candidate attack paths. 

The edge between router n and router n-1 is consequently distinguished as the attack 

router (i.e., red node), as shown in Fig. 3(c). In addition, n represents the number of router 

(layers of traced router) on candidate attack path. The reverse searching process of the 



BFS method is illustrated in Figs. 3(d) and (e). The state transition rule is thus used in 

determining the next router back from the set of neighboring routers. Furthermore, the 

local searching rule is used in updating the pheromone quantities by moving to the next 

router. Unlike general cases that involve searching only the forward path, the BFS method 

can prevent the chance of losing other attackers’ information. 

As shown in Figs. 3(f), (g), and (h), the BFS process can be used to search for several 

attackers involved in the same problem. These figures clearly illustrate the advantages of 

the BFS method. The BFS method can also determine suspicious traffic based on the 

termination condition and determine the attacker’s location (Figs. 3(i) and (j)). 

In summary, the BFS method demonstrates some advantages in addressing the 

multiattacker problem. First, it enhances the search process because the edge is updated by 

updating the rule in the same path when the backward search is launched. Second, this 

method could prevent previous candidate attack paths from influencing current candidate 

attack paths. Third, this method can search multiattacker paths simultaneously.  

The BFS method can be categorized into two cases: best case and worst case. 

Regarding the best case, the BFS is launched after the candidate attack path is located 

and the final router (i.e., router d) of the candidate attack path is removed.  

The best case assumes that all neighboring paths cannot locate the other candidate 

attack paths. Consequently, the BFS method eliminates all edges on the candidate attack 

path, and the operation steps are performed at approximately constant time intervals. 

Each edge spends time O(1), and all the edges on candidate attack path spend time 

dO(1).  

The worst case evaluates the neighboring paths on the candidate attack path. If one 

of the neighboring paths is located on a branch on the candidate attack path, then the time 

spent is O(n).  

Next, if the worst case indicates that all neighborhood paths are candidate attack 

paths, then time nO(n) must be wasted. Therefore, the time complexity of the worst case 

is O(n). Fig. 4 illustrates a schematic diagram of these cases. 

 

         
Fig. 4. Time complexity of the BFS method in best and worst cases. 

 
3.8 Complexity Analysis of the DDIACS Framework and Comparison Algorithms  

 

The second stage of the DDIACS framework comprises a multiagent algorithm that 

is based on the ACS proposed by Dorigo et al. [4]. The ACS differs from the swarm 

optimization algorithm, which is based on the AS algorithm, in three major aspects.  

First, the ACS exploits the search information accumulated by the ants more 

robustly than the AS algorithm, which applies a more aggressive selection method based 

Best case: Worst case: 



a state transition rule. Second, pheromone evaporation and pheromone deposition occur 

only on the edges belonging to the best-so-far path. Third, each time an ant uses an edge 

(i, j) to move from router i to router j, it removes some pheromone from the edge to 

increase the exploration of alternative paths.  

In general, in the ACS, only one ant (i.e., the best-so-far ant) is allowed to increase 

the pheromone quantity after each iteration. Therefore, the global update rule in the ACS 

is implemented using Eq. (5). The global update rule is computed as the sum of all traffic 

of the edges belonging to E
bs

. In the ACS, the pheromone trail is updated using both 

evaporation and the new pheromone deposit and is only applied to the E
bs

 edges, not to 

all the edges in the AS algorithm [7]. Consequently, the complexity of the ACS is 

reduced from O(n
2
) to O(n), where n is the size of the instance being solved. 

    In the PPM analysis, the sampling rank approach that can prevent analyzing 

incorrect packet size is not used. Therefore, the marking probability p can be set to an 

arbitrary value.  

The performance of the proposed framework was evaluated using the PPM scheme 

in a mathematical analysis. In the PPM scheme, each router marks the packet, and the 

marked packet can be overwritten by the upstream routers in the path toward the victim.  

The Pm(i) represents the marked packet under n hops. Therefore, if a router is d hops 

away from the victim, the packet is marked with a probability that is given by p(1-p)
d-1

 

[15].  

Next, the path reconstruction algorithm involves collecting all the edges in the path 

from the attacker to the victim to perform the traceback process. The traceback process 

can be mapped to a weighted coupon collector problem [3]. In a weighted coupon 

collector problem, a total of n coupons are provided. One of the n coupons is a drawn 

uniform distribution (i.e., with replacement), and the objective is to derive a copy of all 

the coupons. In each step, every coupon i is drawn with probability pi, where 1


 ipn
i 1 . 

Then with a probability of ipn
i 1

-1 , no coupon is drawn in each round.  

In the PPM, each router has different probabilities of marking a packet. When the 

victim collects a sufficiently high number of marked packets, the attack path can be 

successfully constructed from the victim to the attacker because the victim is expected to 

collect marked packets from all the routers in the path. 

    As illustrated in Fig. 5, the victim uses the edges sampled by these packets to create 

a graph leading back to the sources of the attack. The probability of receiving a sample 

(which is from the victim) corresponds to the geometric distribution that decreases with 

the distance from the router [14]. The victim receives the sample from the furthermost 

router, 1/p(1-p)
d-1

 in expectation (i.e., the expected value of geometric distribution is 

1/p’), for a router d hops away. Moreover, the geometric distribution is that the Bernoulli 

trial is performed in repeated tests until it achieves a successful event to stop. However, 

there is a low probability that a sample from the furthest router will be received, but not 

from the closer the router.  

    The effect on a factor of ln(d) can be bounded by the following argument. It 

conservatively assumes that samples from all the d routers appear with the same 

likelihood as the furthermost router. Because the probabilities are disjoint, the probability 

that a given packet will deliver a sample from a certain router is at least dp(1-p)
d-1

.  

Finally, the well-known coupon collector problem refers to the expected number of 

trials, and the equation required to select one of each of d probable items is 



d(ln(d)+O(1))
4
 [9]. Therefore, Eq. (8) shows the bounded expectations of the number of 

packets X required for the victim to reconstruct the path of length d. 

 

Fig. 5. Time analysis of the PPM algorithm. 
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    Fig. 6 depicts the analysis of the DDIACS framework, indicating that the DDIACS 

framework can be considered both router-based and packet-based (or flow-based). 

Furthermore, Ic(i) represents the cumulative value of the information heuristic (i.e., sum 

of packets) under n hops, and the proposed framework does not necessitate overwriting 

the value.  

The marked probability of each step is p and it indicates the bounded expectation, as 

shown in Eq. (9). When d > 1, we can infer that EPPM(X) > EDDIACS(X); this indicates that 

the DDIACS framework converges more quickly than the PPM algorithm does.  

    Table 2 shows the parameters of the aforementioned time and space complexity 

analysis. The space complexity is obtained using the empirical experiments shown in the 

table. Therefore, the space complexity of the DDIACS framework is O(n
2
) lower than 

O(n
3
) of the PPM scheme. Furthermore, the time complexity of the DDIACS framework 

is O(n) faster than O(n
2
) of the PPM scheme. Therefore, the PPM is derived using 

)2()]()ln([ nOnnn   for marked packets and reconstruction procedures described in 

[8].  

The time complexity of the three stages of the DDIACS framework are O(1), O(n), 

and O(n) (i.e., the detailed analysis in the previous section). The time complexity of the 

system is thus O(n) and that of the AS algorithm is O(n
2
). Therefore, the DDIACS 

framework demonstrates more favorable time and space complexity than the PPM 

approach and AS algorithm do.  

 

Fig. 6. Time analysis of the DDIACS framework. 

p

d)ln(
  DDIMASE(X)                                                 (9) 

Table 2. Complexity analysis for the DDIACS framework and the other algorithms. 

 Time 

complexity 

Space 

complexity 

DDIACS O(n) O(n2) 

PPM O(n2) O(n3) 

AS O(n2) O(n2) 



    In summary, we propose an ACO-based metaheuristic framework for resolving 

LDDoS attacks. The proposed framework mitigates attack traffic detection errors that 

arise when the current attack pattern differs from previous patterns. 

The efficient searching process and fast convergence of the proposed framework can 

prevent falling into a local optimal solution for obtaining high accuracy (i.e., false positive 

(FP) is lower) [22].  

Furthermore, we performed a theoretical analysis and experiments to prove that the 

DDIACS framework is more flexible, robust, efficient, and effective than the compared 

algorithms. The analysis and experiments are presented in subsequent sections. Fig. 7 

shows the pseudo codes of the DDIACS framework.  
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10.  end 
Multiagent algorithm 
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14.      if rand < q0 
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17.            end 
18.      else 

19.          if ))(/)((P ,, 
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20.             decide jr  

21.    end 

22.          if stopI  f  -outgoingf gincomin   

23.            
ijij   ij)-(1   

24.          end 
25.      end 
26.  end 
Backward and forward search 

27.   if zCP  is found 

28.       0,1


 ii AA ; 

29.       0,1


 ii AA ; 

30.    end 
32.    if exact attack path is found 

33.      for iRi  from iS  

34.          0
iA ; 

35.          0
iA ; 

36.      end 
37.    end 
38. end  

 

Fig. 7. Pseudo codes of the DDIACS framework. 



4. SYSTEM DESIGN AND ANALYSIS 
 
4.1 Design of the Experiment 

 
The data used in the experiment were obtained from the DARPA repository [25]. 

The databank is an off-line collected log and was designed to focus on an intrusion attack. 

In the architecture and design, attack behavior is simulated and applied in the DDoS 

topology as KDD [26]. The framework was implemented using VC++ 6.0, which was 

run a computer with a 1.83-GHz CPU frequency and 2-GB RAM. 

The LDDoS attack with resource depletion was evaluated in the experimental 

design. The experimental architecture involves attack generation, network data 

acquisition, algorithm evaluation, and improvement mechanism, which verify the 

flexibility of the proposed framework for this model [16, 18].  

The LDDoS attack structure was designed using the DARPA data set, and attack 

packets were produced using a randomization method [20]. Therefore, we developed the 

LDDoS network topology according to the source traffic log of the DDoS data set of the 

DARPA repository in advance. The LDDoS is based on the concept of a low-rate attack 

packet that accumulates the burst traffic in a specific attack period to occupy the 

bandwidth of a victim router for parallelizing the target. 

The DDIACS framework is similar to SDN architecture that can establish a control 

and measurement framework in which multiple paths can be detected and traced 

immediately. The experimental results can prove the flexibility of the design to evaluate 

the framework that can serve as an SDN-based architecture [19]. In addition, the problem 

can be analyzed in a flow-based approach in the DDIACS framework.  

The proposed framework focuses on defeating the DDoS attackers on SDN 

environment. Similarly, the model exhibits its defense capability on non-SDN 

environment. The reason is that DDIACS analyzes the related parameters of traffic. 

Therefore, the LDDoS attack behavior of SDN is identical to that of non-SDN. 

Consequently, DDIACS can fast detect and accurately identify the attackers under SDN 

and non-SDN. Moreover, non-SDN network can apply the specific mechanism to control 

and management of network topology by SNMP. In addition, the main difference 

between SDN and non-SDN in network deployment is the deployment time that can be 

reduced. Traditional network consists of network devices such as switches, routers and 

hosts. Network devices also include the control plane that provides information used to 

build a forwarding table. Moreover, they consist of a data plane that consults the 

forwarding table. For this reason, the proposed framework is implemented on non-SDN 

environment that must understand the crucial point of how to manage the network 

topology in advance. On the contrary, the physical network is abstracted to virtual 

network on SDN. SDN can control top layer that is control plane via controller. SDN 

controller can be a server and execute SDN software. The controller can communicate 

between physical and virtual switch data plane by OpenFlow [27] protocol. OpenFlow 

uses the forward data instructions to data plane. Therefore, our experiment environment 

is similar to SDN architecture and we can control and manage the network environment 

in practice. The proposed framework considers many parameters for fitting the real 

situation. These parameters can be closer to various conditions in our system. 

Consequently, DDIACS is a flexible, fast convergent and robust system under the DDoS 



environment. Furthermore, the network experiment environment belongs to the SDN 

architecture that is a flexible and controllable management system. 

The target router has a maximum traffic threshold and corresponds to an LDDoS 

attack that emulates both regular and attack traffic. A total of 372 routers were parsed 

from the traffic log data, and the relationship among edges, traffic time, and number of 

packets was determined. Moreover, the traffic type was a TCP protocol, the period of the 

attack was 1 s, the length of the attack was 300 ms, and the bandwidth of the router was 

3.88 Mbps (Table 3).  

Table 3. Simulation parameters for router. 

Serial number Parameters Value 

1 Traffic type TCP 

2 Number of nodes 372 

3 Period of the attack 1 sec 

4 Length of the attack 0.3 sec 

5 Bandwidth of the router 3.88 Mbps 

4.2 Assumptions in Experimental Designs 

 

Because a DDoS attack is a resource depletion attack, the objective of the proposed 

framework is to thwart an intrusion attack. The proposed framework can accurately trace 

the source agents in a short time when the source of the attack is located. Therefore, the 

proposed framework can repel and deter an attack in advance when system and network 

paralysis are increasingly expanded or degraded. The experimental assumptions were 

created under two conditions outlined as follows: 

 Attack packets can deplete the hardware resource of the CPU or memory. 

 CPU utilization for polling process can be occurred when incoming packets are 

received. 

 

4.3 Measurements 

 
The experimental results were analyzed by applying the detection rate (DR) and 

accuracy rate (AR). Therefore, we selected the ratio used in the calculation according to 

the true positive (TP) sample size and total sample size. The total sample size is the sum 

of the TP, true negative, FP, and false negative sample sizes. The measurement criteria of 

the DR and AR are the standard evaluation forms.   

The time was measured by summing 
p

T , 
l

T , and 
o

T , where p
T  is the content 

parsing time, 
l

T  is the iteration time, and 
o

T  is the output result time. These 

measurements are expressed in Eqs. (10)–(12). 

100%
le_sizeTotal_samp

TP
rate(% )  Detection                                 (10) 

100%
le_sizeTotal_samp

TP
)Accuracy(% 

                                   (11) 

olp
TTT  time(s) Duration

                                           (12) 



4.4 DDIACS Framework under an LDDoS Attack 

 
Eight configurations of ants and iterations were categorized for each example. The 

eight trials were run to determine the DR, AR, and duration time (i.e., DEC-R, ACC-R, 

and DUR-T) for each example, and each trial was run 20 times in tests EFR, ESC, ETR, 

EFO, EFV and ESX.  

As shown in Tables 4, 6, 7, and 9, the AR decreased for both the (80, 80) and (100, 

100) levels. Because the proposed framework continues searching for other probable 

solutions, it may determine a local solution (instead of a global solution) after deriving 

the best-so-far solution. Therefore, the quality of the solution may be affected, resulting 

in a decrease in the accuracy. Furthermore, the average AR for the samples is 

approximately 70%. The duration of the attack at all levels is approximately 30 s. The 

results indicate that the DDIACS framework demonstrates fast convergence. In the 

LDDoS network topology, the DDIACS demonstrates sensitive detection ability when 

attacks are launched.  

According to the experimental results shown in Tables 5 and 9, the average DR are 

87.25% and 85.25% and the average AR are 82% and 85%, respectively. The standard 

deviation (SD) of the DR and AR at the various levels are acceptable. These results 

indicate that the DDIACS framework stable. In other words, the average DR is more than 

99.2% (Tables 4, 6, 7, and 8), thus exceeding the average DR presented in Tables 5 and 9. 

Average computation time of each experiment is 7.9 s; however, all trials were executed 

within 30 s.  

As shown in Table 10, for the experiments, the average DR is approximately 95% 

and the average AR is more than 83%. Nevertheless, the DDIACS framework can 

favorably resolve the problem in a limited amount of time.  

The DDIACS framework may misclassify normal traffic, thus leading to 

inappropriate determination of regular or attack traffic. However, it still demonstrates a 

global average AR of 83.92%; the lowest individual AR in Experiment 4 is 75% (i.e., 

EFO case). The average (AVG) DUR-T shows that all experiments are almost performed 

within 10 s and the polynomial time convergence is acceptable. 

 

      

Table 4. DDIACS runs on by EFR. 

 

 

 

Table 5. DDIACS runs on by ESC. 

 

 

 



       

       
Table 10. DR and AR comparison in different experiments. 

 
4.5 DDIACS Framework Comparison with the other Algorithms  

 
The DDIACS framework was compared with the off-the-shelf algorithms. It was 

compared with the random method presented at the first stage as well as with the swarm 

optimization algorithm and PPM approach in the experiments. These comparisons were 

conducted to verify the performance of the DDIACS framework.  

The random method at the first stage can be applied to the framework. A random 

information heuristic rule at the first stage was compared with the DDIACS framework.  

Table 11 shows the results obtained by comparing the proposed framework with the 

RACS. The results show that the aggregate average DR (AADR) between the DDIACS 

involving BFS as well as between the RACS involving BFS is greater than 20.83%, and 

the AR between the DDIACS involving BFS is 98.33%.  

The RACS involving BFS could not trace the attackers’ IP addresses. Therefore, the 

DDIACS involving BFS demonstrate an AR of 92.5%. The computation time of both 

algorithms is within 4 s. Therefore, the DDIACS involving BFS can precisely determine 

the locations of attackers in a short period.  

 

 

 

Table 6. DDIACS runs on by ETR. Table 7. DDIACS runs on by EFO. 

Table 8. DDIACS runs on by EFV. Table 9. DDIACS runs on by ESX. 



Table 11. Comparison of the DDIACS framework and RACS. 

      AVG 

     DEC-R 

AVG 

ACC-R 

AVG 

DUR-T 

DDIACS with BFS      98.33% 92.5% 3.8s 

RACS with BFS      77.5% 0% 0s 

Next, the DDIACS framework was compared with the swarm optimization 

algorithm. As shown in Table 12, the DDIACS framework demonstrates more favorable 

detection and identification performance compared with the swarm optimization 

algorithm. Furthermore, the proposed framework was compared with the AS algorithm 

that incorporated a random rule at the first stage of the framework. The results show that 

the AVG DEC-R and AVG ACC-R of the proposed framework are both more favorable 

than those of the AS algorithm. Moreover, the results indicate that the AVG DEC-R in the 

DDIACS involving BFS is 89.17%, whereas that of the AS algorithm is 10%. Similarly, 

the AVG ACC-R of the DDIACS is 86.67% higher than that of the AS algorithm. In 

addition, the computation time of both algorithms is within 10 s. The results indicate that 

the AS algorithm cannot sufficiently address a multiattacker problem. 

The DDIACS framework was also compared with the AS algorithm involving BFS. 

The AVG DEC-R of the DDIACS is more favorable than that of the AS algorithm 

involving BFS, and the difference in the AVG DEC-R between these algorithms is 

23.34%. The results show that the DDIACS framework demonstrates higher performance 

than the AS algorithm does. The average AR of the DDIACS framework is 86.67%, 

whereas that of the AS involving BFS is 49.17%. Therefore, the difference in the average 

AR between the DDIACS involving BFS and AS involving BFS is 37.5%. The results 

show that the proposed framework can improve the accuracy of attack detection and 

identification more efficiently than other algorithms do. 

The DDIACS framework is a superior attack detection and identification framework. 

Moreover, the DDIACS framework efficiently solves the LDDoS problem. Finally, the 

computation time of the proposed framework is slightly lower than those of the other 

algorithms. The SD of the DR and AR in the various experiments are both 4%. Therefore, 

the variance does not affect the performance of the DDIACS framework. 

Table 12. Comparison of the DDIACS framework and AS. 

      AVG 

     DEC-R 

AVG 

ACC-R 

AVG 

DUR-T 

DDIACS with BFS      89.17% 86.67% 7.75s 

AS      10% 7.5% 3.75s 

AS with BFS      65.83% 49.17% 3.83s 

In the experiments, the DDIACS framework was compared with the PPM algorithm. 

The parameters at different levels of packet queue lengths (20/40/60/80) and 

(100/200/500/1000) were assigned to the marking probabilities (0.1/0.3/0.5/0.7/0.9). 

The experimental results indicate that in all the trials, the PPM cannot provide 

adequate markings for determining the attack paths (i.e., there are 20 trials in each case). 

This is because detecting LDDoS traffic by using the proposed approach is difficult. 

Because LDDoS traffic is low, it can easily be neglected because the packets 

typically seem legitimate. The aforementioned cases thus prove that the LDDoS problem 

is difficult to detect and identify.  

 

 



4.6 Parameter Design and Analysis 
 

Seven parameter designs (ATI, ARV, ARDR, ARSR, NI, NA and Istop) were evaluated 

in the DDIACS framework. Moreover, NI indicates the execution time per iteration when 

the proposed framework is launched. NA enables the number of ants and one agent to 

respond to the search information each time. Each parameter comprised four levels and 

each trial was run 20 times. The DR indicated that the DDIACS can precisely detect the 

attack traffic created by the parameter designs. 

As depicted in Table 13, the optimal ATI levels are a computation time of 0.2 s, DR 

of 93%, and SD of approximately 0.06. Furthermore, the AADR is 91%, and the lowest 

SD is 0.04 when the computation duration of the level is set to 1 s. The ATI can filter the 

suspicious packet that is related to time density. 

Next, ARV can determine whether each packet size is greater than or less than the 

interval threshold. If a particular value corresponds to the threshold, then the candidate 

information heuristic can be calculated using Eqs. (1) and (2). As shown in Table 14, the 

DR of ARV is 88% at the 200 and 500 levels; the minimum SD is 0.05 and the AADR is 

85%.  

The results also indicate that ARDR can reduce the effect of the actual packet size to 

ensure that the candidate information heuristic is derived appropriately. The optimal 

value is 0.001 at different levels, and the DR and SD are 95% and 0.05, respectively. 

Moreover, the AADR is 90% (Table 15). 

 

 

 



 
   The effect of the packet size can also be increased by ARSR to ensure the appropriate 

derivation of the candidate information heuristic. As illustrated in Table 16, the optimal 

rates are 1 and 10, the DR is both 93%, and the SD is 8% and 5%, respectively. Moreover, 

the AADR at the various levels is 92%.  

Furthermore, each iteration determines the search space for ants after the termination 

condition is set. The optimal number of iterations is 20, DR is 93%, SD is 9%, and AADR 

is 84% (Table 17).  

NA enables the number of ants and one agent to respond to the search information 

each time. As depicted in Table 18, the optimal number of ants is 50, DR 93%, and SD is 

6%. Moreover, the AADR is 91%.  

As illustrated in Table 19, the traffic threshold Istop is the termination condition. If the 

traffic volume is greater than the threshold, then it is an anomaly; otherwise, it is regular. 

Moreover, the optimal threshold is 500, DR is 93%, SD is 9%, and AADR is 90%. 

 

 

 



    The proposed framework focused on the AR experiments because the IP addresses 

of the attackers can be efficiently traced. Moreover, the results were analyzed by 

applying the ATI, ARV, ARDR, ARSR, NI, NA, and Istop parameters. These parameters 

were run in six cases for each test, and each case was run 20 times at each level. 

Table 20 illustrates the ATI experiment. The minimum and maximum AR are 

obtained at levels 0.2 and 5, respectively. The aggregate average AR (AAAR) is greater 

than 90%, and the average SD is approximately 10%. Therefore, the robustness of this 

case is different from that of the other cases.  

Next, the ARV test is run and the AR is 78% at level 100. By contrast, the AR of the 

other levels is approximately 83%, and the average SD is less than 10% (Table 21). 

Therefore, the 200, 500, and 1000 levels are applied in the framework. However, the 

AAAR of this case is lower than that of the other test cases.  

The ARDR experimental results indicate that the AR is 95% at level 0.001 (Table 

22). Therefore, the optimal parameter demonstrates an AAAR of 90% and SD of 

approximately 10% (Table 23). The ARSR has the highest AAAR and lowest SD among 

all test cases.  

The results also indicate that NI is a crucial parameter and its AAAR is 83%, which 

is less than that of the other cases. Furthermore, this parameter has the highest average 

SD (Table 24). The experimental results show that level 70 is not a suitable parameter. 

The other levels can thus be used.  

When all levels are applied, an AR of approximately 90% and SD of approximate to 

9% can be derived (Table 25). As shown in Table 26, the optimal traffic threshold is 100.  

 

5. CONCLUSIONS AND FUTURE WORK 
 

The aim of this study was to detect and trace network attack traffic and fake 

attackers in the LDDoS problem. In this paper, the DDIACS framework is first proposed 

for addressing the LDDoS problem. The efficiency and effectiveness of the proposed 

framework are determined by comparing it with other algorithms.  

The time and space complexity of the DDIACS framework and algorithms used for 

the comparison were analyzed in detail for further research. The analysis results indicate 

that the performance of the DDIACS is obviously superior to that of the other algorithms.  

The SDN-based testbed can evaluate emerging networking technologies and create a 

framework for designing and evaluating the multiattacker problem. 

The RACS, swarm optimization algorithm, and PPM approach are also compared 

with the proposed framework under different test trials. The results indicate that the 

performance of the proposed framework is higher than those of the RACS and swarm 

optimization algorithm and PPM approach.  

Parameter design experiments are assessed by the proposed framework and the 

results are suggested.  

Future studies may extend the proposed framework and incorporate it into arbitrary 

algorithms for resolving other attack traffic problems. 
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