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Abstract 

Generally, AES is typical encryption algorithm to support the security 

service of any mobile applications. However, AES cannot encrypt the short 

sensory data of partial block without data expansion, which is often in the Mobile 

Sensing application environments. In this paper, a word-based AES cipher, AESw, 

is proposed by modifying the AES to make it fit for encrypting the arbitrary 

message in 32-bit words without data expansion. The proposed AESw would 

suitable to encrypt the partial block of short message, such as using AES3 for the 

96-bit Electronic Product Code, and to encrypt the extended block consisting of 

the last two blocks at one time of long message, instead of encrypting these two 

blocks separately using the ciphertext stealing method. The proposed AESw could 

provide an efficient and simple way of preserving the arbitrary word-length of 

message.  
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1. Introduction 

 

With the rapidly growing applications of the mobile sensing, Internet of 

Thing (IoT) and smart city, it has been gradually changing our daily lives through 

some smart devices or application services [1-2]. More and more mobile devices, 

such as smart phones, tablets, Google glasses, and RFID, deployed in various 

sensor networks, can sense and collect sensory data anytime and anywhere [3-6]. 

We are moving toward the era of Mobile Sensing, in which a vast amount of 

heterogeneous sensory data will be created and processed every day [3-4,7]. In 

mobile sensing environments, the application data in transmission or storage has a 



large variety of forms, such as the command or payload data of protocol, the data 

of mobile sensing, or the exchanged information of IoT or smart city. To improve 

the related mobile sensing application services to users, the security and privacy 

issues in such environments need to be addressed [7-9].  

 

The symmetric block cipher is a typical solution to the security and privacy 

issues in mobile sensing application environments. Due to the compact and 

flexible structure, the Advanced Encryption Standard (AES) can be implemented 

very efficiently on a wide variety of platforms, such as 8-bit smart card, 16-bit 

embedded chip, 32-bit processor [10-11]. Hence, it is popular to use AES to 

support the security services of authentication, confidentiality, and integrity for 

the mobile sensing applications via RFID, ZigBee, 6LoWPAN, WiFi [12-16]. 

However, AES cannot encrypt the short sensory data of partial block (less than 

128 bits) without data expansion, which is often in the mobile sensing application 

environments, such as to protect the monitored biometric private data of body 

temperature, blood pressure, heart rate, ECG etc. with wearable health sensor 

[17-18], or the 96-bit Electronic Product Code (EPC) [19]. To solve EPC 

encryption problem, in 2011, Huihui Yap, etc. had proposed a new lightweight 

cipher EPCBC with 96-bit key size to encrypt a 96-bit block data of Electronic 

Product Code (EPC) [19]. On the other hands of the mobile sensing application, 

there still have long sensory data with arbitrary length need to be protected by 

some modes of operation of the block cipher without data expansion. Using the 

ciphertext stealing scheme is a typical solution for ciphering without data 

expansion [20,21].  

 

In this paper, a 32-bit word-based AES (AESw) cipher is given by modifying 

the AES to make it suitable for arbitrary word-length sensory data. The AESw 

cipher for encrypting 4 word block data would be the same as the AES cipher for 

encrypting 128 bits block data. In other words, for 128 bits (4 words) block data, 

w=4 and AESw=AES4=AES. The AESw is very suitable for encrypting the 

partial block sensory data in 32-bit-words without data expansion, for instance 

using AES3 to encrypt the 96-bit (3 words) Electronic Product Code (EPC). The 

AESw is also suitable for encrypting the long message in 32-bit-words without 

data expansion. The AES4 (AES) is used to encrypt previous part of the long 

message, and using AESw to encrypt the last two blocks (the extended block 

consisting of a complete block with 128 bits and the last partial block with less 

than 128 bits) at one time, instead of encrypting these two blocks along with a 

truncation and swapping for the ciphertext stealing method. For instance, the 



AES5 is used to encrypt the extended block of 5 words.  

 

In the following, session 2 discusses the AES-based Encryption without 

padding background and problem description; session 3 and session 4 address the 

proposed word-based AES Structure and its application to use for arbitrary 

word-length message without data expansion, respectively. A brief security 

analysis will be discussed in session 5. Finally, session 6 gives a conclusion. 

 

 

 

2. AES-based Encryption without Data Expansion Scheme and Problem 

Description 

 

According to the cipher specification, AES can encrypt a fixed 128-bit block 

data, or the original Rijndael algorithm can encrypt 128-bit, 192-bit, or 256-bit 

block data only [10-11]. However, the arbitrary sensory data in words may have a 

short sensory data of size less 128 bits, called the partial block, or a long sensory 

data of size not a multiple of the block size. The encryption of a partial block 

sensory data may be often in the mobile sensing environment, such as the 

protection of the 96-bit (3 words) EPC code. The problem is that how to modify 

the AES algorithm to make it suitable for encrypting the arbitrary message in 

32-bit words without zero padding.  

 

Up to now, there are some AES-based encryption schemes without data 

expansion for long message with arbitrary length. Most of these schemes could be 

classified into three types of schemes: (1) stream XOR scheme [20], (2) ciphertext 

stealing scheme [21-23], (3) Feistel network scheme [24] : 

 

(1) stream XOR scheme [20]：It is a block cipher based stream cipher mode. 

It takes XOR the plaintext of the last partial block and the key-stream of 

the same size generated by AES operation, such as CFB, OFB, CTR 

modes of operation. An initialization value IV of a block size is required 

to work with. And this type does not work for ECB and CBC modes of 

operation. 

 

(2) ciphertext stealing scheme [21-23]: The ciphertext stealing scheme of 

encryption without data expansion is to truncate (steal) the next-to-last 

complete ciphertext block Cn-1 to pad the last partial plaintext block Pn* 



for encryption. The ciphertext stealing is suitable for the block-cipher 

mode operation, such as ECB, CBC, and XTS-AES. The detail procedure 

of the ciphertext stealing is given by the addendum to NIST SP800-38A 

of Three Variants of Ciphertext Stealing for CBC Mode [21]. There are 3 

variants of Ciphertext Stealing (CS) for CBC Mode, i.e., CBC-CS1, 

CBC-CS2, and CBC-CS3. The CBC-CS1 scheme is the basic one as 

shown in Fig.1. The ciphertext sequences of these 3 variants of 

Ciphertext Stealing CBC-CS could be expressed as [21]: 

 

For CBC-CS1, the ciphertext sequence will be C1||C2||…||Cn-2||Cn-1*||Cn, 

where Cn-1* is a partial block and Cn is a complete block.  

For CBC-CS2, if Cn-1* is a complete block, then the ciphertext sequence 

is the same as that of CBC-CS1; if Cn-1* is a partial ciphertext block, 

then the order of Cn-1* and Cn is swapped, i.e., the ciphertext block 

sequence will be C1||C2||…||Cn-2||Cn||Cn-1*.  

For CBC-CS3, the order of Cn-1* and Cn is unconditionally swapped no 

matter whether Cn-1* is a partial block or not, i.e., the ciphertext 

sequence will always be C1||C2||…||Cn-2||Cn||Cn-1*.  

 

 

(a) CBC-CS1 –Encryption 



 

(b) CBC-CS1 - Decryption 

Fig.1: NIST SP 800-38A, CBC ciphertext stealing scheme [21] 

 

The operation steps of the CBC-CS3 could be expressed by the following 

steps [21] with a partial block Pn*, 

 

CBC-CS3– Encryption of plaintext P1||P2||…||Pn-2||Pn-1||Pn*： 

Step 1: Pad the last partial plaintext block with 0, to have Pn=Pn*||0…0.  

Step 2: Encrypt the padded plaintext using the standard CBC mode to 

have C1||C2||…||Cn-2||Cn-1||Cn.  

Step 3: Swap the last two ciphertext blocks, to have Cn||Cn-1.  

Step 4: Truncate the ciphertext to the length of the plaintext to have 

C1||C2||…||Cn-2||Cn||Cn-1*. 

 

CBC-CS3–Decryption of ciphertext C1||C2||…||Cn-2||Cn||Cn-1*： 

Step 1: Decrypt the second to last ciphertext block Cn to find Z=Z*||Z**. 

Step 2: Pad Cn-1* using the truncated Z** to recovery Cn-1. 

Step 3: Swap the last two ciphertext blocks, to have Cn-1|| Cn.  

Step 4: Decrypt the (modified) ciphertext using the standard CBC mode 

to have P1||P2||…||Pn-2||Pn-1||Pn. 

Step 5: Truncate the plaintext to the length of the ciphertext to have 

P1||P2||…||Pn-2||Pn-1|| Pn*. 

 

(3) Feistel network scheme [24]: The Feistel network scheme of encryption 

without data expansion of Elastic Block Cipher [24] is to encrypt the 

extended block of size `d’ bits, b ≤ d < (2b-1), in other words, consisting 



of a complete block of size `b’ bits and a partial block of size y bits 

(y=d-b). The complete block data is processed by the AES operation, and 

the partial block data will be performed with the AddRoundKey and the 

Feistel-network-like internal swap, with the detailed procedure as shown 

in Fig.2 [24]. 

 

 

 

Fig.2: The Feistel network scheme of encryption without data expansion [24] 

 

The problem is that the above three encryption without data expansion 

schemes are not suitable for encrypting the short sensory data of a single partial 

block. Because that 

(1) both the ciphertext stealing and the Feistel network schemes must work 

with the plaintext of length larger than a complete 128-bit block length. 

In other words, the plaintext must consist of at least one complete block 



plus one partial block. Hence, they are not suitable to process the short 

sensory data of a single partial block with block length less than 128 bits.  

(2) for the stream XOR schemes of encryption without data expansion, they 

require an initialization value IV of a block size (4 words) to process the 

plaintext of single partial block (or m words, m<4). In other words, the 

total required data will be the IV plus the partial block data for 

encryption and then transmission or storage, and have the length of 4+m 

words, larger than the length of the ciphertext (m words), and still have 

another form of data expansion 

 

In addition, there are three variants of Ciphertext Stealing schemes. It needs 

an overhead to identify which variant is used. 

 

The above two encryption problems of the arbitrary sensory data in words, (1) 

how to encrypt a short message of a single partial block without data expansion, 

(2) how to encrypt a long message of non-integer multiple block size without data 

expansion, simply and efficiently than the Ciphertext Stealing scheme, will be 

solved by the word-based AES cipher given in the following session. 

 

 

 

3. Word-based AES Structure 

 

To solve the above data expansion problems, a word-based AES (AESw) 

algorithm is proposed by some modifications of AES algorithm. The AESw 

structure is the same as that of AES cipher except using 32bit-word oriented for 

AESw instead of 128bit-block oriented for AES. The difference of processing 

message length between AES and AESw is shown in Fig.3.  

AESw

m x 32

m x 32

no padding in 

words

AES

128

128

128-bit-block

1 block

m=1,2,3,4,5,6,7

m=4, 

AESw=AES

m 32-bit-words

m words
 



Fig.3: the processing length difference between AES and AESw 

 

The combinations of block size “Nb”, key length “Nk”, and number of 

rounds “Nr” of AESw cipher in word will follow that of AES [10] for processing 

the plaintext message of Nb = m words length, 1≤ m≤7. In the case of m=4, 

AESw is equivalent to standard AES. For 1≤m≤3, the message has a partial block 

length. When 5≤m≤7, the message has an extended block length which consists of 

a complete block with length = 4 word, and a partial block with length = (m-4) 

words. 

 

The pseudo code of AESw cipher is the same as that of AES cipher [10], 

except some modification, as shown in Fig.4. For AESw cipher, state matrix size 

is 4xm with m=Nb words, instead of 4x4 with Nb = 4 words for AES cipher.  

 

 

Fig.4: the pseudo code of AESw cipher with m=Nb [10] 

 

The differences of the main operations, SubByte, ShiftRow, MixColumn, 

AddRoundKey, between AESw and AES are discussed respectively as follows, 

 

SubByte Operation： 

SubByte operation of AESw is the same as in AES, except with 

Difference : (1) 4x4 state matrix in AES cipher changed to 4xm in AESw cipher. 

(2) bi,j = SubByte(ai,j), j<m.    



 

ShiftRow Operation： 

ShiftRow of AESw is almost the same as in AES, except with 

Difference : (1) 4x4 state matrix in AES cipher changed to 4xm in AESw cipher. 

(2) ai,j is circularly shifted to ai,(j+i mod m), j<m. 

 

MixColumn Operation： 

MixColumn of AESw is the same as in AES, except with 

Difference : (1) 4x4 state matrix in AES cipher changed to 4xm in AESw cipher. 

(2) [b0,j ,b1,j ,b2,j ,b3,j ]
T
= MixColumn ( [a0,j ,a1,j ,a2,j ,a3,j ]

T 
), j<m. 

 

AddRoundKey Operation： 

AddRoundKey of AESw is the same as in AES, except with 

Difference : (1) 4x4 state matrix in AES cipher changed to 4xm in AESw cipher. 

(2) bi,j = AddRoundKey (ai,j, ki,j) = ai,j  ki,j, j<m. 

 

 

 

4. AESw for Arbitrary Word-length Message without Data Expansion 

 

According to operations of SubByte, ShiftRow, MixColumn, AddRoundKey 

of AESw, it is very clear that any `m’ words input state will have the same length 

of `m’ words output state, as shown in Fig.4. The encryption/decryption 

procedures of AESw without data expansion can be expressed as 

 

AESw encryption without data expansion 

If |SensoryData|<1 block, it encrypts the plaintext partial block using AESw. 

If |SensoryData|>1 block, it encrypts the last two plaintext blocks using 

AESw, and encrypts the other plaintext blocks using AES, or AESw with 

m=4. 

AESw decryption without data expansion 

If |SensoryData|<1 block, it decrypts the ciphertext partial block using 

AESw
-1

. 

If |SensoryData|>1 block, it decrypts the last two ciphertext blocks using 

AESw
-1

, and decrypts the other ciphertext blocks using AES
-1

, or AESw
-1 

with m=4. 

 

 



(1) AESw for partial block message without data expansion 

 

From the problem descriptions in session 2, the stream XOR scheme [20] 

and Feistel network scheme [24] need two blocks to work; the ciphertext stealing 

scheme [21] needs the initialization value “IV” along with ciphertext. Hence, it is 

clear that these well known AES-based encryption schemes without data 

expansion schemes are not suitable for encrypting a short sensory data of single 

partial block without data expansion. However, the proposed word-based AESw 

algorithm could encrypt/decrypt the partial block message in words directly 

without data expansion, as shown in Fig.5, and solve the data expansion problem 

of AES for encrypting a partial block message. 

 

P1  of  m  words C1  of  m  wordsAESw 

C1  of  m  words P1  of  m  wordsAESw 
-1 

 

Fig.5, AESw for partial block message without data expansion 

 

The example of using AES cipher to encrypt 3 words partial block message 

without data expansion is shown in Fig.6. The encryption example parameters are 

that plaintext length (block size) Nb = m = 3 (words), key length Nk = 4 (words), 

and number of rounds Nr = 10. The input plaintext value and the cipher key value 

are chosen as same as that of the Appendix B-Cipher Example of FIPS-197 [10], 

as follows: 

 

Input      = 32 43 f6 a8 88 5a 30 8d 31 31 98 a2 

Cipher Key = 2b 7e 15 16 28 ae d2 a6 ab f7 15 88 09 cf 4f 3c 

 

The key state sequence is generated with the same key schedule procedure as 

that of AES except using the first 4x3 key states for AESw instead of 4x4 key 

states for AES, expressed in Round Key Value as shown in Fig.6. The ShiftRow 

operation for the i-th row will circular shift left the element (i,j) at position j to the 

position (j+i mod m)= (j+i mod 3).  

 

Only the Input, Round 1, Round 10 and Output results are shown in Fig.6 to 

present the characteristics of AESw cipher encryption procedure of the partial 

block without data expansion. Since the plaintext is a partial block only, the 

AESw-ECB (Electronic Code Book) mode is used to encrypt the message. 



 

- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -

Input                                                                                                                                                                                                        =

Start of

Round

with j<m

After

SubBytes

with j<m

After

ShiftRows

with j<m, (j+i) mod m

After

MixColumns

with j<m

Round Key

Value

with j<m

2b 28 ab

7e ae f7

15 d2 15

16 a6 88

32 88 31 --

43 5a 31 --

f6 30 98 --

a8 8d a2 --

1                                                                                                                                                                                                               =

d4 e0 b8 --

27 bf b4 --

11 98 5d --

ae f1 e5 --

d4 e0 b8 --

bf b4 27 --

5d 11 98 --

ae f1 e5 --

9a fc 7f --

f8 51 a0 --

38 7e 80 --

c2 67 bd --

09 a0 88

cf fa 54

4f fe 2c

3c 17 b1

19 a0 9a --

3d f4 c6 --

e3 e2 8d --

be 2b 2a --

Round

10                                                                                                                                                                                                              =

74 67 60 --

68 ce 45 --

b7 0f 5d --

f8 f1 a3 --

74 67 60 --

ce 45 68 --

5d b7 0f --

f8 f1 a3 --

84 4e ea

a6 a6 d2

4f dc 73

b2 4f 21

ca 0a 90 --

f7 ec 68 --

20 fb 8d --

e1 2b 71 --

Round

Output

f0 29 8a --

68 e3 ba --

12 6b 7c --

4a be 82 --

 Fig.6, AESw example for 3-word partial block message 

 

If the AESw-CBC with an initial value IV is used to encrypt/decrypt the 

m-word partial block plaintext/ciphertext, the operation is almost the same as that 

of AESw-ECB except the IV needs to be truncated to m words before XORing 

with the plaintext/ciphertext. 

 

 

(2) AESw for long message without data expansion 

 

As mentioned above, to have the result without data expansion for 

|SensoryData|>1 block, AESw/AESw
-1

 could encrypt/decrypt the last two 

plaintext/ciphertext blocks together, and encrypt the other previous 

plaintext/ciphertext blocks using AES/AES
-1

, or AESw/AESw
-1

 with m=4. 

Assume the plaintext has `n’ blocks with (n-1) complete blocks of size 4 words 



and the last partial block of size |Pn |<4. The last two blocks could be concatenated 

to be an extended block Pn-1* = Pn-1||Pn of size m, 4<m<8. Then Pn-1* will XOR 

with the Cn-2 padding 0, i.e. Cn-2||0 to the length of Pn-1*, and be 

encrypted/decrypted by AESw-CBC/AESw-CBC
-1

 with m words, as shown in 

Fig.7. 

 

P1

IV

C1

P2

C2 ...

AESAES

Pn-2

Cn-2

Pn-1*= Pn-1 || Pn

Cn-1*

AESwAES

...

...

Cn-2 || 0

 

(a) AESw CBC encryption 

 

C1

IV

P1

C2

P2

...AESAES

Cn-2

Pn-2

C*n-1

P*n-1= Pn-1 || Pn

AESwAES

...

...
 

(b) AESw CBC decryption 

Fig.7, AESw-CBC mode of operation without data expansion scheme 

 

As comparing to the three variants of ciphertext stealing schemes mentioned 

in session 2, the AESw-CBC encryption without data expansion scheme is simple 

and efficient. The AESw encrypts the extended plaintext block Pn-1* of the last 

two plaintext blocks with AESw-CBC directly to find the extended ciphertext 

block Cn-1* of the same size m. One of the three variants of Ciphertext Stealing for 

AES-CBC Mode is need to be chosen at both sides. The computation comparison 

between AESw and AES-CS for encrypting the last two blocks without data 

-1 -1 -1 -1 



expansion is shown in Fig.8. Since the computational time of AES is dominated 

by the execution time of Mixcolumn when the S-box table is used for the SubByte 

operation [25], the Mixcolumn Operations are compared with an extended block 

of size m, 4<m<8. 

 

 

 

 

 

 

 

Fig.8, the computation comparison between AESw and AES-CS for encrypting the 

last two blocks of m words without data expansion 

 

In summary, AESw for arbitrary word-length block without data expansion, 

including the short message of single partial block and the long message of 

non-integer multiple block size, is workable for AESw-ECB or AESw-CBC mode 

of operation. The encryption/decryption of AESw could be performed with the 

following steps.  Two-block buffers, the current data Buffer A and the next data 

Buffer B, are needed in the following ciphering steps.  

 

The steps of AESw-CBC mode of encryption operation without data 

expansion scheme: 

step 1. Read current plaintext block  buffer A, if |A|=0, stop. 

step 2. If |A|=m<4, output C=AESw-CBC(A) in m words, stop. 

step 3. Read next plaintext block  buffer B, 

step 4. If |B|=m<4, output C=AESw-CBC(A||B) in 4+m words, stop. 

step 5. output C=AESw-CBC(A) in m=4 words, BA, go to step 3, 

 

The steps of AESw-CBC mode of decryption operation without data 

expansion scheme: 

step 1. Read current ciphertext block  buffer A, if |A|=0, stop. 

step 2. If |A|=m<4, output P=AESw-CBC
-1

(A) in m words, stop. 

step 3. Read next ciphertext block  buffer B, 

step 4. If |B|=m<4, output P=AESw-CBC
-1

(A||B) in 4+m words, stop. 

step 5. output P=AESw-CBC
-1

(A) in m=4 words, BA, go to step 3, 

 

Therefore, the proposed AESw encryption method would provide (1) a 

 Truncation 

operation 

Swapping 

operation 

Number of 

rounds 

Mixcolumn 

Operations  

AES-CS 2 2 20 4x9x2=72 

AESw 0 0 10 36<mx9<72 



suitable scheme to encrypt a short message of single partial block without data 

expansion, that is not feasible for the existing encryption scheme without data 

expansion; (2) a simple and efficient scheme to encrypt a long message in words 

without data expansion, that the swap and truncation operations are not required 

as comparing to the Ciphertext Stealing scheme. 

 

 

 

5. Security Analysis of AESw  

As mentioned in session 3, the operation and the pseudo code of AESw is the 

same as that of AES, except the state matrix size is 4xm with m words for AESw, 

instead of 4x4 with 4 words for AES. The operations of AddRoundKey, SubByte, 

MixColum of AESw are the same as that of AES. Only the operation of ShiftRow 

of AESw is modified because it depends on m, the number the columns of the 

state matrix, and is slightly different from that of AES for m ≠ 4。 In summary, 

the operation relationship of AddRoundKey, SubByte, MixColum, and ShiftRow 

between AESw and AES can be expressed as 

 

AddRoundKey : the same byte operation for AESw and AES 

bi,j = AddRoundKey (ai,j, ki,j) = ai,j  ki,j 

SubByte : the same byte operation for AESw and AES 

bi,j = SubByte(ai,j) 

MixColum: the same column operation for AESw and AES 

[b0,j ,b1,j ,b2,j ,b3,j ]
T
= MixColumn ( [a0,j ,a1,j ,a2,j ,a3,j ]

T 
) 

ShiftRow: mod m circular shift row operation for AESw and mod 4 for AES 

AESw: ai,j is circularly shifted to ai,(j+i mod m) 

AES:  ai,j is circularly shifted to ai,(j+i mod 4) 

 

Therefore, the main difference of AESw with respect to AES is the ShiftRow. 

The purpose of ShiftRow is to provide inter-columns diffusion, or dependency 

among columns. In other words, the ShiftRow is used to avoid the columns being 

linearly independent such that AES will not degenerate into four independent 

word-based ciphers. For m≠1, the ShiftRow of AESw still meets the diffusion 

purpose. For m=1, the AESw degenerates into 1-word 1-column cipher, and it 

does not need the inter-columns diffusion, and the ShiftRow operation does not 

work at this situation. 

 

Based on the above discussions, both AESw and AES consist of the same 



operations of AddRoundKey, SubByte, MixColum, and ShiftRow, and perform the 

same security function, and have the same security level. For m=1, the AES1 is an 

1-column cipher, and has the same operations of AddRoundKey, SubByte, 

MixColum as that of AES, except for lack of the ShiftRow operation, which is not 

necessary for AES1.  

 

 

 

6. Conclusions 

The encryption of a partial block sensory data may be often in the Mobile 

Sensing environment, such as the protection of the 96-bit (3 words) EPC code. 

However, all the AES-based encryption schemes could not encrypt the short 

sensory data of partial block without data expansion. In this paper, a word-based 

AES (AESw) cipher is proposed to solve this short sensory data (in words) 

encryption without data expansion problem. In addition, AESw also provides a 

simple and efficient way for encrypting the long message (in words) as comparing 

to the AES-based ciphertext stealing method.  
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