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Abstract

As a signing capability delegation technique, multi-proxy signature allows all
signers in the delegated group to produce jointly a multi-proxy signature on
the behalf of a original signer, and has been widely applied in distributed
computing. Currently, most of multi-proxy signature schemes in the stan-
dard model cannot achieve strong unforgeability, lightweight computation
and short length of multi-proxy signature. These problems restrict its ap-
plication since many devices has limited computation capacity and storage
space. In this work, a novel multi-proxy signature scheme with short length
in the standard model is proposed. The scheme can not only achieve strong
unforgeabiity, but also has short length of the signature. Compared with
the other three multi-proxy signature schemes, the proposed scheme has the
great advantages over the other three schemes. To the best of our knowledge,
our proposed multi-proxy signature scheme is the first shortest size, whose
signature length is only 320bits for a security level of 80 bits and the same
length as that of DSA.

Key words: Strong unforgeability, short signature, multi-proxy signature,
the Computational Diffie-Hellman problem

1. Introduction

As a delegation technique of digital signing right , The concept of proxy
signature for the first time was introduced by Mambo, Usuda and Okamoto
[19] in 1996. In a proxy signature, an original signer can delegate his or
her signing capability to an entity which is called as proxy signer, in order
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that it can produce a valid signature on behalf of the original signer. Since
proxy signature has been introduced, many different types proxy signatures
were proposed, such as RSA-based proxy signature, verified proxy signature,
blind proxy signature[26], designated-verifier proxy signature, multi-proxy
signature [9, 24] and so on. Based on the delegation type, proxy signatures
are divided into four types: full delegation, partial delegation, delegation by
warrant, and partial delegation with warrant. In the first three types proxy
signature, there exists some security drawbacks, they might result in some
attacks. Thus, most of research works on proxy signature are based on the
partial delegation with warrant.

However, in some case, an original signer needs to delegate his/her signing
right to a specified group of n proxies, such that all proxies in specified group
can cooperatively produce a signature on behalf of the original signer. Let us
see an example, In a company, when a general manager of a company is on
a business trip, and some important documents needs to be signed. In order
not to affect the work and to prevent abuse of rights, the general manager
can delegate his signing capability to multiple department managers such
that only all these department managers cooperatively sign the important
documents on behalf of general manager.

To achieve this function, Hwang and Shi introduced the notion of multi-
proxy signature [4] in 2000. In a multi-proxy signature, an original signer can
delegate a group of signers as his proxy agents. Only the cooperation of all
signers in the group can produce a valid multi-proxy signatures on behalf of
the original signer. Subsequently, many multi-proxy signature schemes had
been proposed in [1, 2, 3, 9, 13], and their cryptographic applications had paid
academia attentions, especially in distributed computing circumstance where
delegation of various rights is quite common. However, most of multi-proxy
signatures are provably secure in the random oracle model. It is generally
known that hash function is treated as ideal random generators in the random
oracle model. Although the model is useful, it has taken a lot of criticism
since the security in the random oracle model does not mean the security
in the reality application [8]. As a consequence, it becomes an interesting
problem to how to design a secure multi-proxy signature scheme without
random oracle model.

In 2008, Liu et al.’s first proposed a multi-proxy signature scheme in
the standard model in [10]. Soon, they also gave a multi-proxy signature
scheme with fast revocation in the standard model in [12]. In 2008, Yu et
al.’s also proposed a multi-proxy signature scheme without random oracle.
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These schemes are directly based on Water’s signature [22]. It makes that
these schemes exist a common security flaw: they cannot provide strong
unforgeability since any one can easily convert a multi-proxy signature of a
message m into another a valid multi-proxy signature on the same message.
In 2011, Sun and Xu put forward a multi-proxy signature scheme with strong
unforgeability [9] , which is the most secure multi-proxy signature algorithm
until now.

However, we found all multi-proxy signature algorithms in the standard
model needs very large computation complexity to produce multi-proxy sig-
nature and the length of multi-proxy signature in these schemes is at least
3|G1| bits. These algorithms are too expensive or impractical for implemen-
tation on lightweight devices even if both primitives have been optimized.
Therefore, how to reduce computation complexity and the length of multi-
proxy signature is the motivation of this work. This research will benefit
those users who use lightweight devices to store sensitive data and want to
conduct the multi-proxy signature computation on a lightweight device.

Our contribution.To reduce the computational complexity of producing
multi-proxy signature and the length of multi-proxy signature, in the work,
we propose a novel multi-proxy signature scheme, which is provably secure
in the standard model. Pairing computations and group hashing operations
in the multi-signing phase are no longer required. In comparison with the
other three schemes, our scheme has the following advantages: (1) it can
achieve strong unforgeability; (2) the length of multi-proxy signature is the
shortest, only 320 bits; (3) It is provably secure in the standard model, its
security is tight related to the Computational Diffie-Hellman problem. (4)
less computation cost is required in the signing phase.

2. Preliminaries

In the section, we briefly review some preliminaries which are used through-
out the paper.

2.1. Bilinear Pairings

Let G1 be a cyclic group produced by the generator g1, whose order is a
big prime q . G2 is also a cyclic multiplicative group of the same prime order
q. A map e : G1 ×G1 → G2 is an admissible bilinear pairing if the following
properties are satisfied :

• Bilinearity: ∀g1, g2 ∈ G1, ∀a, b ∈ Zq, we have e(ga
1 , g

b
2) = e(g1, g2)

ab.
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• Non-Degeneracy: ∀g1, g2 ∈ G1, such that e(g1, g2) 6= 1 .

• Efficiency. There exists an efficient algorithm to compute e(g1, g2) for
all g1, g2 ∈ G1.

2.2. Complexity Assumption

Computational Diffie-Hellman Problem (the CDH problem): given
g1, g

a
1 , g

b
1 ∈ G1 as input where a, b ∈ Zq are unknown numbers, its goal to

obtain gab
1 ∈ G1.

The advantage of a polynomial algorithm A in solving the CDH problem
is defined as

SuccCDH
A = Pr[gab

1 ← A(g1, g
a
1 , g

b
1)]

We say that the CDH assumption in group G1 is satisfied if for any ran-
domized polynomial-time in t algorithm A, we have the advantage SuccCDH

A

of AdvG,A(t) which solveing the CDH problem is negligible.

2.3. Security model of multi-proxy signature

In the subsection, the security model of multi-proxy signature will be
given. In 2003, Boldyreva et al.[5] formalized the first security model of proxy
signature. However, Boldyreva et al.’s security model does not resist proxy-
key-exposure attack. Subsequently, Huang et al. proposed a new security
model of proxy signature in [14]. In their security model, the adversaries
are classified into three different attack types: the outside attacker and the
two types of inside attackers. Yu et al. extended Huang et al.’s model into
the multi-proxy signature setting in [13], however, Yu et al.’s scheme cannot
achieve strong unforgeability. Therefore, we will modify Yu et al.’s security
model to support strong unforgeability. Let us consider the following three
types adversaries.

• Type I: For the adversary AI , it has the public key of original signer
and the public keys of all proxy signers. It acts as an outside adversary.

• Type II:For the adversary AII , it has the public-private key pairs of
all proxy signer and the original signer’s public keys. It acts an inside
adversary.

• Type III: For the adversary AIII , it has the public keys of original
signer and all proxy signers. Additionally, it has the private key of the
original signer and colludes at most n−1 proxy signers, where n denotes
the number of proxy signers. It acts as another an inside adversary.
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It is easy to see if a multi-proxy signature scheme is strongly unforgeable
against Type II and Type III adversaries. Then it also strongly unforgeable
against Type I adversary AI . Thus, we only consider Type II attack and
Type III attack In the following games.
Strong unforgeability against adaptively chosen adversary AII : The
strong existential unforgeability of a multi-proxy signature scheme against
type II adversary requires that it is hard for an attacker to forge a multi-proxy
signature under a warrant W in the interactive game between an adversary
AII and a challenger C .

1. C first runs Setup algorithms to produce system parameters, and runs
KeyGen algorithm to the private-public key pair (xa, ya, pka1, pka2)
of the original signer and all proxy signer’s public-private key pairs
(pki1, pki2, xbi, ybi). Then C sends public key (pka1, pka2) and public-
private key pairs (xbi, ybi, pki1, pki2) (1 ≤ i ≤ n) of all proxy signers
to the adversary AII . Note that all proxy signers’ private keys are
known for the adversary AII .

2. AII can request a series of queries:

(a) Delegation queries: When AII makes the delegation query with a
warrant W, C invokes the DelegationGen algorithm to obtain the
corresponding proxy-signing key δw and returns it to the adversary
AII .

(b) Multi-ProxySign queries: AII makes the multi-proxy signature
query with the message M and the warrant W . C first invokes
DelegationGen algorithm to generate a delegation on the warrant
W . And then the challenger C invokes the Multi-ProxySign al-
gorithm to produce a multi-proxy signature δ on M . Finally, it
sends the multi-proxy signature (W, δ) to AII .

3. Eventually, AII outputs a multi-proxy signature δ∗ of message M∗ un-
der the warrant W ∗ such that

(a) the adversary AII has not make the delegation query with the
warrant W ∗

(b) (W ∗, δ∗,M∗) is not the output of the queried Multi-Proxysign or-
acle.

(c) The multi-proxy signature δ∗ of message M∗ is a valid under the
warrant W ∗, and message M∗ satisfies the admission range of
warrant W ∗.
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In the above game, the advantage of an adversary AII is successful is
defined as SuccAII

. We say that a type II adversary AII can (t, qw, qp, ε)-
break a multi-proxy signature scheme if AII makes at most qw delegation
queries, qp multi-proxysign queries in time at most t and SuccAII

is at least
ε.
Strong unforgeability against adaptively chosen adversary AIII : Roughly
speaking, the strong existential unforgeability of a multi-proxy signature
scheme against type III adversary requires that it is hard for an origi-
nal signer, which is allowed to collude at most n− 1 proxy signers, to output
a valid multi-proxy signature on message M∗ in the interaction between an
adversary AIII and a challenger C.

1. C runs Setup algorithms to produce system parameters, and runs Key-
Gen algorithm to produce the public-private key pair (pka1, pka2, xa, ya)
and of the original signer and the public-private key pairs (pki1, pki2, xbi, ybi)i=1,···,n
of all proxy signer. Finally, C sends the public-private key pair (pka1, pka2,
xa, ya) of original signer and all proxy signer’s public-private key pairs
(pki1, pki2, xbi, ybi)i6=s,i=1,···,n to the adversary AIII except proxy signer
Bs’s private key, where proxy signer Bs is an honest proxy signer.

2. AIII makes the multi-proxy signature query with message M , where
message M must satisfy the warrant W . In response, C runs Delegation
algorithm to generate the delegation on the warrant W . And then C
runs the Multi-ProxySign algorithm to produce a multi-proxy signature
δ of message M and sends (W, δ) to AIII . Note that AIII must not
make the Delegation queries since original signer’s private key is known.

3. Outputs: Eventually, AIII outputs a multi-proxy signature δ∗ of mes-
sage M∗ with the warrant W ∗ and they satisfy
(a) (δ∗,M∗,W ∗) is not an output of Multi-ProxySign queries.
(b) δ∗ is a multi-proxy signature of message M∗ and M∗ satisfies the

requirement of warrant W ∗.

The advantage of an adversary AIII wins the game above is defined as
SuccAIII

We say that a type III adversary AIII can (t, qp, ε)-break a mul-
tiproxy signature scheme if AIII makes at most qp multi-proxy signature
queries in time at most t and SuccAIII

is at least ε.

3. Our Scheme

In the following, under the standard security model, a short length multi-
proxy signature scheme is proposed, its main idea is based on Zhang-Yu’s
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scheme [11] and the BB04 scheme[7]. The scheme is comprised of five algo-
rithms: Setup, KegGen, DelegationGen, Multi-ProxySign and Verify.
Setup: Let G1 and G2 be two cyclic multiplicative groups with the same
prime order q. g is a generators of group G1. g1 and g2 are two random
elements in group G1, whose discrete logarithm to the base g are unknown.
e is a bilinear pairing map G1×G1 → G2. Randomly choose u′, z′,m0, v ∈ G1

and two vectors ~u = (u1, · · · , ul) and ~z = (z1, · · · , zl) where ui, zi ∈R G1(1 ≤
i ≤ l). Let H : {0, 1}∗ × G2

1 → Zq and H1 : {0, 1}∗ → Zq be two one-way
functions. The public parameters are:

Param = (G1,G2, g, g1, g2, e, u
′, z′,m0, v, ~u, ~z,H, H1)

KeyGen: Supposed that Alice is an original signer, (B1, B2, · · · , Bn) is n
proxy signer. For an original signer, it randomly selects xa, ya ∈ Zq as his
private key and computes pka1 = gxa

1 , pka2 = gya

2 as his public key. For i = 1
to n, the proxy signer Bi chooses random numbers xbi, ybi ∈ Zq as his private
key and produces his public keys pki1 = gxbi

2 , pki2 = gybi
1 .

DelegationGen: Let W = (w1, · · · , wl) be an l-bit warrant, where wi ∈
{0, 1}. For a proxy signer Bi, to produce signing right’s delegation, the
original signer Alice chooses a random number rw ∈ Zq to compute

δw1 = gxa
2 (u′

l∏
i=1

uwi
i )rw , δi2 = grw

1

And send δw = (δw1, δw2) to the proxy signer Bi.
Upon obtaining δw, proxy signer Bi can check the validity of the delega-

tion by the following relation:

e(δw1, g1) = e(g2, pka1)e(u
′

l∏
i=1

uwi
i , δw2)

If the above equation holds, it is accepted. Otherwise, it rejects it.
Mult-ProxySign: Without the loss of generality, the proxy singer B1 acts
as a clerk. The clerk’s task is to produce the final multi-proxy signature,
combining all the partial proxy signatures of all proxy signers Bi. Let M ∈
{0, 1}∗ be a signed message, each proxy signer Bi executes the following steps:

1. Firstly, it randomly chooses pi ∈ Zq to compute δ′i1 = δw1·(u′
∏l

i=1 uwi
i )pi ,

δ′i2 = δw2 ·gpi
1 ,and broadcasts δ′j1 and δ′i2 to the other n−1 proxy signer.
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2. Upon receiving all δ′j2 and δ′j1 , 1 ≤ j ≤ n, j 6= i, the proxy signer Bi

computes R1 =
∏n

j=1 δ′j1 and R2 =
∏n

j=1 δ′j2, and then computes the
hash function h1 = H1(M) .

3. Let M = (m1, · · · ,ml) be an l-bit signed message, where mi ∈ {0, 1}.
Bi computes βi = (βi1, βi, βi3), βi1 = (R1)

xbi · (mh1
0 ·H0(M))ybi , β2i =

Rxbi
2 and β3i = vybi , where H0(M) = z′

∏l
j=1 zmi

i . Note that, for

convenient description, we use H0(M) to denote z′
∏l

j=1 zmi
i in the rest

of the paper.

4. Finally,upon receiving all partial proxy signature βi, 1 ≤ i ≤ n, the
clerk compute the full proxy signature β = (β̂1, β̂2) on message M as
follows:

(a) First, it computes β̂2 =
∏n

i=1 β2i

(b) Then, it computes h = H1(M,W, β̂2).
(c) Finally, it computes

β̂1 =
n∏

j=1

βj1 · (
n∏

i=1

β3i)
h

(d) the multi-proxy signature is β = (β̂1, β̂2)

Verify: For a multi-proxy signature β = (β̂1, β̂2) of the message M , a verifier
first checks whether message M satisfies the warrant’s admission range. If it
satisfies, then it verifies the following equation

e(β̂1, g1) = e(pkn
a1,

n∏
j=1

pkj1) · e(u′
l∏

i=1

uwi
i , β̂2)e(m

h1
0 H0(M)vh,

n∏
i=1

pki2)

where h = H(M,W, β̂2)
When all the above verifications hold, this multi-proxy signature is ac-

cepted.

3.1. Correctness

The correctness of our proposed scheme is easy to be verified by the
following steps:

1. Firstly, it verifies whether the signed message M satisfies the warrant’s
admission range.
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2. Then, it verifies the following relation.

e(β̂1, g1) = e(
n∏

j=1

βj1 · (
n∏

i=1

β3i)
h, g1)

= e(
n∏

j=1

βj1 · (vh)
∑n

i=1 ybi , g1)

= e(
n∏

j=1

R
xbj

1 (mh1
0 ·H0(M))ybi · (vh)

∑n
i=1 ybi , g1)

= e(
n∏

j=1

R
xbj

1 , g1)e(m
h1
0 ·H0(M) · (vh))

∑n
i=1 ybi , g1)

= e(
n∏

j=1

δ′j1, g
∑n

i=1 xbj

1 )e(mh1
0 ·H0(M) · (vh))

∑n
i=1 ybi , g1)

= e(
n∏

j=1

gxa
2 (u′

l∏
i=1

uwi
i )ri+pi ,

n∏
j=1

(g1)
xbj)e(mh1

0 ·H0(M) · (vh))
∑n

i=1 ybi , g1)

= e(pkn
a1,

n∏
j=1

pkj1)e(u
′

l∏
i=1

uwi
i , β̂2)e(m

h1
0 ·H0(M) · (vh)),

n∏
i=1

pki2)

4. Security analysis

In this section, we will prove that the proposed scheme is strong unforge-
able against type II adversary AII and type III adversary AIII in the
standard model.
Theorem 1. If type II adversary A2 can (t, qw, qps, ε)− break the proposed
scheme, then there exists an algorithm C which can use A2 to solve the
Computational Diffie-Hellman problem in G1 with probability

ε ≥ 3ε

16qw

(1− qps

4qw

)

where qw denotes the query number of delegation queries, qps is the query
number of multi-proxy signature queries.

Proof. Suppose that there exists a polynomial-time adversary AII which can
break the proposed scheme, then by using AII , we are able to construct an
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algorithm C which solves the Computational Diffie-Hellman problem. Given
a random CDH problem instance (g, ga, gb) ∈ G1, its aim is to output gab. C
can solve the CDH problem by making use of AII as a subroutine.

Note that AII has the public keys of all proxy signers and the original
signer, and the private keys of all proxy signers except the original signer Al-
ice. In game, C simulates a challenger and responses adversary AII ’s queries.
Setup. C sets the parameter lT = 4qw and chooses a random number k ∈
{0, · · · , l}. Then it randomly chooses an elements x′ ∈ ZlT and an l−vectors
~X = (x1, · · · , xl) ∈ Zn

lT
. Then it also selects a random element y′ ∈ Zq and an

l−vectors ~Y = (y1, · · · , yl) ∈ Zn
q . Let W = (w1, · · · , wl) be binary expression

of the warrant. q is a larger number than (l + 1)lT . Finally, C chooses two
one-way hash function H : {0, 1}∗ × G2

1 → Zq and H1 : {0, 1}∗ → Zq . For
ease of analysis, we defines the following three functions just as [22].

F (W ) = (q − lT k) + x′ +
l∑

i=1

xiwi mod q

J(W ) = y′ +
l∑

i=1

yiwi mod q

K(W ) =

{
0 if x′ +

∑l
i=1 wixi = 0 mod lT

1 otherwise
(1)

Obviously, by the above function definition, we have that if K(W ) = 0,then
F (W ) = 0.

Next, C sets up the following public parameters:

1. For an instance (g, ga, gb) of the CDH problem, C randomly chooses
τ ∈ Zq to set g1 = gτ . Let g2 = gb and the public key of the original
signer is set as pka1 = (ga)τ , pka2 = (gb)ya , where ya ∈ Zq.

2. Then, For i = 1 to n, C randomly chooses xbi, ybi ∈ Zq as the private
key of proxy signer i and computes the public key of pki1 = gxbi

2 and
pki2 = gybi

1 of proxy signer i.

3. Next, B sets u′ = gp−klT +x′
2 gy′ and ui = gxi

2 gyi(1 ≤ i ≤ l). Let ~u =
(u1, · · · , ul).

4. C sets m0 = ga1 and v = gc1 , where a1, c1 ∈ Zq.

Finally, C sends (G1,G2, e, q, g1, g2, u
′, ~u,H, H0, H1,m0, v, g) and (pka1, pka2,

{pki1, pki2, xbi, ybi}i=1,···,n) to the adversary AII . Note that from the above
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construction, we have

u′
l∏

i=1

uwi
i = g

F (W )
2 gJ(W )

Delegation Queries. If AII makes a delegation query with the warrant
W , where a binary expression of W is W = (w1, · · · , wl), wi ∈ {0, 1}. C can
respond as follows:

1. If K(W ) = 0, then C aborts it and reports failure.
2. If K(W ) 6= 0, although it does not know the original signer’s private

key , it can still compute a delegation key related to the original signer.
Therefore, C chooses a random number ri ∈ Zq, By using the methods
in[7], we can construct the delegation of warrant W .

δi1 = (ga)
−J(W )
F (W ) (u′

l∏
i=1

uwi
i )ri , δi2 = (ga)

−1
F (W ) gri

Let r̃i = ri − a
F (W )

, we have

δi1 = (ga)
−J(W )
F (W ) (u′

l∏
i=1

uwi
i )ri

= (ga)
−J(W )
F (W ) (g

F (W )
2 gJ(W ))ri

= gab((gb)F (W )gJ(W ))−
a

F (W ) (g
F (W )
2 gJ(W ))ri

= gab(g
F (W )
2 gJ(W ))−

a
F (W ) (g

F (W )
2 gJ(W ))ri

= gab(g
F (W )
2 gJ(W ))ri− a

F (W )

= gab(g
F (W )
2 gJ(W ))r̃i

3. Finally, B returns (δ′i1 = (δi1)
τ , δ′i2 = (δi2)

τ ) to the adversary AII .

Multi-ProxySign Queries. Suppose that AII makes a multi-proxySign
query with message M and the warrant W as well as public keys {pki1, pki2}i=1,···,n.
C responds as follows:

1. First, C uses the warrant W to make a delegation query.
2. If K(W ) 6= 0, then C randomly chooses k′ ∈ Zq to compute 4 =

(u′
∏l

i=1 uwi
i )k′ . And C calculates h1 = H1(M) and h = H(M,W, β̂2),

then it produces proxy signature β = (β̂1, β̂2) by the obtained (δ′i1, δ
′
i2)

from delegation query in the first step, where

β̂1 = (δ′1 · 4)n·∑n
i=1 xbi(mh1

0 H0(M)vh)
∑n

i=1 ybi , β̂2 = (δ′i2g
k
1)

n·∑n
i=1 xbi
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3. if K(W ) = 0, then the simulation is aborted and outputs failure.

4. Finally, C return β = (β1, β2) to the adversary AII .

Output. Eventually, if C doesn’t abort as a consequence of one of the queries
above, then the simulation is perfect for AII . The adversary AII outputs a
multi-proxy signature β∗ = (β̂∗1 , β̂

∗
2) on message M∗ ∈ {0, 1}∗ under the

warrant W ∗ and public keys (pki1, pki2)i=1,···,n such that

1. In delegation queries, the warrant W ∗ has never been made.

2. In multi-proxysign queries, (M∗,W ∗) has never been made.

3. δ∗ is a multi-proxy signature of message M∗ and the warrant W ∗ as
well as public keys (pki1, pki2)i=1,···,n .

If F (W ∗) 6= 0 mod q, C aborts it. Otherwise, F (W ∗) = 0 mod p, it indicates

that u′
∏l

i=1 u
w∗i
i = gJ(W ∗). Then, we have

e(β̂∗1 , g1) = e(pkn
a1,

n∏
i=1

pki1)e(u
′

l∏
i=1

u
w∗i
i , β̂∗2)e(m

h∗1
0 H0(M

∗)vh∗ ,
n∏

i=1

pk2i)

m
e(β̂∗1 , g1) = e(gaτn, g

∑n
i=1 xbi

2 )e(gJ(W ∗), β̂∗2)e(m
h∗1
0 H0(M

∗)vh∗ , g
∑n

i=1 ybi

1 )

m
e(β̂∗1 , g

τ ) = e(gaτn, gb
∑n

i=1 xbi)e(gJ(W ∗), β∗2)e(m
h∗1
0 H0(M

∗)vh∗ , g
∑n

i=1 τybi)

m
e(gab, g) = (

e(β∗1
τ , g)

e(g, β∗2
J(W ∗))e((m

h∗1
0 H0(M∗)vh∗)

∑n
i=1 ybiτ , g)

)(nτ
∑n

i=1 xbi)
−1

gab = (β∗1
τβ∗2

−J(W ∗)(m
h∗1
0 H0(M

∗)vh∗)−
∑n

i=1 ybiτ )(
∑n

i=1 xbiτ)−1

Thus, given an CDH instance (g, ga, gb) , C is able to output gab .
In the following, we evaluate C’s success probability . To complete the

simulation above without aborting ,the following conditions must satisfied.

• EA: K(W ∗) 6= 0 mod lT during the Delegation query.

• EB: F (W ∗) 6= 0 mod q during the multi-proxysign query.

• EC : F (W ∗) = 0 mod q in the output phase.

12



C’s success probability is denoted as

SuccCDH
C = Pr[EA ∧ EB ∧ EC ]ε

= Pr[

qw⋂
i=1

K(W ∗) 6= 0 ∧
qps⋂
j=1

F (W ∗) 6= 0 ∧ F (W ∗) = 0]ε

≥ Pr[

qw⋂
i=1

K(W ∗) 6= 0]Pr[

qps⋂
j=1

F (W ∗) 6= 0 ∧ F (W ∗) = 0]ε

≥ (1− qw

lT
)Pr[

qps⋂
j=1

F (W ∗) 6= 0 ∧ F (W ∗) = 0]ε

≥ (1− qw

lT
)(1− 1

lT
)qps(

1

lT
)ε

≥ (1− qw

lT
)(1− qps

lT
)(

1

lT
)ε

We optimize it by setting lT = 4qw, then we have

SuccCDH
C ≥ 3ε

16qw

(1− qps

4qw

)

¤
Theorem2. If there is a type III adversary AIII who can (t, qps, ε)− break
our multi-proxy signature scheme, then there exists another a algorithm C
which can solve the CDH problem in G1 by making use of AIII with proba-
bility

ε ≥ 1

4qpse
1
4

ε

where qps is the querying number of multi-proxy signature queries.

Proof. Supposed that there exists a polynomial-time adversary AIII which
can attack our multi-proxy signature scheme, then there exists an algorithm
C which can solve the CDH problem by invoking AIII .

let us recall the capability of adversary AIII . This type adversary is
considered as a malicious original signer. It has not only all proxy signers’
public keys, but also is allowed to collude up to n− 1 proxy signer. Thus, it
has n−1 pairs of public and private keys by itself. Without loss of generality,
s denotes the honest proxy signer’s index. In this security game, AIII must

13



not request the delegation query since it possesses the original signer’s private
key.

Given an instance of the CDH problem (g, ga, gb) ∈ G1, its aim is to
output gab. C can ulitize AIII as a subroutine to obtain the solution of the
CDH problem. In game, C acts as a challenger and answers adversary AIII ’s
queries .
Setup. C sets a parameter lT = 2qps and chooses a random number k ∈
{0, · · · , l}. Then it randomly chooses a number x′ ∈ ZlT and a l−vectors
~X = (x1, · · · , xn) ∈ Z l

lT
. And then it also selects y′ ∈ Zq and a l−vectors

~Y = (y1, · · · , yn) ∈ Z l
q. Let W = (w1, · · · , wl) be binary expression of a

warrant message. q is a larger number than (l + 1)lT . C selects two one-way
hash functions H : {0, 1}∗×G2

1 → Zq and H1 : {0, 1}∗ → Zq, and defines the
following three functions just as [22].

F (W ) = (q − lT k) + x′ +
l∑

i=1

xiwi (mod q)

J(W ) = y′ +
l∑

i=1

yiwi (mod q)

K(W ) =

{
0 if x′ +

∑l
i=1 wixi = 0 (mod lT )

1 otherwise
(2)

And C builds the following system parameters :

1. Given an CDH instance (g, ga, gb), C selects τ1, τ2 ∈ Zq at random to
set g1 = gτ1 and g2 = gτ2 . Then C randomly chooses xa, ya ∈ Zq to
compute pka1 = (g1)

xa , pka2 = (g2)
ya as public key of the original signer

.

2. For the honest proxy signer Bs, C randomly selects τs ∈ Zq to set
pks1 = (ga)τ2τs = gτsa

2 and pks2 = gaτ1 = ga
1 . Namely, the private key of

proxy signer Bs is (τsa, a) which are unknown to the challenger C.

3. For i = 1 to n and i 6= s, C randomly selects xbi, ybi ∈ Zq to calculate
pki1 = gxbi

2 and pki2 = gybi
1 as the public key of proxy signer Bi.

4. Next, C sets u′ = (gb)q−klT +x′gy′ and ui = (gb)xigyi(1 ≤ i ≤ l). Let
~u = (u1, · · · , ul).

5. C sets m0 = gb and v = gc, where c ∈R Zq.
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6. C randomly selects πz′ ∈ Zq to set z′ = gπz′ . For j = 1 to l, it chooses
πi ∈ Zq at random and computes zi = gπi .

Finally, C sends (G1,G2, e, q, g1, g2, u
′, ~u,H, H1,m0, v, g) and (pka1, pka2, {pki1, pki2}i=1,···,n)

and (xa, ya, {xbi, ybi}i=1,···,n,i6=s) to AIII . Note that in the light of the above
parameters, we have

u′
n∏

i=1

uwi
i = (gb)F (W )gJ(W )

Multi-ProxySign. If AIII makes a multi-proxySign query with message
M = {m1,m2, · · · ,ml} and the warrant W , C executes as follows:

1. When K(W ) = 0, then C stops it and outputs failure.

2. K(W ) 6= 0, C randomly selects rs ∈ Zp, By adopting the methods in
[7], it calculates the multi-proxy signature of message M .

δs1 = (ga)
−h1J(W )

F (W ) (u′
l∏

i=1

uwi
i )rs , δs2 = (ga)

−h1
F (W ) grs

Let r̃s = rs − ah1

F (W )
, we have

δs1 = (ga)
−h1J(W )

F (W ) (u′
l∏

i=1

uwi
i )rs

= (ga)
−h1J(W )

F (W ) ((gb)F (W )gJ(W ))rs

= gabh1((gb)F (W )gJ(W ))−
ah1

F (W ) ((gb)F (W )gJ(W ))rs

= gabh1((gb)F (W )gJ(W ))rs− ah1
F (W )

= gabh1((gb)F (W )gJ(W ))r̃s

= mah1
0 ((gb)F (W )gJ(W ))r̃s

= (mh1
0 )ys2((gb)F (W )gJ(W ))r̃s

Then, C computes

δ1 = (
n∏

i=1

pki1)
xa · (ga ·

l∏

i=1,i6=s

pki2)
πz′+ch+

∑l
j=1 πimi · δs1

δ2 = δs2
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where h = H(M,W, δ2). Note that

δ1 = (
n∏

i=1

pki1)
xa · (ga ·

l∏

i=1,i6=s

pki2)
πz′+ch+

∑l
j=1 miπi · δs1

= (
n∏

i=1

pki1)
xa · (ga ·

l∏

i=1,i6=s

pki2)
πz′+ch+

∑l
j=1 πimi · δs1

= (
n∏

i=1

pki1)
xa · (ga+

∑l
i=1,i6=s ybi)πz′+ch+

∑l
j=1 miπi · δs1

= (
n∏

i=1

pki1)
xa · (H0(M)vh)a+

∑l
i=1,i6=s ybi · δs1

= (
n∏

i=1

pki1)
xa · (mh1

0 H0(M)vh)a+
∑l

i=1,i6=s ybi · ((gb)F (W )gJ(W )

)r̃s

= (
n∏

i=1

pki1)
xa · ((gb)F (W )gJ(W )

)r̃s · (mh1
0 H0(M)vh)a+

∑l
i=1,i6=s ybi

3. Finally, C returns proxy signature δ = (δ1, δ2) to AIII . when the game
does not abort, our simulation is perfect.

Output. Eventually, if the simulation doesn’t abort, then the adversary
AIII outputs a multi-proxy signature δ∗ = (δ∗1, δ

∗
2) on message M∗ ∈ {0, 1}∗

under the warrant W ∗ and public keys {pki1, pki2}i=1,···,n such that

1. In the proxysign query, (M∗,W ∗) has never been made.

2. δ∗ is a valid multi-proxy signature on message M∗ .

When F (W ∗) 6= 0 mod q holds, C aborts it. Otherwise, F (W ∗) = 0 mod q,

it indicates that u′
∏n

i=1 u
w∗i
i = gJ(W ∗). Then, we have

e(δ∗1, g1) = e(pkn
a1,

n∏
i=1

pki1)e(u
′

l∏
i=1

u
w∗i
i , δ∗2)e(m

h∗1
0 H0(M

∗)vh∗ ,

n∏
i=1

pki2)

m

e(δ∗1, g
τ1) = e(gnxaτ1 ,

n∏
i=1

pki1)e(g
J(W ∗), δ∗2)e(m

h∗1
0 ,

n∏
i=1

pki2))e(v
h∗H0(M

∗),
n∏

i=1

pki2)

m

16



e(δ∗1, g
τ1) = e(gnxaτ1 ,

n∏
i=1

pki1)e(g
J(W ∗), δ∗2)e(g

b·h∗1 ,
n∏

i=1

pki2))e(g
ch∗+πz′+

∑l
i=1 πim

∗
i ,

n∏
i=1

pki2)

m

e(δ∗1, g
τ1) = e(g, (

n∏
i=1

pki1)
nxaτ1(δ∗2)

J(W ∗))e(gb·h∗1 , (gτ1)a+
∑n

i=1,i6=s ybi)

·e(gch∗+πz′+
∑l

i=1 πim
∗
i ,

n∏
i=1

pki2)

m
gab = (

δ∗1

δ∗2
J(W ∗)τ−1

1 ·∏n
i=1 pknxa

i1 · (gbh∗1(
∑n

i=1,i6=s ybi)) · (∏n
j=1 pk

τ−1
1

i2 )ch∗+πz′+
∑l

i=1 πim∗
i

)(h∗1)−1

where H0(M
∗) = z′

∏l
j=1 z

m∗
j

j and h∗ = H1(M
∗,W ∗, δ∗2).

It means that given an instance (g, ga, gb) of the CDH problem, the so-
lution gab is able to be solved by C. Obviously, it is impossible due to the
difficulty of computing the CDH problem.

Now,we evaluate C’s success probability. The no aborting condition of C
is as follows.

• EA: F (W ) 6= 0 mod q during making the multi-proxysign query.

• EB: F (W ∗) = 0 mod q in the output phase.

C’s success probability is

SuccCDH
B = Pr[EA ∧ EB]ε

= Pr[

qps⋂
j=1

F (Wi) 6= 0 ∧ F (W ∗) = 0]ε

≥ Pr[

qps⋂
j=1

F (Wi) 6= 0]Pr[F (W ∗) = 0]ε

≥ (1− 1

lT
)qps(

1

lT
)ε

We optimize it by setting lT = 4qps, then we have

SuccCDH
B ≥ 1

4qpse
1
4

ε
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In the above game, algorithm C ′s running time is almost equal to A′
IIIs

running time plus the time which it takes in the whole simulation game. Let
EXP denote exponentiation operation, MUL be multiplication operation. In
each multi-proxySign query, 6EXP + (l/2 + 2)MUL operations in G1 are
required. In the Output phase, 3EXP +3MUL operation in G1 are required.
We assume that the times to execute one exponentiation in G1 and the time
to execute one multiplication in G1 is T1 and t, respectively. Thus, the total
running time of C is at most (l + 10)qpst + 9qpsT1.

¤

4.1. Efficiency analysis

In this subsection, we give the efficiency analysis of our proposed scheme
by comparison with Liu et al.’s scheme [30], Sun et al.’s scheme [9] and Yu et
al.’s scheme [13] which are the most efficient multi-proxy signature scheme in
the standard security model. For easy of description, let MG1 ,MG2 , E and P
denote the multiplication in G1, the multiplication in G2,the exponentiation
in G1, and the pairing operation, respectively. In table1, the efficiency com-
parison of the three schemes with our scheme is summarized . The length
column denotes the multi-proxy signature length. S.U. shows whether the
scheme satisfies strong unforgeability. l denotes the bit string length of the
message and the warrant W . n denotes the numbers of the proxy signer.
From table 1, we know our scheme has the shortest length and can provide
the strong unforgeability. However, Liu et al.’s scheme and Yu et al.’s scheme
cann’t provide strong unforgeability. Although Sun et al.’s scheme can not
provide strong unforgeability, the computational complexity to produce a
multi-proxy signature is very heavy, it needs 3nP + 5lE + 11lMG. Mean-
while, the length of multi-proxy signature is 3|G1|. According the comparison
above in Table1, we can know that our scheme has the greater advantages
over the other three schemes in terms of computation complexity and signa-
ture length. To the best of our knowledge, it is the first short multi-proxy
signature scheme since its length is only 2|G1| bits.

5. Conclusion

In the work, a novel short length multi-proxy signature scheme is pro-
posed. It can realize strong unforgeability and short length. And the scheme
is provably secure in the standard model and the security of the scheme
is related to the computational Diffie-Hellman problem. Compared with
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Table 1: Efficiency Comparison

Scheme length Proxysign verify S.U
Our scheme 2|G1| 8E + (2l + 5n− 3)MG1 4P + (2n +

l)MG1

Yes

Liu’s scheme 3|G1| 4E + (2ln + 7n− 3)MG1 + 3nP 4P + (2l +
n)MG1 + 1E

NO

Sun’s scheme 3|G1| 3nP + 5lE + 11lMG (n+t)P+(n+
2)MG1 + 1E

Yes

Yu’s scheme 3|G1| 3nP + 2E + (nl + n + 4l + 3)MG (n + 4)P +
(n + 2)MG1

No

three multi-proxy signature schemes in [30, 9, 13] which are the most effi-
cient scheme in the standard security model until now, our scheme has some
advantages: strong unforgeability, shorter length and lower computational
complexity. A drawback of our scheme is the requirement of an honest clerk
However, if multi-cast fashion is adoptedthen the communication cost will
increase dramatically It is our further work how to weaken the clerk’s role
while keeping strong security.
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