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Abstract. Role-Based Signature (RBS) allows users to sign messages on behalf of his roles under the widely

adopted hierarchical Role-Based Access Control (RBAC) model, and the signatures are verified by using the

public keys of the roles. In this paper, we firstly make some minor modifications on the role-based signature

proposed by Zhu et al. [14]. The modified role-based signature is also based on the partial-order key hierarchy

with respect to public key infrastructure, in which each user belongs to a role has a unique private-key to sign10

messages, and only the public keys of his roles can be used to verify the signatures. Furthermore, we define

the formal security model and present a full security proof for the modified RBS using the Forking Lemma.

Our proposed scheme is strong existentially unforgeable under the weak attack in the random oracles model.

Its security depends on the strong Diffie-Hellman assumption.
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1 Introduction

Role-Based Access Control (RBAC) model is widely adopted by the mainstream operation systems such as Win-

dows, Mac OSX, and Unix, as well as various platforms, such as cloud environments [12, 5]. In the recent years,

Role-Based Encryption (RBE) and Role-Based Key Management (RBKM) [11, 13, 8, 16] have been already pro-

posed to realize secure data storage and communication based on RBAC model. Role-Based Cryptosystem (RBC),20

presented by Zhu et al. [14], is such a new key structure and fully compatible with the standard RBAC model.

This cryptosystem includes several security mechanisms such as encryption, signature, and authentication, and so

on. Role-Based Signature (RBS), which is an important security mechanism of role-based cryptosystem, allows

the user to sign messages on behalf of his roles, and the signatures are verified by using the public key of the roles.

The objective behind it is to authenticate a person has a certain role. The following scenario can be used to explain25

why we need RBS in some applications.

Alice hopes that a document will be signed by a department in Bob’s company. She requires that the signer must

belong to the department (such as being a member of the department). If we take the department as a role, hence,

the signer is a member of the department (role). Therefore, we can change it into “Alice hopes that a document

will be signed by a role in Bob’s company, any member of the role in Bob’s company signs the document on behalf30

of the role, then, the signature is valid”.

In RBAC model, the role, which is assigned to a user, is considered as one kind of identities of the user, then

the user can use the so-called identity or his own role to sign a resource (namely, the user signs messages on

behalf of his role). The role-based signature and group signatures [2, 10, 4, 7, 6] are much alike in some properties.

The RBS and group signatures both must be anonymous and unlikable but, whenever needed, a designed manager35
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can reveal the identity of the signer, but RBS bases on partial-order key hierarchy with respect to public key

infrastructure while most group signatures are not. It is a mathematical scheme for demonstrating the authenticity

of digital messages or documents in access control system. Furthermore, in autonomous system, the role-based

signatures can be used to check the legality of resource of input data transmitted from other devices or hosts. It is

important for information sharing systems to prevent harmful information leak, more details are referred to Zhu et5

al.’s original work [16, 15, 14].

Zhu et al. [16, 14] just provide the security analysis of role-based encryption (RBE) and give the full proof.

However, there is not any security analysis for the role-based signature. In this paper, we focus on the security proof

for role-based signature designed by Zhu et al. [14]. We firstly adopt the notion of security of short signatures from

Boneh et al.’s work [3, 1] to propose a new security definition for RBS called the strong existentially unforgeable10

under the weak attack. We then make some minor modifications on the role-based cryptosystem and role-based

signature proposed by Zhu et al. [14] to meet the needs of our security proof. Finally, we prove that the modified

RBS scheme is strong existentially unforgeable under the weak attack in the random oracles model using the

Forking Lemma. We assume that the strong Diffie-Hellman problem is hard to solve.

We briefly describe the organization of our paper. Some basic notions, complexity assumptions and role-based15

cryptosystem will be given in Section 2. In Section 3, we present our RBS scheme including the definition of

RBS and our construction. In Section 4, we address security analysis comprised of security definition and security

proof. Finally, we conclude this paper in Section 5.

2 Preliminaries

In this section, some notations and the necessary facts will be firstly given. Next, we give a brief description of20

partial order relation and Role-Key Hierarchy (RKH) in RBAC model. Moreover, an assumptions and a Forking

Lemma which will be used in the security proof of our RBS scheme are presented.

2.1 Notations

For the sake of clarity, we list some notations which are used throughout in this paper as follows.

– Ψ denotes the set of partial order relation “�” on a set P.25

– κ denotes the security parameter.

– U and R denote the set of users and roles, respectively.

– K denotes the set of keys including the role-key set PK and the user-key set SK.

– Ω denotes the role-key hierarchy 〈U,K,R,�〉 with partial order “�”.

– P denotes the set of permissions.30

– params and mk denote the public parameter and the manager key, respectively.

– ri denotes the i-th role in R.

– ui, j denotes the j-th user in role ri.

– xi, j ∈ Z∗p denotes the label of the user ui, j.

– U denotes the set of qt users {ui, j}, where i ∈ [1,m], j ∈ [1,n] and mn = qt .35

– pki denotes the public role key of role ri ∈ R.

– ski, j denotes the private key of user ui, j.

2.2 Bilinear Pairings

Let G1 and G2 are two different additive groups of prime order p and GT is a multiplicative group of prime order

p using elliptic curve conventions.40
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– G is a fixed generator of G1 and H is a fixed generator of G2.

– ψ is a computable isomorphism from G1 to G2, with ψ(G) = H.

– e is a bilinear map: G1×G2 −→GT .

The bilinear maps e has the following properties : for any G ∈G1, H ∈G2 and all a,b ∈ Zp, we have

– bilinearity : e([a]G, [b]H) = e(G,H)ab.5

– non-degeneracy : e(G,H) 6= 1 unless G or H = 1.

– computability : e(G,H) is efficiently computable.

Here, [a]G denotes the multiplication of a point G in elliptic curve by a scalar a ∈ Zp. Note that we will construct

our role-based signature via using the bilinear pairings which is very popular and powerful math tools to design

the cryptographic protocols [4, 2, 3] in last fifteen years.10

2.3 Partial Order Relation and Role-Key Hierarchy

We describe briefly the partial order relation, more details about it are referred to Zhu et al.’s work [15, 14]. Let

Ψ = 〈P,�〉 be a partially ordered set with partial order relation “�” on a set P. A partial order is a transitive,

reflexive and antisymmetric binary relation. Two distinct elements x and y in Ψ are said to be comparable if x� y

or y � x. Otherwise, they are incomparable, denoted by x ‖ y. An order relation � on P gives rise to a relation ≺15

of strict partial order : x ≺ y in P iff x � y and x 6= y. And we define the predecessors and successors of elements

in Ψ = 〈P,�〉 as follows: for an element x in P, ↑ x = {y ∈ P : x � y} denotes the set of predecessors of x.

↓ x = {y ∈ P : y� x} denotes the set of successors.

The role-key hierarchy, 〈R,�〉, is based on the hierarchical RBAC model, and it is essentially a cryptographic

order relation for the set of keys denoted by Ω = 〈U,K,R,P,�〉, where U is set of users, K is the set of keys20

including the role-key set PK and the user-key set SK, R is the set of roles and P is the set of permissions. The six

basic conditions for the role-key hierarchy and its security goals are referred to Zhu et al. [14], we will not present

it here.

2.4 Strong Diffie-Hellman Assumption and Forking Lemma

The security of our RBS scheme depends on the strong Diffie-Hellman assumption, and we use a Forking Lemma25

in the security proof.

Definition 1 (q-Strong Diffie-Hellman Problem [14]). Given 〈G, [x]G, [x2]G, · · · , [xq]G〉 to compute 〈c, [ 1
x+c ]G〉

where c ∈ Z∗p and G be a generator chosen from G1 (or G2).

Definition 2. We say that the (ε, t,q)-SDH assumption holds in G1 (or G2) if no t-time algorithm has advantage

at least ε in solving the q-SDH problem in G1 (or G2).30

Lemma 1. [The Forking Lemma [9]] Let A be a probabilistic polynomial time Turing machine, and it is given

the public data as input only. If A can find a valid signature (M,σ1,h,σ2) with non-negligible probability, then a

replay of this machine, with non-negligible probability, enables to output new valid signatures (M,σ1,h,σ2) and

(M,σ1,h′,σ ′2) such that h 6= h′ with the same random tape but a different oracle.

2.5 Role-Based Cryptosystem35

We here review Zhu et al.’s RBC [14]. Ω = 〈U,K,R,P,�〉 is a role-key hierarchy with partial-order “�”. We

assume that the total number of the roles and users are N and n in Ω respectively, i.e., R = {r1,r2, · · · ,rm},
| R |= N, and |U |= n. Then the RBC scheme is constructed as follows.
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– Setup(κ,ψ): Let S = (P,G1,G2,GT ,e) be a bilinear map group system with randomly selected generator

G ∈ G1 and H ∈ G2, where G1 and G2 are two different additive groups of prime order p, and GT is a

multiplicative group of prime order p. The algorithm first chooses a random integer τi ∈ Z∗p for each role ri in

role-key hierarchy. We define {
Ui = [τi]G ∈G1 ∀ri ∈ R,

V = e(G,H) ∈GT .

Each τi is called as the secret of a role and Ui is the identity of a role. We defines U0 = [τ0]G by using a random5

τ0 ∈ Z∗p. Thus, public parameter is

params = 〈H,V,U0,U1, · · · ,UN〉

and we keep mk = 〈G,τ0,τ1, · · · ,τN〉 as the manager key secretly.
– GenRKey(params,ri): This is an assignment algorithm for role-based signature from the setup parameter

params. According to the role-key hierarchy, for a role ri, the role key pki can be computed as follows:{
pki = 〈H,V,Wi,{Uk}rk∈↑ri〉,
Wi = U0 +∑ri�rk

Uk,

where {Uk}rk∈↑ri is the set of all roles in ↑ ri which denotes the control domain for the role ri. It is clear that10

Wi = [τ0 +∑ri�rk
τk]G. For the sake of simplicity, we set ζi = τ0 +∑ri�rk

τk, so that we have Wi = [ζi]G.
– AddUser(mk, ID,ui, j): Given mk = 〈G,{τi}m

i=0〉 and a user index ui, j in the role ri, the manager generates a

unique private key by selecting a fresh xi, j = Hash(ID,ui, j) ∈ Z∗p as a labi, j (labi, j = xi, j) of ui, j which is

public (the function of this label labi, j can refer to [14]) and defines

Ai, j = [
xi, j

ζi + xi, j
]G ∈G1,

the user ui, j obtains 〈xi, j,Ai, j〉, then he/she computes15

Bi, j = x−1
i, j ψ(Ai, j) = [

1
ζi + xi, j

]H ∈G2.

Therefore, the user ui, j takes ski, j = 〈labi, j,Ai, j,Bi, j〉 as the corresponding secret key.

Finally, the above procedure outputs the set of role keys {pki} and the set of user keys {ski, j}. In particular, the

security of user keys is not compromised even though all role keys are available in public. Furthermore, the total

number of users is unlimited in each role.

Remark 1. In our RBC, the user only obtains 〈xi, j,Ai, j〉 from the manager, and he/she has to compute Bi, j by20

himself/herself in order to get the secret key ski, j = 〈labi, j,Ai, j,Bi, j〉, while in Zhu et al.’s work [14], the manager

directly gives the ski, j to the user. We note that xi, j is public. It will be revealed if the user ui, j signs a message

and the signature is deemed correct by verification in our RBS scheme, meanwhile, Bi, j is kept privately in Zhu et

al.’s work [14] rather than in our RBS scheme, more details will be represented in Section 3. For ease of use, we

include them in the secret key ski, j.25

3 Our Role-Based Signature Scheme

3.1 Definition of the Role-Based Signature

As described above, the role assigned to a user can be considered as one kind of identities of the user in RBS, and

a user can use his own role to sign a resource. In other words, the signature scheme allows a user to use his role

(on behalf of his role) to sign a message or we say the role is signed by the user. Based on this observation, we30

give the definition of our RBS which is provided as follows:
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Definition 3. (Role-Based Signature [14]). A role-based signature scheme is a tuple of four polynomial-time

algorithms (GenKey, Sign,Verify, Trace) satisfying the following:

– Key-generation algorithm (GenKey) takes role-key hierarchy Ω = 〈U,K,R,�〉 and a security parameter κ

as input. Outputs a manager key mk and a public parameter params. Then it generates a public key pki and a

private key ski, j according to GenRKey algorithms and AddUser algorithms in RBC.5

– Signing algorithm (Sign) takes a private key ski, j of user ui, j and a message M ∈ {0,1}∗ as inputs. It outputs

a signature σ , denoted as σ ← Signski, j
(M).

– Deterministic verification algorithm (Verify) takes as input a public key pki of ri, a message M, and a

signature σ . It returns the validation result which would be either valid or invalid, that is: Verify(pki,σ ,M)→
valid�invalid.10

– Trace algorithm (Trace) takes a user private key ski, j, then this algorithm can trace a signature σ to one and

only one role member ui, j who generates it: Trace(ski, j,σ)→ valid�invalid.

3.2 Our Construction

We follow and revise the role-based signature scheme proposed by Zhu et al. [14] with a minor modifications for

the sake of needs in our security proof, so that we present a new RBS scheme. We will give the full security proof15

in next section. Given Ω = {U,K,R,P,�}, a user carries out the following process to sign a message M:

– Key-generation algorithm GenKey and Signing algorithm Sign(pki,ski, j ,M): GenKey takes role-key hi-

erarchy Ω = 〈U,K,R,�〉 and a security parameter κ as input. Outputs a manager key mk and a public param-

eter params. Then it generates a public key pki and a private key ski, j according to GenRKey algorithms and

AddUser algorithms in RBC. Then, the signing algorithm takes a public key pki = (H,V,Wi,{UK}rk∈↑ri), a20

user private key ski, j = (labi, j,Ai, j,Bi, j) , and a message M ∈ {0,1}∗, and proceeds as follows:

1) Chooses a random nonce α ← Z∗p and computes{
C1 = Ai, j + [α]Wi,

C2 = Bi, j.

2) Chooses a blinding value r← Z∗p and computes a helper value S:

S = e(Wi,H)r.

3) Computes a challenge value c ∈ Z∗p by using Hash function:

c = Hash(pk,M,C1,C2,S).

4) Computes s = r+ cα (mod p). Finally, the signature is σ ← (C1, C2, c, s).25

– Deterministic verification algorithm Verify(pki,σ ,M): The verification algorithm takes a role key pki of the

role ri, a purported signature σ = (C1,C2,c,s), and a message M ∈ {0,1}∗, and proceeds the following three

steps:

1) First it computes all the labels of users in role ri , and we assume the number of users is n in role ri. For

every user ui, j with labi, j = xi, j in role ri, where j ∈ {1,2, · · · ,n}, computes30

Vj = e(Wi +[xi, j]G,C2),

if Vj =V , goto the next steps and reject otherwise.
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2) Re-derives S as:

S′ = (
e(Wi,C2) · e(C1,H)

V
)−c · e(Wi,H)s.

3) Computes c′ = Hash(pk,M,C1,C2,S′), if c = c′ accept, and reject otherwise.

The correctness of the verification procedure is guaranteed by the following equations.

a) The step 1) is satisfied by the following equation (1).

Vj = e(Wi +[xi, j]G,C2) = e([ζi]G+[xi, j]G, [
1

ζi + xi, j
]H) =V. (1)

b) In order to verify step 2), we first have the following equation (2).5

e(Wi,Bi, j) · e(Ai, j,H) = e([ζi]G, [
1

ζi + xi, j
]H) · e([

xi, j

ζi + xi, j
]G,H) =V. (2)

c) Based on the equation (2), step 2) is verified by the following equation (3)

S′ = (
e(Wi,C2) · e(C1,H)

V
)−c · e(Wi,H)s (3)

= (
e(Wi,Bi, j) · e(Ai, j +[α]Wi,H)

V
)−c · e(Wi,H)s

= (
e(Wi,Bi, j) · e(Ai, j,H) · e([α]Wi,H)

V
)−c · e(Wi,H)s

= e([α]Wi,H)−c · e(Wi,H)s = e(Wi,H)−cα · e(Wi,H)s = e(Wi,H)r.

The (role-based and user-based) revocation mechanism can also be realized in our role-based signature scheme,

just as the Zhu et al. [14] said, the realization of role-based revocation is simple and direct, if we want to revoke

a role ri, we only need to erase the corresponding public key pki. We here mainly talk about how to realize the

user-based revocation. We notice that we have to use the labels of users to verify the signatures, if there are no10

corresponding labels to be used to verify the signatures, the signatures will be rejected. Therefore, if we want to

revoke a user such as ui, j from role ri, we just omit the label xi, j of ui, j from public key pki. From the viewpoint

of revocation, our RBS scheme is easier and more efficient than Zhu et al.’s method [14].

Remark 2. In our RBS scheme, since the labels are public, any verifier will know the label of the signer from the

equation (1) in the verifying process, but nobody, except for the manager, knows the corresponding user, if the15

original signer signs a message once again, he/she may will be recognized as the previous signer but still would

not been known the identity. Therefore, the anonymity of signature is still satisfied in our RBS scheme, and the

manager need not to use trace algorithm to search the original signer. Hence, the trace algorithm in the definition

of role based signature is not necessary to our scheme. For the sake of completeness, we keep it in the definition. In

addition, we use the notion of trace algorithm in the security proof for consistency with the definition of security.20

.

Remark 3. RBS is a new kind of signature and is different from identity-based signature, group signature and

attribute-based signature. Identity-based signature is based on public key cryptosystem and identity authentication.

The signer uses his own special private key which is calculated from his identity to create a signature, while the

verifier validates the signature by using the public key (i.e., the signer’s identity). Group signature is similar25

with RBS. However, the signer generates a signature on behalf of some groups, the anonymity and unlinkability
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are usually required, whereas its key distribution is complicated and the signer need store multiple private keys.

Furthermore, the processes of signing and signatures are relatively complicated, which results in more complicated

verification processes than the counterparts in RBS. The attribute-based signature is based on some attribute policy,

in which the signer with different attribute policies obtains different private keys. The signer then generates a

signature with the private keys. Since the attribute policies are mapped into the private keys, the key generation5

is complicated and the size of the signature is large in usual. In contrast, the RBS is based on partial-order key

hierarchy with respect to public key infrastructure. The user signs messages on behalf of his roles without revealing

his identity, in which the manager can trace the original signer in case it is necessary. Moreover, the size of the

private keys of users and the signature is small, meanwhile the processes of computing keys and allocating the

private keys is simple except that it is complicated to establish the role-key hierarchy. In addition, the users can be10

added or revoked dynamically and efficiently in RBS.

4 Security Analysis

4.1 Security Definition

Boneh and Boyen [1] proposed short signature without the random oracles, and defined two security notions for the

signature schemes, including strong existential unforgeability and weak chosen message attack, respectively. Ad-15

versary sends the challenger a list of qt messages M1, · · · , Mqt before queries begin in their weak chosen message

attack. In this paper, we consider their notion of weak chosen message attack to satisfy the needs of our security

proof, in which the adversary sends the challenger a list of qt users U1, · · · , Uqt instead of qt messages before

queries begin in our security notion. Since our signature is role-based, different users have different private keys

which are used to sign messages on behalf of their roles, and the signatures are different even the corresponding20

users belongs to a same role and sign a same message M.

In addition, in our RBS scheme the adversary can query any message as he/she likes. When the adversary

queries a signature on the message M , the challenger randomly chooses a private key ski, j of user ui, j in role ri

to sign message M if the adversary has not asked for a certain user to sign, and then sends the signature to the

adversary with the corresponding public keys pki of the role ri. Therefore, we modify the weak chosen message25

attack to match our signature scheme which we called the strong existentially unforgeable under the weak attack

defined by the following game between a challenger and an adversary A .

Setup. For each role ri, the challenger runs GenRKey algorithms and AddUser algorithms in RBC to obtain a

public key pki and a private key ski, j, and then gives the public key pki to A .

Queries. Before the queries, A sends the challenger a list of qt users U = {ui, j} (where i ∈ [1,m], j ∈ [1,n] and30

mn = qt ) which will be chosen to sign message M, we could regard them as corrupted users which adversary

can but query signatures signed by them). Since the adversary can query any message as he/she likes, for the

sake of simplicity, we let M denotes them that they may not the same messages. The adversary A performs a

polynomially bounded number of queries of which each query may depend on the responses of the previous

queries. The types of queries allowed in our RBS are described as follows.35

– H-queries: Any time A queries the random oracles, if the challenger has the hash, then gives it to A .

Otherwise, the challenger responds with a random element c in Z∗p, and stores the answer just in case the

same query is requested again.

– Extract: A arbitrary chooses a user ui, j from U . The challenger runs Extract(ui, j) = ski, j according to

the RBC and sends the result to A .40

– S-queries: When A queries a signature on the message M ∈ {0,1}∗, the challenger responds as follows:
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1) If the adversary A requests a role ri to be signed but no certain user is requested, it is required that

there are some users in U belong to the role ri, if so, the challenger chooses randomly a private key

ski, j of the user ui, j ∈U to sign on behalf of the role ri, if not, the challenger reports terminate.

2) Otherwise, if the adversary A queries a user ui, j ∈ U of role ri to sign it as he/she likes, the chal-

lenger computes the private key ski, j of user ui, j ∈ U and generates a signature σ i = Sign(ski, j,M)5

and sends the signature to A .

Finally, the challenger sends signatures σ1, · · · ,σqt to A .

Output. Eventually, A outputs a pair (M,σ`) and tells which role being signed. We assume the role is role r`.

The adversary wins the game if

1) Verify(pk`,M,σ`) = valid.10

2) We assume the signer is u`,s, then, we require the signer u`,s /∈ U , since we can reveal the signer u`,s
of the signature σ` by Trace(sk`,s,σ`) = valid. Moreover, if u`,s /∈ U , we have (M,σ`) is not any of

(M,σ1), · · · ,(M,σqt ) which is the requirement of strong existential unforgeability in [1].

We define AdvSigA to be the probability that A wins in the above game, which taken over the coin tosses of

A and the challenger. Based on the definition of adversary’s advantage, we provide a security definition of RBS15

below:

Definition 4. An adversary A is said to be a (ε, t,qH ,qs)-forgery against the RBS if A runs in time at most t,

A makes at most qH queries to the Hash function and at most qs signature queries, while AdvSigA is at least ε .

The RBS scheme is (ε, t,qH ,qs)-strong existentially unforgeable under the weak attack if no (ε, t,qH ,qs)-forgery

exists.20

4.2 Security Proof

Theorem 1. Suppose the (ε ′, t ′,q)-SDH problem is hard in G1, then the RBS scheme above is (ε, t,qH ,qs)-secure

against strong existential forgery under the weak attack in the random oracles model, for all ε and t satisfying

ε
′ ≥ ε and t ′ ≥ t + tZ∗p · (qH +qs)+ tmp ·qs,

where tZ∗p is the cost of computing Hash function, and tmp is the computational cost of the scalar multiplication

and the bilinear map e.25

Proof. Assume A is a forger that (ε, t,qH ,qs)-breaks the signature scheme, we construct an algorithm B that,

by interacting with A , using the Forking Lemma, solves the q−SDH problem in time t ′ with advantage ε ′. Full

proof is provided as follows:

Firstly, the security of attack is equivalent to the situation : the adversary A sends exactly qt users U to B

in which their private keys will be used to sign for answering queries of A (since A must reveal the users before30

queries begin in our security definition), where qt < q (we assume q is large enough, and if the actual number qt

is less, we always virtually reduce the value of q so that q = qt + 1). It is infeasible to forge a valid signature on

behalf of any role (such as ri) while A does not know the private keys of any users in the role (such as ski, j of ui, j

in role ri).

Assume the algorithm B takes a random sequence 〈G, [ξ ]G, [ξ 2]G, · · · , [ξ q]G〉 as inputs, and expects to output35

〈c, [ 1
ξ+c ]G〉, where ξ is unknown and c ∈ Z∗p. We also assume A sends B a list of qt users U before the queries

begin, where i ∈ [1,m], j ∈ [1,n] and mn = q−1.

1) Setup: B chooses a role hierarchy 〈R,�〉 and assigns a random τi ∈ Z∗p for each role ri ∈ R and | R |= N, as

well as a random τ0 ∈ Z∗p. Let ζi = τ0 +∑ri�rk
τk in terms of the RBC. B selects at most mn = q− 1 users
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which are from A , then uses Hash function to compute their labels {xi, j}, and other users labels. Their labels

are stored as a part of public key, then constructs a polynomial f (x) =
m
∏
i=1

n
∏
j=1

(ζix+xi, j) =
q−1
∑

k=0
ak ·xk (mod p)

with q−1 degrees, B defines

H ′ = [ f (ξ )]H = [ f (ξ )]ψ(G) = ψ([ f (ξ )]G) = ψ(G′),

V ′ = e(G′,H ′),

G′ = [ f (ξ )]G = [
q−1

∑
k=0

ak ·ξ k]G =
q−1

∑
k=0

ak · [ξ k]G,

W ′i = U ′0 + ∑
ri�rk

U ′k = [ζiξ ]G′ =
q−1

∑
k=0

ζiak · [ξ k+1]G,

U ′i = [τi ·ξ ]G′ = [
q−1

∑
k=0

τiak ·ξ k+1]G =
q−1

∑
k=0

τiak · [ξ k+1]G.

Finally, B sends pki = (H ′,V ′,W ′i ,{U ′i }) to A and keep mk = 〈G′,τ0,τ1, · · · ,τN〉 secretly.

2) Queries: It involves three kinds of queries:5

– H-queries: When A queries a label labk,t of user uk,t ∈U , B directly gives xk,t ∈ {xi, j} to A , if uk,t /∈U ,

B picks the corresponding xk,t from the public key pkk and sends it to A . In all other cases, B responds

with a random element c in Z∗p, and stores the answer just in case the same query is requested again.

– Extract: A arbitrary chooses a user ui, j from U , B runs Extract(ui, j) = ski, j according to the RBC and

sends the result to A . If the user chosen by A does not belong to U , B reports terminate.10

– S-queries: When A queries a signature on the message M.

a) If the adversary A requests a role ri to be signed but no certain user is requested, it is required

that there are some users in U belong to the role ri, if so,B chooses randomly a user ui, j of role ri

from U to make a signature σ = Sign(ski, j,M), and then sends the signature to A , if not, B reports

termination. The process is provided as follows:15

B computes

Ai, j = [
xi, j

ζiξ + xi, j
]G′ = [

xi, j · f (ξ )
ζiξ + xi, j

]G,

B can compute it due to f (x)/(ζix+ xi, j) is a computational polynomial with q−2 degrees. B uses

the isomorphism ψ to compute

Bi, j = [
1

ζiξ + xi, j
]H ′ = [

1
ζiξ + xi, j

] ·ψ(G′) = x−1
i, j ψ(Ai, j),

then, according to our RBS scheme, B runs the signing algorithm Sign(pki,ski, j,M) to obtain a valid

signature20

σ ← (C1,C2,c,s),

of which c is obtained by running the H-queries process. Finally, B sends the signature σ to A .

b) Otherwise, if the adversary A queries a user ui, j ∈U of role ri to sign it as he/she likes (we reiterate

the user ui, j belongs to U , otherwise, B declares terminate). B computes the private key ski, j of user

ui, j ∈U and generates a signature σ = Sign(ski, j,M) according to the procedure above and sends the

signature to A .25

3) Response: After queries, A returns a forgery (M,σ∗) for role r` (but not reveals the corresponding signer) such

that σ∗ is a valid signature. We assume the signer is u`,s of which u`,s /∈U according to our security definition

(otherwise, B declares failure ), since we can trace the signer u`,s of the signature σ∗ by Trace(sk`,s,σ∗) =

valid.
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We notice that there are two types of forger algorithm in security proof of short group signatures [2], while we have

only one type forgery in our security proof of RBS scheme. The reason is that in our RBS scheme any signature

including the forged signature will be traced to a certain label such as x`,s, if not, the signature will be rejected, we

have explained it in Remark 2.

4) Guess: Since the forgery signature σ∗ is valid, it satisfies the verify process. According to the first verify step5

in section 4, B computes

e(W ′` +[x`,s]G′,C2) =V ′ = e(G′,H ′)

and determines C2 = [ 1
ζ`ξ+x`,s

]H ′.
Then, B knows

(
e(W ′` ,C2) · e(C1,H ′)

V ′
)−c · e(W ′` ,H ′)s = e(W ′` ,H

′)r

due to the second verification algorithm and s = r+ cα , B can determine

e(W ′` ,C2) · e(C1,H ′)
V ′

= e(W ′` ,H
′)α .

Thus, B gets10

e(W ′` ,C2) · e(C1− [α]W ′` ,H
′) =V ′ = e(G′,H ′).

Finally, B determines C1− [α]W ′` = A`,s due to the value C2 = [ 1
ζ`ξ+x`,s

]H ′, but can’t figure it out. Next, B

computes α as follows.
According to the Forking Lemma in section 2, B can get two valid signatures σ1 ← (C1,C2,c,s) and σ2 ←
(C1,C2,c′,s′) such that {

s = r+ cα (mod p),

s′ = r+ c′α (mod p).

Therefore, s− s′ = α(c−c′) (mod p). Since c and c′ come from“ oracle replay”, we can always find c and c′15

such that gcd(c− c′, p) = 1. Thus, we have

α = (s− s′)(c− c′)−1 (mod p).

Using the value α , B computes

A`,s =C1− [α]W ′` = [
x`,s

ζ`ξ + x`,s
]G′.

Eventually, B obtains the pair 〈lab`,s,A`,s〉= 〈x`,s, [
x`,s

ζ`ξ+x`,s
]G′〉.

5) Output: B begins to solve the q−SDH problem, B changes 〈x`,s, [
x`,s

ζ`ξ+x`,s
]G′〉

into the presentation of the generator G, namely 〈ts, [ 1
ξ+ts

]G〉, as follows:20

[
x`,s

ζ`ξ + x`,s
]G′ = [x`,s][

x`,s · f (ξ )
ζ`ξ + x`,s

]G = [x`,s][
q−2

∑
k=0

a′k ·ξ k +
r

ζ`ξ + x`,s
]G,

where we can compute a′0, · · · ,a′q−2 by f (x) =
q−1
∑

k=0
ak · xk = (

q−2
∑

k=0
a′k · xk)(ζ`x+ x`,s)+ r (mod p). Since u`,s /∈

{ui, j}, we have x`,s /∈ {xi, j}, then r 6= 0. Therefore, B can compute

[
1

ξ + ts
]G = [

ζ`

r
]([x−1

`,s ][
x`,s

ζ`ξ + x`,s
]G′−

q−2

∑
k=0

a′k · ([ξ k]G))

= [
ζ`

r
]([x−1

`,s ]A`,s−
q−2

∑
k=0

a′k · ([ξ k]G))

and ts = x`,s/ζ`. Finally, B outputs 〈ts, [ 1
ξ+ts

]G〉, and solves the q-SDH problem.
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Hence, if the adversary A breaks the signature scheme at a polynomial time t in non-negligible advantage ε , the

algorithm B solves q-SDH problem at the polynomial time t ′ in non-negligible advantage ε ′ ≥ ε . Let tZ∗p denotes

the time of computing Hash function and tmp denotes the computational time of the scalar multiplication plus the

time of computation of the bilinear map e, then the total running time t ′ of B is the running time t of A , the

time tZ∗p · (qH +qs) that it takes to respond to (qH +qs) hash queries and the time tmp ·qs for qs signature queries.5

Therefore, the advantage ε ′ ≥ ε and the total running time is t ′ ≥ t + tZ∗p · (qH + qs)+ tmp · qs as required. This

completes the proof. �

5 Conclusion

In this paper, we give the full security proof for RBS proposed by Zhu et al. using the Forking Lemma. Its security

is based on the SDH assumption, and it is strong existentially unforgeable under the weak attack in the random10

oracles model. We believe that an efficient RBS construction without the random oracles along with the formal

security proof remains an open problem. In the future, we expect to solve this problem.
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