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Anomalous traffic volume can be used for identifying network threats and faults. Denial 

of service (DoS) and quality of service (QoS) are two contrasting problems of anomalous 

network traffic. DoS exploits malicious traffic to hinder service availability to normal users, 

whereas QoS determines if the service provision quality has reached the preset agreement. 

This paper proposes a unified ant agent framework for identifying the source of these 

problems: IP traceback for DoS attacks and fault localization for QoS violations. Numerous 

studies have investigated IP traceback techniques for identifying spoofed IP addresses of 

attackers. These techniques can identify the attack path from the victim to the attacker. 

Metaheuristic algorithms that consider slight increments in traffic volume (SITV) are rarely 

studied for solving the IP traceback problem of DoS attacks. We investigated the malicious 

and non malicious situations for the QoS attack and QoS fault localization problem. This 

paper proposes a novel ant colony optimization (ACO) method for fast filtering, DoS threat 

source identification, and QoS fault localization (unified threat identification and fault 

localization by using ACO, UTFACO). The UTFACO framework was compared with the 

probabilistic packet marking approach and conventional ant system algorithms. We 

compared the efficiency of UTFACO with and without a bloom filter (BF). The UTFACO 

framework was verified in the QoS attack and QoS fault experiment environments. This 

study showed that attack or fault detection and identification procedures can be designed and 

implemented practically. The tests used the dataset of the network topology from the 

DARPA repository with two cases: one is a general experiment, and the other has various 

levels of SITV. Perfect accuracy can be achieved for the general experiment, and more than 

90% accuracy can be obtained for various levels of SITV. The datasets of the QoS attack and 

QoS fault were obtained from a real network. A high detection rate was used for precise fault 

localization. The results show that UTFACO is an efficient and accurate framework. 

Moreover, the computation time is considerably reduced by using UTFACO with the BF, 

and this time is less than five seconds in the UTFACO framework. Our proposed framework 

is robust and can solve the problem of identifying the IP address of an attacker and detecting 

the fault location.  
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1. INTRODUCTION 
 

We study similar types of network traffic faults and threats to unify their detection 

and identification mechanisms. One of them is the IP traceback problem of denial of 

service (DoS) attack. DoS is one of the most common attacks in the Internet. The DoS is 

a traffic flooding attack whereby malicious packets are used to occupy the bandwidth of 

the victim router, denying network services and responses.  



Detecting and identifying attack hosts is difficult because an attacker can spoof its 

IP addresses. Some studies have investigated IP traceback problems and proposed several 

approaches [36,37]. These methods have applied ingress filtering, link testing, packet 

logging, Internet control message protocol (ICMP) and probabilistic packet marking 

(PPM) to solve this problem [2,25]. 

Ingress filtering involves configuring a router to block packets that have illegitimate 

source addresses. A router must be able to examine the source address of every packet 

and should possess adequate information to distinguish between legitimate and 

illegitimate addresses. However, maintenance time is the overhead of this approach, 

causing the legitimate address table of one router to grow exponentially when the 

network topology size increases [39].  

This paper proposes a novel ant colony optimization (ACO) method for fast filtering, 

DoS threat source identification, and quality of service (QoS) fault localization (unified 

threat identification and fault localization by using ACO, UTFACO). Moreover, the 

UTFACO framework uses a metaheuristic algorithm [22] that is required only to 

maintain a small tabu list for linear time and can filter illegitimate addresses to avoid 

malicious packets. 

The link testing traceback technique can determine an attacker’s IP address from an 

upstream router through hop-by-hop pattern recognition and does not disturb the traffic 

to trace the attacker [2]. Although link testing can be used to communicate and cooperate 

with network operators or hosts, participating with multiple internet service providers 

(ISPs) is difficult in practice. Another drawback of link testing is that it requires the 

attack to remain active until the traceback mechanism is finished. UTFACO can directly 

detect abnormal packets and immediately identify the attacker’s address with 

coordinating with ISPs. Furthermore, the proposed framework requires traffic log 

information to trace path after the attack is completed. 

In a log-based traceback, a router records the information of each forwarding packet, 

and packet logs from critical routers and data mining are used to trace the attack path that 

the packets traversed [43]. The disadvantages of this approach include enormous 

sampling resource requirements and large-scale database aggregation. In the UTFACO 

framework, abnormal packets are traced and can be a message for ant agents, which can 

inform each other to obtain the latest state. In addition, the framework does not require 

an enormous overhead; the fixed memory buffer is used. 

The main principle of ICMP traceback is an extremely low probability of each 

router being sampled packets (i.e., 0.005%). An ICMP traceback message (iTrace) packet 

[5] includes information that identifies the router and the content of the packets of 

adjacent routers along the path from the source to the destination [20]. The drawback is 

that it generates additional traffic and the victim router must receive a high number of 

attack packets to trace the attacker. The UTFACO can simulate the broadcast behavior of 

ICMP to obtain attack information via ant agents. 

The PPM approach is a well-known packet-based mechanism for solving the IP 

traceback problem and the literature classifies certain PPM methods as edge sampling 

methods [31]. The method marks a packet, stores the current and next IP address of 

packet, and packet would hop a distance through traversed routers. Eventually, the PPM 

approach reconstructs the attack path and stores IP addresses in memory to trace the 

attacker’s IP addresses.  



In addition, we considered the QoS fault localization and QoS attack problem. 

Shevtekar and Ansari [32] addressed the QoS measurements of delay, jitter, and packet 

loss of the VOIP flow. Moreover, they discussed the QoS sensitive UDP-based 

application for the DoS attack. 

QoS attack can be classified into two categories: network provisioning and data 

forwarding. Network provisioning involves configuring a router in a QoS environment. 

The attack behavior can inject bogus configuration messages that modify the content of 

or delay original configuration messages. 

Data forwarding can inject traffic into the network and intent to occupy bandwidth 

of router or cause QoS degradation for other flows; a traffic flow is the sequence of 

packets flowing from a source address to a destination address. Furthermore, among the 

most threatening effects of the aforementioned problem is the high tendency of the 

infected nodes to produce fault data. Therefore, this paper discusses the QoS fault 

localization and QoS attack problem in a QoS network. 
The QoS fault is caused by artificial behavior or malicious deployment. A QoS 

network environment has several instances of unbalanced traffic, which are called QoS 

violation cases. A QoS attack is executed by a hacker with malicious intentions. The 

difference between the QoS and DoS attacks is the bandwidth limit. The QoS attack 

exhibits no congestion behavior, whereas the DoS attack is a flooding attack. 
The adaptive framework proposed in this paper can overcome the disadvantages of 

the aforementioned techniques. Furthermore, our objective was to investigate 

metaheuristic algorithms and slight increments in traffic volume (SITV) or traffic 

anomalies in the IP traceback or QoS violation cases, which studies have seldom 

addressed.  

The proposed framework demonstrated high performance. Moreover, the 

representative PPM method proposed by Savage et al. [31] was implemented for a 

comparison with UTFACO. 

The proposed framework uses the ant system (AS) algorithm for the DoS problem. 

Furthermore, Lai et al. [24] used the AS algorithm because the routers were not 

sufficiently reliable, which reduced the effectiveness of their experiments. 

We used the bloom filter (BF) in the UTFACO framework [7] to reduce the 

computation time. The BF mechanism employs a bloom vector for hash transformation 

and matching comparison. We compared the efficiency of UTFACO with and without 

the BF. 

A common large-scale artificial intelligence system was considered as a source path 

isolation engine (SPIE) [33] and compared with the UTFACO framework. The hash-

based method of the SPIE resulted in a higher collision rate in the local area (i.e., not 

global optimal solution) because of a lack of address and traffic diversity.  

However, the proposed framework is superior to the SPIE in determining a local 

solution because UTFACO does not fall into a local optimum that can obtain the 

candidate attack path. Furthermore, UTFACO is unaffected by the previous candidate 

edge (i.e., the difference between the current and previous candidate paths is statistical 

independent) when determining the attack path or related QoS paths. 

The main contributions of our paper are as follows. 

(1) The UTFACO framework is a novel approach for resolving the IP traceback 

problem under DoS attack and QoS fault/QoS attack problem. 



(2) We use the ant agent technique for DoS/QoS attack or QoS fault detection and 

identification. The framework uses a hop-by-hop method to identify the attack path or to 

detect related QoS paths accurately and efficiently. Moreover, the performance indices 

include robustness, effectiveness, and convergence. 

(3) The framework is highly scalable to incorporate other schemes or rules.  

(4) The UTFACO framework was compared with the PPM approach. Furthermore, 

the number of tracing routers of the network topology was sufficiently high to scale more 

than [24] and the proposed framework was compared with the traditional AS algorithm. 

The experimental results reveal that the framework is efficient and effective. 

(5) The SITV cases and QoS violation cases are considered in the experiments of 

DoS/QoS attack and QoS fault. 

(6) The UTFACO framework has taken into account the BF method and the 

UTFACO without BF are compared with the UTFACO with BF. 

(7) The proposed framework can be appropriately deployed in large-scale systems. 

The remainder of this paper is organized as follows: Section 2 describes related 

studies, Section 3 provides the problem definition and assumptions, Section 4 describes 

the UTFACO framework and its application to the IP traceback problem and QoS 

fault/QoS attack problem, Section 5 describes the design and analysis of the experiment, 

and Section 6 presents the conclusions and recommendations for future studies. 

2. RELATED STUDIES 

DoS attacks can be classified as software exploits and flooding attacks. In a 

software exploit, the attacker sends a few packets to exploit specific software 

vulnerability within the operating system of the target router [35]. 

In a flooding attack, one or more attackers send successive streams of packets to 

overwhelm the link bandwidth of the victim router. DoS attacks thus occur when massive 

traffic flow is generated to occupy a considerable proportion of the available bandwidth 

of the target router [1].  

 Most response mechanisms attempt to alleviate the damage of the attack by blocking 

attack traffic. In addition, the attack source is localized using IP traceback techniques.  

 The problem of preventing anonymous attacks is eliminating the influence of forged 

source addresses filtered by packets, which is called ingress filtering. Ingress filtering 

configures routers to block newly arrived packets with illegitimate source addresses [25]. 

The proposed framework can avoid generating network overload and filters out the 

illegitimate addresses of packets, which reduces operation cost. 

Link testing evaluates links in the upstream direction. The target router can trace 

upstream routers recursively by using existing traceback techniques. Two types of link 

testing scheme are input debugging and controlled flooding [2].  

Input debugging shows attack signature that uses a common feature contained in all 

attack packets. When installs a corresponding input debugging filter on the victim’s 

upstream egress port, the filter reveals the associated input port and the upstream router 

that began the traffic transmission.  

The process is repeated recursively to the upstream router until the source agent 

address is determined. The drawback is that no direct economic incentives exist for 



network operators across cooperation of multiple ISPs.  

 Controlled flooding is another link testing traceback technique, and it does not 

require support from a network operator. The technique observes disturbing traffic from 

an attacker and searches iteratively from the incoming router until source IP address is 

found [23]. However, controlled flooding has disadvantages and limitations. First, it is 

effective only at tracing an ongoing attack and cannot be used retrospectively. Second, 

selected routers in control flooding are themselves part of a DoS attack.  

 Packet logging is based on log-based information gathering. The log record includes 

link information and data packet filter signatures. The technique is similar to data mining, 

which locates the attack path by iteratively searching and parsing the packet content. 

Furthermore, the drawbacks of packet logging are that it requires enormous storage 

memory and reduces PC performance [34]. UTFACO can mitigate the storage space 

problem and inherit the feature of log-based. 

 The ICMP traceback message was addressed by Bellovin [5]. When a router 

forwards packets with low probability, it can generate a traceback message and traverse 

to the target router. If traceback messages from the routers continuous along the path are 

sufficient broadcast, the traffic source and path can be determined. Alternatively, the 

proposed framework does not need to produce excessive traceback messages in the 

framework because the size of the traceback messages is fixed. 

 The PPM approach uses probabilities to mark partial IP addresses of incoming 

packets. It reconstructs the path to locate the source agent of an attack. The method can 

record the packets by using probability, and store the IP address and hop distance [34]. 

Therefore, the PPM must collect a large amount of packets to accurately reconstruct an 

attack path. Its drawback is that it requires a considerable amount of marked packets to 

construct the path [6]. In contrast, the UTFACO does not need to acquire detailed packet 

information to search for the attack path.  

Lai et al. [24] applied the ant-based algorithm to solve the DoS problem, but did not 

discuss the accuracy rate. Furthermore, they used small number of routers in their 

experiments. Our experimental environment is ten times larger than theirs. 

To summarize, the concept of ingress filtering was simultaneously used to locate 

abnormal traffic as used in our UTFACO framework, and the ant’s method would 

produce the pheromone trail to communicate with each other. The pheromone can be 

accumulated its quantities [14] and can indicate an attack candidate. 

A topology map is crucial for providing information about the related parameters of 

the framework, such as controlled flooding. The agents of UTFACO concurrent search 

capability is as like broadcast of the ICMP method. Our UTFACO is applied in a 

probabilistic mathematical algorithm that includes pheromone parameters and heuristic 

values, similar to the marked packet of PPM approach. 

Additionally, studies have seldom investigated the QoS fault and QoS attack. 

Fowler et al. [16] proposed defense mechanisms against DoS and evaluated their impact 

on the QoS delivered. DoS attacks can severely affect QoS traffic and are a major threat 

to the QoS network. Garg and Reddy [19] proposed a prototype that efficiently tracks the 

server and resources in a network. Moreover, they used conventional rate-based 

regulation combined with window-based regulation of resources for mitigating the effect 

of the DoS attack. This approach does not incur considerable overhead for each packet.  

Fulp et al. [17] proposed the ARQoS project, which comprises two parts. The first 



part is the application of a pricing paradigm for resource allocation, and the second part 

is the detection of TCP dropping attacks. The QoS requires network support at the packet 

and connection levels.  

Mchale et al. [27] presented a new approach for software defined network (SDN) 

data plane classification and used a probabilistic data structure for preclassifying traffic. 

In their study, the approach reduced the effect of an unknown or malicious flow on an 

established flow. Owezarski [29] used some types of normal traffic trace characterization 

for reducing the QoS and analyzed the long range dependence that is an ineffective 

parameter of the QoS network.  

Chemeritskiy and Smelansky [9] employed the MPRSDN method, which is a novel 

approach for the QoS management of the connections in the SDN network with 

multipath routing. They used the approach to satisfy the QoS requirement of the network 

application. 

In addition to the QoS fault problem, Yaakob et al. [42] proposed a by-passed 

routing (BPR) technique for avoiding the infected areas and improving the proposed BPR 

efficacy. Furthermore, the infected areas are anomalous nodes that are detected using 

fuzzy data clustering, which is used by the BPR method. Belghith et al. [4] addressed 

several fault detection and localization mechanisms, which depend on the export methods.  

Wang et al. [38] proposed a method for classifying detection strategies to obtain a 

balance between the additional calculation and the link load. The proposed method is an 

improved network performance anomaly detection and localization algorithm. Therefore, 

the algorithm optimizes the procedures of one of the strategies instead of the local 

optimal solution to obtain the global optimal approach.  

Barford et al. [3] presented a framework for detecting and localizing performance 

anomalies by using an active probe-enabled measurement infrastructure. In their study, 

they assumed a centralized control point that has updated topological information and 

used the probing information for path determination.  

Chen et al. [8] identified a new framework of traffic identification with unknown 

discovery by innovatively combining supervised and unsupervised machine learning 

methods. They reduced the false positive prediction. Conventional traffic classification 

methods exhibited low performance.  

Naidu et al. [28] used a low-overhead network monitoring technique to detect the 

violation of the path-level QoS end-to-end delay. Moreover, they employed a heuristic 

for selecting a small subset of network paths to monitor the QoS environment. 

The UTFACO framework uses a metaheuristic algorithm that can filter the 

anomalous traffic (it is not the minimum bandwidth of a specific router). Our proposed 

method considers the slowly increasing traffic, and the logic fault can be determined in 

the probabilistic model.  

3. PROBLEM DEFINITIONAND ASSUMPTIONS 

When a network is attacked or in a faulty mode, the victim must identify the 

attacker’s actual address or use fault localization to apply the traceback mechanism to 

search source of faulty or malicious router. However, attackers can spoof their addresses 

to prevent the real source address from being determined. Moreover, source routers 



should coexist (i.e., in the same network

immediate malevolence routers) to disturb the traceback system.

Generally, an attack path or related 

end router Si (i=1,2,…,n) through an intermediate router 

victim or start router V, as illustrated in 

related QoS path from the source 

exposed by the UTFACO framework

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 1. Network topology of the attacker

victim (start router)

Route-based and packet-based

route-based approach, the router 

spoofed packets. Park et al. [30] address

uses routing information to determine if a packet arriving at a router is valid with respect 

to its inscribed source and destination addresses. 

In the packet-based traceback, packets are marked with the addresses of 

intermediate routers and then inverse an operation

address. The victim uses inscribed information in packe

UTFACO is a route-based and packet

The experiment environment and proposed framework

First, the attacker or fault and attack path

network. Next, the network topology and the number of 

The first and second assumptions are

path, network topology, number of 

routers based on a static network are known

The third assumption is that the network traffic behavior cannot change suddenly 

and all routers have the same stable 

information. Furthermore, the fourth assumption 

transmit packets continuously; the assumption 

harmless) host is present in the network 

transmission of the packet can be 

generally never interrupted; therefore,

routers.  

, in the same network topology) with subverted routers (i.e., 

to disturb the traceback system. 

related QoS path is constructed from a source sender or 

hrough an intermediate router Ri (i=1,2,…,m) to a targeted 

as illustrated in Fig. 1. The solid line represents the attack path or 

 end to the target end, and the dotted line is the path 

framework. 

Network topology of the attacker (fault), router (immediate router),  

(start router), and sender (end router). 

 

based approaches have been formerly proposed. In the 

h, the router maintains information regarding identify and filter 

] addressed the route-based packet filtering method. It 

uses routing information to determine if a packet arriving at a router is valid with respect 

scribed source and destination addresses.  

based traceback, packets are marked with the addresses of 

inverse an operation of source routing and store the IP 

. The victim uses inscribed information in packets to trace the attack agent. The 

based and packet-based (also known as flow-based) method. 

experiment environment and proposed framework is based on the assumptions. 

and attack path or related QoS path are known in the static 

he network topology and the number of routers and edges are also known. 

are that the attacker or fault, attack path or related QoS 

, network topology, number of routers and transmission relationship between the 

routers based on a static network are known parameters.  

that the network traffic behavior cannot change suddenly 

stable behavior to record transmission of packet via routing 

fourth assumption describes that one or more hosts can 

he assumption is that more than one malicious (or 

in the network during an attack. We assumed that the 

ssion of the packet can be repeated. The fifth assumption is the behavior is 

; therefore, the packets are continuously transmitted between 



The sixth assumption is that no routers suddenly malfunction and stop sending 

packets. The attacker can coordinate and cooperate with other routers. In addition, the 

fault may appear and be related to edge-to-edge.  

In particular, the seventh assumption is that the attack router must cooperate with 

other routers by sending the command packets and attack packets along the attack path. 

Last, we assume that the framework is unaware of the attacker or fault in advance. The 

last assumption is that the proposed framework cannot determine the attacker’s or fault's 

location in advance. 

4. UTFACO FRAMEWORK 

4.1 Background 

 

Numerous studies have investigated biological behavioral problems [21]. Dorigo et 

al. [14] examined an AS that can be used to design a unique algorithm to fit various 

environments. The algorithm has some advantages that are based on nature. They are 

useful in overcoming various problems, and several studies have applied them to network 

security problems [26].  

The constructive procedures of ants are to build solutions while walking on a 

network topology by applying randomization in ACO. The ACO is based on the 

pheromone-based behavior of ants. In addition, the collective behavior that emerges as a 

form of autocatalytic behavior is called positive feedback [13]. The more ants follow a 

trail, the more attractive the trail becomes to other ants. However, the pheromone trail 

eventually evaporates, thus reducing its attraction.  

Therefore, exploration is the feature of the ant colony algorithm that allows it to 

search various areas in the solution space to determine a temporary optimal solution, 

typically called the global searching ability. Similarly, exploitation is the capability of the 

ant colony algorithm to conduct a fine search in existing zones, called the local searching 

ability [41]. Ants deposit pheromones when walking, and ants probabilistically prefer a 

direction rich in pheromones.  

Evaporation causes all pheromone trails to diminish gradually. Hence, trails that are 

not reinforced continuously lose pheromones and in turn have a lower probability of 

being chosen by subsequent ants. Real ants initially explore the area surrounding their 

nest randomly when searching for food. When an ant finds a food source, it carries some 

of the food to the nest.  

The activities of artificial ants are coordinated in a decentralized fashion, based on 

the concept of stigmergy [11], a form of indirect communication by modifying the 

environment. The process of determining candidate solutions combines two sources of 

information. Stigmergic information refers to problem-agnostic knowledge regarding the 

quality of previously evaluated solutions, such as τij. Conversely, heuristic information 

represents specific knowledge regarding the problem under consideration, which is used 

for determining candidate solutions, such as ηij.  

The ant colony system (ACS) [12] used in the study was extended from ACO. ACS 

demonstrates stronger performance than AS in solving this problem. In ACS, each path is 

a potential solution and exposes a candidate attack path. The traffic filter method was 



used to limit the traffic flow threshold, which is the difference between incoming flow 

and outgoing flow. Consequently, this study used the proposed framework to overcome 

the traceback problem and verified its efficiency and effectiveness. The UTFACO 

framework includes network parameter filter, state transition, local updating, global 

updating rules, termination condition and advanced counting bloom filter. 

 

4.2 Notation 

 

The proposed framework requires certain parameters to be considered. Some of the 

critical parameters may affect the efficiency of the framework; hence, they must be 

clearly defined. The parameters of the proposed framework are defined in Table 1. 

Table 1. Parameters of the UTFACO framework. 

Notation Description 

I_MAX Number of iterations 

K_MAX Number of ants 

R_MAX Number of routers 

q0 Element of exploitation or exploration 

τ0 Initial pheromone quantity value 

β Coefficient of information flow 

ρ Pheromone evaporation rate 

α Pheromone quantity reinforcement rate 

ri Router i 

uk Remained router set uk by ant k 

τij Pheromones ri to rj 

ηij Traffic flow from ri to rj 

RP A generated random probability by the randomization model 

T The threshold difference between incoming flow and outgoing flow 

f Traffic flow 

WWa Weight a of suspicious packet 

WWb Weight b of suspicious packet 

thr_itv_c Maximum allowable arrival time c of packet 

thr_itv_d Maximum allowable arrival time d of packet 

thr_itv_e Maximum allowable arrival time e of packet 

thr_same Number of packet by same source and target router 

Nhash Number of hash function 

FET Fault empirical threshold 

 

4.3 Network Parameter Filter 

 

We designed a network parameter filter (NPF) that focuses on different traffic 

scenarios, the number of same packets, and different arrival-time intervals. The different 

traffic scenarios can be categorized into three types: normal traffic, attack traffic, and 

suspicious traffic. 

The numbers of same packets that include malicious and nonmalicious traffic flows 

were considered. Eventually, the different arrival-time intervals were considered for 



higher and lower traffic densities. 

The NPF can reduce the traffic overhead and emphasize the anomaly situations. The 

concept of the NPF is that the comparison information of the previous and current 

packets is considered as the source and target addresses. The difference between the 

arrival times is in the NPF. 

We analyzed the received packet, which can be divided into ηij=0 (i.e., initialization 

value), highly probable attacker (i.e., current_time subtracted from last_time is less than 

thr_itv_d, and same_packet is greater than or equal to thr_same), suspicious representative 

(i.e., current_time subtracted from last_time is less than thr_itv_d), and normal case. WWa 

and WWb are both considered in the attacker and suspected cases. Fig. 2 illustrates the 

detailed NPF flow. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 2. Network parameter filter flow. 

 

4.4 QoS Fault Filter 

 

In the QoS fault problem, the UTFACO framework can obtain the logic fault 

information from the function by using the parameter packet size, arrival time, and same 

packet count. We considered the major factor affecting these three parameters 

simultaneously. The adjustment criterion was applied to increase the accuracy.  

The crucial heuristic value must be a reciprocal to obtain the related value. The 

proposed framework can determine a nonexistent router and edge by the transformation 

list, which is parsed through all of the nodes and edges, packet size, total sum of traffic, 

arrival time, end-to-end relationship, duplicate end-to-end relationship, and router index 

mapping transformation. 

This information can assist the UTFACO framework in detecting the fault location. 

In addition, the fault empirical threshold must be set for filtering the suspicious router 

and adding it to the candidate tabu list in sequence. The QoS fault filter focuses on the 

QoS fault localization problem that complements the DoS and QoS attacks.  

 

  

check same packet with arrival 

time to/from specific router 
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4.5 State Transition Rule 

 
When an ant wants to go from router r to router u, it can search for the next router 

by using the state transition rule. Let m be the number of ants in the model, and each ant 

k (k=1,…,m) starts from the empty topology J. Moreover, J is a topology function that 

involves ant k passing through candidate routers and determining the next router r. 

The structure of a network can be represented as a directed graph G=(V,E), where 

each router vi ∈ V and each edge eij ∈ E. Therefore, we let Gt(e0) be the initial graph, where 

t, e0,and n0 are the discrete time, number of edges, and number of routers, respectively, 

measured in Gt(e0).  

At each time t, let the indices of the unconnected routers form the set Nnew(t) and the 

indices of connected routers form the set Nold(t), with Nnew(t) I Nold(t)=0, Nnew(t) U

Nold(t)=n0, and |Nold(t)|=n(t). Furthermore, each ant builds a possible path to the DoS 

attack or QoS violation cases router by moving through a finite sequence of candidate 

edges. Moves are selected by applying a stochastic local search. 

Formulation of the state transition rule requires exploitation and exploration [22], as 

shown in Eq. (1). First, q is a random variable of uniform distribution [0,1]. The 

parameter q0 must be set to 1q0 0 ≤≤  and S is a random variable that is selected 

according to the probability model in Eq. (2). 

When q0 is larger, the UTFACO framework can choose the neighborhood path with 

stronger pheromone concentration for exploitation. Alternatively, when q0 is smaller, the 

framework is inclined to randomly select a path that may be a more appropriate option 

for exploration. Eq. (2) shows the probability with which ant k, currently at router r, 

chooses to go to router s.  

The term η(r,s) denotes a heuristic value that is available a priori to traffic flow on 

edge and β is a parameter that determines the relative influence neighborhood of ant k 

when it is at router r. Otherwise, the set of routers that ant k has not passed through and 

the probability of choosing a router outside Jk(r) is zero. 

Moreover, allowedk = {1,…,n}-tabuk is a set that indicates that ant k has been 

allowed the choice of routers in the next step and n is the maximum number of routers. 

The term tabuk (k=1,2,…,m) is the aggregation that ant k already passed through routers. 

Initially, only one element was the starting router of ant k; however, eventually, elements 

in tabuk (i.e., tabu(r1, r4, r7, …)) increase. 

According to the probability rule, the probability of choosing a particular edge from 

r to s increases with the value of the associated pheromone trail s)(r,τ  and heuristic 

information η(r,s). If variable q is less than or equal to the parameter q0, the ant makes 

the most appropriate move as indicated by the pheromone trails and heuristic information. 

By contrast, a biased exploration is performed and a choice is made regarding the 

concentration of the search of the framework around the optimal path at that point 

If the value of the random variable q is less than or equal to q0, the exploitation 

searches the candidate routers individually. The terms u)(r,τ and η(r,u) represent the 

edge of the pheromone quantities from router r to router u and information flow from 

router r to router u, respectively. The maximum value of the multiplication operation is 

selected to determine the next router.  
In addition, the exploration method is applied to avoid producing a local search 

solution and the exploration is based on the random proportional rule, as shown in Eq. 



(2). A random number s is obtained to begin the experiment; if it belongs to Jk(r), the 

chosen candidate router is decided by the maximum multiplication value of 

[ u)(r,τ ][η(r,u)] in Eq. (1). An individual candidate router is found that conforms to the 

rules in Eqs. (1) and (2). 
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4.6 Global and Local Updating Rules 

 

When the ant searches for a particular path, the pheromone quantities are deposited 

at the edges, and the selected probability of the same path is repeatedly increased for the 

next iteration. If the attacker or end router uses an actual source address, the framework 

can quickly converge to locate the attacker’s or source’s location.  

Furthermore, pheromone quantities are deposited on the edge of the last iteration 

and they are determined by altering the pheromone quantities for the next iteration. 

Parameter α denotes the weight of the pheromones and 10 ≤≤ α  is the pheromone decay 

parameter. 

The terms Lk and Qk denote time density and traffic flow of the globally optimal path 

from the beginning of the experiment. Eq. (3) was used to determine the change in 

pheromone quantities, as follows: 
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In ACS, global updating is intended to provide a higher quantity of pheromone to 

the optimal candidate path. Eq. (3) shows that only the edges belonging to the globally 

optimal candidate path is reinforced. The quantity of pheromone is updated from 

iteration t to iteration t+1. The pheromone quantities on the edge are enhanced from 

router i to router j after each trial.  

The term 1)t(t, +∆ ijτ represents all the pheromones from k ants from iteration t to 

iteration t+1. The pheromone trail is revised after all the ants have completed their 

tracing from the victim to a boundary router. The obtained path information is calculated 

using k/LkQ =∆ k
ij

τ for each ant and 1)t(t, +∆ ijτ denotes all ants that release all the 

pheromones.  

Similarly, an ant proceeds from router i to router j and updates the local pheromone 

quantities on the edge. The pheromone quantities evaporate with time, and the volatility 

(i.e., 1-ρ) is affected by parameter ρ, where 0<ρ<1. The term (t)ijτ∆  is determined using 



an ant quantity method [18]. Therefore, an agent must learn the optimal action to perform 

in each state.  

Q-learning is a method that allows an agent to learn an optimal policy by using the 

recursive process of a rule similar to that in Eq. (4). The term (t)ijτ∆
 
is a little increment 

of pheromone quantity. It has two values 
0(t) ττ =∆ ij

, where τ0 is a constant, and 

( )zs,max (t) τγτ ⋅=∆ ij , where 10 ≤≤ γ , s is the current router, and z belongs to a set of 

all candidates for the next router. The term Jk(s) is related to s, such that all candidate 

routers of ant k and γ are constants. Eq. (4) describes the local updating the pheromone 

quantity )(tijτ
 
on the edge, as follows: 

)()()1()( ttt ijijij τρτρτ ∆⋅+⋅−=
                                                                                   

(4) 

 

4.7 Termination Condition 

 
Some studies have used routers to filter incoming and outgoing flows to detect 

whether traffic is normal or abnormal. Similarly, the UTFACO framework can obtain 

related attack or QoS fault information by detecting anomalous traffic flow in advance.  

Eq. (5) considers the implementation of the termination condition of the framework. 

The outgoing flow must be more than or equal to the incoming flow within the threshold 

value (i.e., the specific tolerance threshold (STT)), which is the crucial traffic flow 

information obtained from certain routers. The concept of the sum of total packets shows 

that pheromone trail multiplied by heuristic information is ητ ×  in Eq. (5). 

We indicate a particular router i that shows that a crucial router passes through a 

traffic flow from an incoming router h and an outgoing router j. These routers (i.e., set of 

routers h and j) belong to a set of functions of router i. 

In addition, Fig. 3 shows that Node 8 is a victim router that receives incoming 

traffic from Routers 6 and 7 and outgoing traffic to Routers 9 and 10. Therefore, Node 3 

is considered an attacker or end router and sends attack or related QoS traffic to a 

neighbor node (such as Router 5); Router 5 carries the attack or related QoS traffic to 

Router 6, which is an immediate router between Routers 5 and 8.  

Moreover, the termination condition rule is switched that can decide whether 

malicious or non-malicious traffic was generated, as shown in Eq. (5). Consequently, 

Router 5 can determine abnormal traffic that is larger than the STT and interrupt the 

incoming traffic from Router 3 (i.e., attacker) to decide whether the search achieves the 

end of attack or related QoS path. In practice, the time complexity of performance 

degradation is reduced by constant time (i.e., O(1)). 
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Fig. 3. Route-based termination filter. 

 

4.8 Advanced Counting BF 

 

We used the BF [7] for reducing the computation time. The BF is a probabilistic 

data structure and usually enables false positive error cases. Moreover, the hash functions 

Hi(xj) employed in the BF must be independent and uniformly distributed. 

In the experiments, 15 hash functions, which calculate the element xj (i.e., 

xj=candidate_attack_pathi or candidate_QoS_pathi) of the candidate attack or related 

QoS path, were used. The acceptable error rate of the return value of the hash functions 

(i.e., Hi(xj)=a) must be between 0% and 100% (i.e., 100%%1000%
*

*

≤×
−

≤
a

aa
 and a* is an 

auto adjustment seed value) through the experiment of experience correction to each 

input variable. 

Therefore, all of the return values of the hash functions have the same value, which 

represents the element of the same set. The BF is applied as follows: 

(1) The BF first uses a bit array B[r] initialized to zero.  

(2) It records a data value for computing 15 hash functions. 

(3) The BF considers the resulting 15 values as indices in the array and sets a significant 

value for each of the 15 array elements to add one to the counting BFs [15], as shown in 

Fig. 4. 

(4) It repeats this for every data item that is encountered. 

(5) It sets an allowable counting threshold for each element.  

(6) It selects the candidate sequence (i.e., involves the candidate attack path or candidate-

related QoS path) by using the maximum value of each element and compares the 

candidate attack path list (i.e., involves the candidate attack paths or candidate related 

QoS paths). 
Start with an r bit array and field with 0 in array B[r]. 

0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 

All of the hash functions match and add one at once in an iteration. 

0 1 0 0 1 1 0 0 0 1 0 0 0 1 0 

Cumulative counting value in elements after several iterations. 

0 2 0 0 1 2 0 0 0 4 2 1 0 2 1 

Fig. 4. Counting BF. 

The advanced BF method would set an empirical threshold value (ETV) that is a 

significant value and ETV is crucial parameter that can be extracted to approach the 

optimal solution. First, we use the parameters of certain local optimal solution that would 

be an initial value and then ETV has a reference point to fine-tune until the occurrence of 

stable values.  



Furthermore, ETV must be adjusted into the most suitable range. It adjusts only 

once for further processing. Next, local optimal solution can be found by UTFACO and 

BF method is applied to find an optimal solution quickly. 

 

4.9 Hard Computing and Convergence 

 

Soft computing was proposed by Zadeh [44]. It is based on concepts such as fuzzy-

based, neural-based, genetic-based, and swarm-based data aggregation [10] to provide 

robust solutions to problems. Consequently, soft computing is known as computational 

intelligence because of the knowledge stemming from approximate reasoning, learning, 

and optimization techniques. 

Wildberger [40] proposed an alternative concept of more conventional hard 

computing that allows for more formal and systematic treatment of problems or cases 

which occur because of their size, complexity, or uncertainties.  

Hard computing is more precise and quantitative than soft computing. Therefore, 

particular heuristic algorithms that include neural networks, evolutionary computation, 

and genetic algorithms are used to solve related network problems.  

These heuristic algorithms can identify candidate solutions that involve local and 

global optimal solutions after a few iterations. The difference between the local and 

global optimal solutions is crucial for evaluating the algorithm performance accurately 

and qualitatively for different problems.  

Furthermore, Proposition 4.1 shows the formulation and pheromone quantities 

required for convergence to a maximum pheromone quantity after running several 

iterations. 

Proposition 4.1. For any ijijητ , it holds that 
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  and ijη  belongs to the network topology function that is 
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Proof.  
 

The maximum possible pheromone quantity added to any edge (i,j) after any 

iteration is )( *
sq f . Consequently, the pheromone evaporates, and the pheromone trail at 

iteration t (i.e., t represents the time and is greater than zero) is bounded by the series 

expansion of the updating rule in Eq. (4), and the heuristic information is considered to 

correspond to the network topology function (i.e., statistical dispersion) that is denoted as 

the )sin(tφ  case; φ  is the network traffic volume coefficient.  

Thus, we can obtain  ])sin([)]([lim)()(lim max

ij tttt
t

ijij
t

ϕτητ ⋅=⋅
∞→∞→

 (i.e., φφ ≤≤ )sin(0 t ), and 

the convergence of )(tijτ  and )(tijη  can be verified and proved. Therefore, we can obtain 

the individual convergence situation, and the value is )](sq)-(1)-[(1 *

f

1i
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θθ ρτρω ; 



ω  represents the maximum possible heuristic information value. Asymptotically, 

because 10 << ρ , this sum converges to 
ρ

ω
)(sq *

f⋅ .  

Next, the natural logarithm case can be approximated to r

t

ij +=

)
1

ln(

1
-η , and we can 

obtain (t)lim ij
t

η
→∞

, which converges to a real number. 

Finally, we discuss the exponential case if )(tijη  is equal to tab

1

+ . Consequently, 

the value is not diverged. Fig. 4 shows the three cases of the approximated network 

topology function. 

The experimental results show that time complexity is O(1) for various trials. 

Consequently, the worst case can be bounded in O(n). The results show that the proposed 

model is efficient, and its convergence occurs in constant time.  

 

4.10 UTFACO Framework Flow 

 

The QoS attack and QoS fault identification were developed using programs that 

were compatible with other methods. The procedure involves using advanced programs 

with various layers, and it describes the sequential testing performed by the identification 

system.  

First, the PP-1 program that can parse the related parameters was used. The PP-2 

program then parsed the routers and edges from the dataset of the network topology to 

construct the mapping table of the routers’ IP addresses. The PP-3 program can calculate 

the total sum of traffic by using an individual router (i.e., unique router). 

The duplicated total sum of traffic was parsed end-to-end by using the PP-4 

program (i.e., a duplicated connection may appear between the upstream and downstream 

routers). This parsing information informs the input parameters of the UTFACO 

framework (PCA-5 program), and the simulation begins. 

The UTFACO framework can be divided into several steps. Step 1: The input 

parameters are determined as WWa, WWb, thr_itv_c, thr_itv_d, thr_itv_e, thr_same, 

I_MAX, K_MAX, R_MAX, q0, 0τ , β , ρ , α and Nhash for UTFACO.  

In the framework, both WWa and WWb represent the weight of the current traffic. 

The thr_itv_c, thr_itv_d, and thr_itv_e represent the maximum times of the interval of 

packets. Thr_same represents the repeatable packet. I_MAX, K_MAX, and R_MAX are 

the maximum number of iterations, ants, and routers, respectively, which are crucial 

parameters of the entire structure. 

The terms q0, 0τ , and β
 
are crucial parameters that denote the heuristic 

information, pheromone quantity, and coefficient of the heuristic information, 

respectively, according to the state transition rule. The parameters ρ  and α are 

evaporation parameters of the local and global updating rules, respectively, and Nhash 

represents the number of hash functions.  

Furthermore, the detailed definitions are similar to those in the previous section. 

Similarly, the output outcomes are the DoS attack or related QoS path determined by 

detecting candidate routers for the problem.  



Step 2: The related parameters are categorized using the filter. The filter can 

distinguish between the normal traffic, attack traffic, and suspicious traffic. Moreover, 

the anomalous time interval may be considered in the framework. In addition, the 

number of packets is a crucial parameter for determining the attack or anomalous 

behavior. Therefore, the network filter can eliminate unnecessary packets to enhance the 

performance. 

Step 3: For the QoS fault case, the nonexistent router and edge are determined on 

the transformation list. Consequently, the upstream and downstream routers are 

considered simultaneously. Next, the suspicious fault situation is verified using a 

heuristic value. The heuristic value is a function that includes the packet size, arrival time, 

and same packet count parameters. Furthermore, the ηij must be reciprocal, and its value 

is less than the fault empirical threshold. If the ηij is a suspicious value, then the specific 

router is stored into the tabu list. 
Step 4: During initialization, pheromones on all paths are equal; assume

C  0)(tij ==τ , where C is a constant. During the movement of the k
th 

ant (where k = 

1,2,…,K_MAX), its transfer direction is determined using the probability that the 

pheromone quantity is a variable in each path. 

Step 5: Once all ants have undergone path construction and local search, the 

pheromone update procedure is applied to these pheromone values. The main difference 

is that the local updating rule uses local information, whereas the global updating rule 

uses the complete information to determine whether the candidate edge can be updated. 

Step 6: The previous steps are repeated until the termination condition is reached. 

Furthermore, the output results do not produce more appropriate paths in a particular 

period (i.e., output results are determined by the maximum number of iterations in 

general). Simultaneously, the termination condition threshold must be set to enable all 

outgoing flows to be repeatedly subtracted from all incoming flows until the attacker or 

end router is determined. 

Step 7: The BF is used in the UTFACO framework. The BF vector is declared in 

advance and fills the zero value into the elements. Next, the candidate attack path or 

candidate QoS path is input into 15 hash functions and obtains the return values. If all of 

the return values are within 0% to 100%, then one should be added to the element. After 

several iterations, the cumulative value of the elements is represented using the probable 

malicious or nonmalicious routers. Therefore, the candidate attack path or candidate QoS 

path is compared with the probable malicious or nonmalicious routers, and the attack or 

related QoS path is determined. 

The final results were analyzed to enable the statistical model to create meaningful 

indices (DAP-6). Consequently, an identification framework for the general test model 

was provided. The UTFACO framework includes the NPF, state transition rule, global 

and local updating rules, filter and terminal conditions, and the advanced counting BF. 

These separable steps enable the framework to be more comprehensive and flexible.  

In addition, the crucial parameters dominate the historical information with ants 

when the UTFACO framework is executed in each iteration, filtered traffic category, 

information retrieval of attacker’s or related QoS’s characteristics, termination condition 

through an end router, and rapid convergence through the advanced counting BF. Fig. 5 

illustrates the execution of the pseudo code of the UTFACO framework. 

  



Framework: UTFACO 

1. Input: I_MAX, K_MAX, R_MAX, q0, 0τ , β , ρ , α , thr_itv_c, thr_itv_d, 

thr_itv_e, WWb, WWa, Nhash, FET 

2. Output: candidate attack path 

3. Begin 

// network parameter filter 

4. while (file_read_data) { 

5. if (last_IP_source == current_IP_Ri && last_IP_target == current_IP_Rj && 

current_time - last_time < thr_itv_c) 

6.     same_packet++ 

7. else     

8.     same_packet = 0 

9. if (ηij == 0)  

10.     ηij = current_packet 

11.     same_packet = 0 

12. else if (current_time - last_time < thr_itv_d && same_packet >=  

13. thr_same) 

14.     ηij = WWb * (ηij + current_packet) 

15. else if (current_time - last_time < thr_itv_d) 

16.     ηij = WWa * (ηij + current_packet) 

17. else if (time_value - last_time < thr_itv_e) 

18.     ηij += current_packet 

19.     same_packet = 0 

20. end if 

21. } // while (file_read_data) 

// QoS fault filter 

// determine non-exist router and edge on transformation list 

22. if (i>MAX_router || j> MAX_router) 

23.     return error_non_exist_router_and_edge 

// add suspicious fault in tabu list 

24. if (ηij != 0) 

25.     ηij = 1/ηij (i.e., 1/func(packet_size, arrival_time, same_packet_count)) 

26. if (ηij≧FET) 

27.     candidate_tabu_list[p] = router_q; 

28. for (I=1;I<I_MAX;I++) 

29. for (K=1;K<K_MAX;K++) 

30. for (R=1;R<R_MAX;R++) 

31. if (rand()<q0) 

32.      //find next router by state transition rule 

33.      )
ui,

*(
u

Max
k

k

βητ
kuijr ,=  

34. else 

// choose randomly by random proportional rule 

35. if ( ∑=

k

kk

u

)ui,*ui,()/ij*ij( τητηijp and RPijp < ) then decide rj 

36. end if 

// set threshold to filter the abnormal traffic flow 



37. F outgoing – F incoming< T (F = ∑
∈Sj

ijf  or ∑
∈Si

jif ) 

38. end if // if ( rand() <q0 ) 

// decrease pheromone from ri to rj by local updating rule 

39. ijijij τρτρτ ∆+−= **)1(  

40. end for // for ( R=1; R<R_MAX; R++ ) 

41. end for // for ( K=1; K<K_MAX; K++ ) 

// increase pheromone to attach path by global updating rule 

42. ijijij τρτατ ∆+−= **)1(  

43. // bloom filter 

44. for (y=1;y<=Nhash;y++) 

45.      ay=Hy(candidate_attack_pathz) 

46. end for // for (y=1;y<=Nhash;y++) 

47. if ( 10
*

*

1 ≤
−

≤
a

aa
&&…&& 10

*

*

Nhash ≤
−

≤
a

aa
) 

48.      for (j=1;j<R_MAX;j++) 

49.           if (candidate_attack_path[j] != NULL) 

50.               B[candidate_attack_path[j]]++; 

51.           end if 

52.      end for // for (j=1; j<R_MAX; j++) 

53. end if // end bloom filter 

54. end for // for ( I=1; I<I_MAX; I++ ) 

55. End 

Fig. 5. Pseudo code for the UTFACO with BF and UTFACO without BF framework. 

5. EXPERIMENTAL DESIGN AND ANALYSIS 

In the DoS attack problem, the experimental data were obtained from the DARPA 

database at Lincoln Laboratory of Massachusetts Institute of Technology [47]. Network 

topology includes the number of routers and edges, traffic flow, connection relationship 

from the upstream router to the downstream router, and transmission time.  

In total, 372 routers were included. Furthermore, the traffic type was a TCP protocol, 

the length of the attack was 100 ms, and the bandwidth of the router was 1.3 Mbps. Each 

example included the arbitrary attack path of the DoS problem. This paper focuses on the 

low-rate DoS (LDoS) attack problem [46]. 

For the QoS fault problem, we obtained the dataset from the MAWI public traffic 

data repository [8]. The number of routers is 10121, and Table 2 lists the other 

experimental parameters. The memory size is in proportion to the number of routers. 

The traffic data and topology information were input into the framework. In practice, 

the test environment was constructed using the repository of network topology. A PC 

with a 2-GHz Intel quad-core CPU, a main memory of 4GB, and Visual C++ 6.0 was 

used to implement the framework. 
  



Table 2. Simulation parameters for router. 

Serial number Parameters Value 

1 Traffic type TCP 

2 Number of nodes (DoS/QoS) 372/10121 

3 Length of the attack 0.1sec 

4 Bandwidth of the router 1.3 Mbps 

The proposed framework was simulated to verify its performance when exposed to a 

DoS/QoS attack and QoS fault detection. The framework was tested to evaluate its 

performance when solving the IP traceback problem and fault localization problem.  

The two parameters of the framework are the pheromone quantity and information 

flow, represented by u)(r,τ  and η(r,u) of the state transition rule, respectively. The 

relative parameters for q0, 0τ , β , ρ , α , number of ants (NA), and number of 

iterations (NI) were set to different levels.  

Therefore, the proposed framework was used to conduct some experiments. The 

first experiment was a generic traffic attack test that assumes that attack packets are sent 

through routers and are a type of DoS. In the second experiment, anomalous slight 

increases were observed in the traffic volume, but not significantly due to that the victim 

detected the problem and is considered the constrained limitation of the framework. 

The third experiment involved QoS fault detection. The natural fault must be 

determined to generally rectify the logic error. Therefore, the fault location of the router 

can be localized for different cases by using the UTFACO framework. In the fourth 

experiment, the QoS attack was considered in the QoS environment. The attack behavior 

exhibits anomalous traffic and malicious human activity. 

Moreover, the attack/related QoS path was randomly generated and a real network 

topology environment was simulated. The preceding experimental environment required 

all the routers on the attack/related QoS path to provide packet-related information. The 

proposed framework was compared with the PPM algorithm to assess the difference 

between packet-based (i.e., flow-level) behaviors under the same conditions. 

Furthermore, the UTFACO framework was compared with a conventional AS 

algorithm for solving large-scale problems. 

 

5.1 Measurement Indices 

 

When discussing different SITV and related QoS violation case. The measurement 

indices were based on the volumes of new traffic (NT) and last traffic (LT). Accurate 

measurement is crucial for analyzing the experiment results. These measures were used 

to consider and calculate the true positive (TP) and total sample size.  

The total sample size is the sum of the TP, true negative sample size, false positive 

sample size, and false negative sample size. The criterion measurements of detection rate 

and accuracy are the standard evaluation forms. The duration is the amount of parsing 

time ( pT ), iteration time ( iT ), and output time ( oT ). Eqs. (6)-(8) show these 

formulations. 
%100*]/)[((%) TTNT LLSITV −=                                                         (6) 
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5.2 General Experiment 

 

The general experiments considered various crucial traffic flow values, not 

exceeding the maximum. Two levels of ants and iterations were categorized for each 

example. Two trials were run for each example, and each trial was run twenty times. 

When the framework ended, the average run time of all examples was less than one min. 

All runs were perfect accuracy of the different trials.  

Furthermore, the accuracy of MP1 and MP6 were perfect accuracy in both trials. 

Table 3 shows the experimental results. The MP1 to MP6 result show that less than 30s 

with 500 ants and 20 iterations were required to obtain the average time. The reason is 

the congenital nature of the framework that is the larger number of loops for determining 

the optimal solution. 

In addition, we compared the UTFACO and UTFACO with BF. The computation 

time of UTFACO with BF is faster than UTFACO. Therefore, the average computation 

time of UTFACO is 24.3s more than UTFACO with BF that is 2.3s with 500 ants and 20 

iterations.  

The proposed framework is a metaheuristic algorithm that can quickly determine a 

path close to the optimal path. If several local neighborhood optimal paths exist close to 

the global optimum, the algorithm can oscillate between optimal paths and candidate 

paths. The phenomenon can be depicted by a wave of oscillation that includes trough and 

neighboring region.  

For the reason, the UTFACO framework increases the computation time in an 

unstable situation (i.e., in neighboring region) with low variation, but the average time 

still converges rapidly. This may be because the rapid convergence identifies the solution 

(by searching for the local optimum), or because achieving to the termination condition 

may stop searching. The proposed framework can be applied in general cases, and it is a 

flexible framework for a cooperative extension method. 
 

  



Table 3. Results of UTFACO with network topology parameter filter with significant 

traffic flow. 

 NA, NI AR Computation time 

of UTFACO 

Computation time of 

UTFACO with BF 

MP1 100, 10 100% 5s 0s 

500, 20 100% 24s 4s 

MP2 100, 10 100% 9s 0s 

500, 20 100% 24s 2s 

MP3 100, 10 100% 5s 0s 

500, 20 100% 24s 2s 

MP4 100, 10 100% 5s 0s 

500, 20 100% 24s 2s 

MP5 100, 10 100% 5s 0s 

500, 20 100% 24s 2s 

MP6 100, 10 100% 5s 0s 

500, 20 100% 26s 2s 

 

5.3 Experiment for Traffic Volume Increases 

 

The six examples included four traffic volume levels (1%, 5%, 10%, and 30%) for 

each trial. The three traffic threshold levels were 100, 50, and 0 for each trial. Each 

experiment was conducted twenty times, and 12 trials were conducted to obtain their 

average accuracy. The duration time 1 (DUT1) and duration time 2 (DUT2) are 

represented by computation time of UTFACO without BF and UTFACO with BF, 

respectively.  

Tables 5, 8, and 9 show that the attack path was not determined when the traffic 

volume increased by 1%.Table 7 shows that the trials determined the attack path with 

more than 100% accuracy and more than the accuracies for Table 4, Table 5, Table 6, 

Table 8 and Table 9. Consequently, the all examples can locate the attack path. The 

accuracy difference was stable, even when the traffic volumes increased. These results 

show that the proposed framework is robust. Although the traffic limit changed, the 

accuracy did not change. 

Table 4 to Table 9 show that the majority of trials were more than 95% accurate for 

each example. Except for attacks 2, 5, and 6, for which the attack path could not be 

located at a 1% traffic volume increase, we ignored the affect of the case in the average 

calculated. Consequently, 1% traffic volume increases are highly difficult cases in 

practice. When traffic volumes were increased by 10%, the experiments were more 

accurate. When traffic volumes were increased by more than 5%, the curve became more 

linear. 

Table 10 shows the algorithm parameter design. It shows three levels of the four 

parameters (q0, β , ρ , and α ) based on the number of ants and iterations used. 

Irrespective of the level, parameter q0 was set to one and parameters β
 
and ρ

 

decreased when the number of ants and iterations increased. Moreover, parameter α  
was not regulated.  

The thresholds in Tables 4-10 were set based on the experimental results of our 

study. Although no attackers were detected when the traffic increased by 1%, as shown 

in Tables 5, 8, and 9, these cases do not reflect poor algorithm performance. Table 11 



shows that the minimum variation was 0.5 when traffic volumes were increased by 10%. 

The average variation of total trials was 1.2. Consequently, the variation in the tests was 

minor.  

Table 4. Effects of various traffic volume increases on DoSIA. 

  Traffic volume increases  

 1% 5% 10% 30% AVG DUT1 DUT2 

 

Threshold 

100 95% 100% 100% 100% 98.8% 21.3s 0s 

50 95% 90% 100% 100% 96.3% 13.3s 0.3s 

0 100% 100% 100% 100% 100% 41s 2.3s 

AVG 96.7% 96.7% 100% 100% 98.4% 25.2s 0.9s 

Table 5.... Effects of various traffic volume increases on DoSIB. 

  Traffic volume increases  

 1% 5% 10% 30% AVG DUT1 DUT2 

 

Threshold 

100 0% 100% 100% 95% 98.8% 35.8s 3.5s 

50 0% 100% 100% 100% 100% 16.3s 1s 

0 0% 100% 100% 100% 100% 11.5s 1.8s 

AVG 0% 100% 100% 98.3% 99.6% 21.2s 2.1s 

Table 6. Effects of various traffic volume increases on DoSIC. 

  Traffic volume increases  

 1% 5% 10% 30% AVG DUT1 DUT2 

 

Threshold 

100 90% 90% 100% 100% 95% 5s 0s 

50 100% 85% 95% 90% 92.5% 1s 0s 

0 100% 90% 100% 100% 97.5% 1s 0s 

AVG 96.7% 88.3% 98.3% 96.7% 95% 2.3s 0s 

Table 7. Effects of various traffic volume increases on DoSID. 

 Traffic volume increases  

 1% 5% 10% 30% AVG DUT1 DUT2 

 

Threshold 

100 100% 100% 100% 100% 100% 9s 0s 

50 100% 100% 100% 100% 100% 1s 0s 

0 100% 100% 100% 100% 100% 1s 0s 

AVG 100% 100% 100% 100% 100% 3.7s 0s 

Table 8. Effects of various traffic volume increases on DoSIE. 

  Traffic volume increases  

 1% 5% 10% 30% AVG DUT1 DUT2 

 

Threshold 

100 0% 100% 100% 100% 100% 45s 2s 

50 0% 100% 100% 100% 100% 44s 2s 

0 0% 100% 100% 100% 100% 44s 2s 

AVG 0% 100% 100% 100% 100% 44.3s 2s 

Table 9. Effects of various traffic volume increases on DoSIF. 

  Traffic volume increases  

 1% 5% 10% 30% AVG DUT1 DUT2 

 

Threshold 

100 0% 100% 100% 100% 100% 44s 0s 

50 0% 100% 100% 100% 100% 44s 0s 

0 0% 100% 100% 100% 100% 44s 0s 

AVG 0% 100% 100% 100% 100% 44s 0s 

 

  



Table 10. Parameters q0, β, ρ and α. 
 q0 β Ρ Α 

 
NA,NI 

10,10 1 5 0.9 0.7 

250,40 1 5 0.7 0.9 
500,200 1 0.5 0.5 0.9 

Table 11. Variance in traffic volume increases. 

 DoSIA DoSIB DoSIC DoSID DoSIE DoSIF AVG 

 
Traffic 

volume 

increases 

1% 2.9 0 5.8 0 0 0 1.4 

5% 5.8 0 2.9 0 0 0 1.4 

10% 0 0 2.9 0 0 0 0.5 

30% 0 2.9 5.8 0 0 0 1.4 

AVG 2.2 0.7 4.3 0 0 0 1.2 

 

5.4 Comparison between Attack Source Identification Techniques 

 

The PPM approach and datagram analysis were used to solve the DoS attack. Tables 

12 to 17 are represented by Cases 1 to 6. Table 12 (i.e., Case 1) does not show any 

anomalous traffic. The NF indicates that malicious traffic was not observed and the AF 

indicates that the attacker was found.  

Although Cases 2-6 detected and identified attack behavior, their aggregate 

detection rate was low. SITV were difficult to detect and identify. Therefore, the PPM 

performed poorly and the no-detection cases are considered that is calculated by the 

concept of the average of the marginal average.  

Although Case 2 produced a 90% detection rate, the result was not robust; Cases 3, 

4, 5, and 6 produced detection rates of 33.34%, 22.5%, 22.5%, and 75% respectively. A 

majority of the examples showed that a marking parameter of 0.5 was superior to the 

others. In addition, the variation in traffic volume increases (0.01, 0.05, 0.1 and 0.3) was 

minor. 

The results showed that the UTFACO is more accurate in detection and 

identification than PPM. Although PPM can locate the target ends, the UTFACO is more 

robust. Compared with PPM, the UTFACO does not require many packets to enhance its 

accuracy rate. In addition, PPM assumes that a packet-based orientation requires a 

dynamic topology; a program was used to simulate dynamic topology. Table 18 shows 

that the mean accuracy for the UTFACO is superior to that of PPM (i.e., 76.61% vs. 

40.56%), and the deviations in accuracy are approaching (i.e., 7.44 vs. 8.15). 

The conventional AS algorithm was compared with proposed framework to solve 

the problem. The notation NF(n) represents the number of n traced router under no 

attacker path is found. Tables 19 and 21 show that the attack paths might be found at 

levels (1000, 50) and (100, 10) of the framework when the traffic volume increases are at 

10% and 30%.  

If the number of ants is high, the attack path can be determined. In addition, all of 

the trials had an average of accuracy of 29.75%, as shown in Table 22. Furthermore, the 

AS did observe any attacker for cases with fwbv, fwlk and fwjh, as shown in Tables 20, 

23, and 24. The average of accuracy was 12.46% (the accuracies were 22.5%, 0%, 22.5%, 

29.75%, 0%, and 0% for all tests with the AS algorithm), indicating that the cases is 

more difficult to AS. 



Moreover, the UTFACO was compared with another attack source identification 

method: hash-based traceback [33]. Table 25 presents the strengths and weaknesses of 

the network deployment, defense strength and restriction of the approach, and technique 

skill of the approach of the algorithms.  

The UTFACO does not incur a high deployment cost or require information on 

topology or advanced recent packets to detect and identify attacks. For the reason, 

traceability can be applied using the hop-by-hop method to increase granularity. The 

framework increases granularity and interrupts the attacker when the attack is initiated.  

Table 12. Detection accuracy relationship between traffic increase and marking 

probability for epzx. 

 Traffic volume increases 

  1% 5% 10% 30% AVG 

 

 

Marking 

parameters 

0.1 NF NF NF NF 0% 

0.3 NF NF NF NF 0% 

0.5 NF NF NF NF 0% 

0.7 NF NF NF NF 0% 

0.9 NF NF NF NF 0% 

AVG  0% 0% 0% 0% 0% 

Table 13. Detection accuracy relationship between traffic increase and marking 

probability for epcv. 

 Traffic volume increases 

  1% 5% 10% 30% AVG 

 

 

Marking 

parameters 

0.1 AF NF NF AF 50% 

0.3 AF AF AF AF 100% 

0.5 AF AF AF AF 100% 

0.7 AF AF AF AF 100% 

0.9 AF AF AF AF 100% 

AVG  100% 80% 80% 100% 90% 

Table 14. Detection accuracy relationship between traffic increase and marking 

probability for epbn. 

 Traffic volume increases 

  1% 5% 10% 30% AVG 

 

 

Marking 

parameters 

0.1 NF NF NF AF 25% 

0.3 AF AF NF AF 75% 

0.5 AF AF AF NF 75% 

0.7 NF NF NF NF 0% 

0.9 NF NF NF NF 0% 

AVG  40% 40% 20% 40% 33.34% 

Table 15. Detection accuracy relationship between traffic increase and marking 

probability for epqw. 

 Traffic volume increases 

  1% 5% 10% 30% AVG 

 

 

Marking 

parameters 

0.1 NF NF NF NF 0% 

0.3 NF NF NF NF 0% 

0.5 NF NF NF NF 0% 

0.7 NF NF AF NF 25% 

0.9 NF NF NF NF 0% 

AVG  0% 0% 20% 0% 22.5% 



Table 16. Detection accuracy relationship between traffic increase and marking 

probability for eper. 

 Traffic volume increases 

  1% 5% 10% 30% AVG 

 

 

Marking 

parameters 

0.1 NF NF NF NF 0% 

0.3 NF NF NF NF 0% 

0.5 NF NF AF NF 25% 

0.7 NF NF NF NF 0% 

0.9 NF NF NF NF 0% 

AVG  0% 0% 20% 0% 22.5% 

Table 17. Detection accuracy relationship between traffic increase and marking 

probability for epty. 

 Traffic volume increases 

  1% 5% 10% 30% AVG 

 

 

Marking 

parameters 

0.1 NF NF NF NF 0% 

0.3 AF AF AF AF 100% 

0.5 AF AF AF AF 100% 

0.7 AF AF AF AF 100% 

0.9 AF NF AF AF 75% 

AVG  80% 60% 80% 80% 75% 

Table 18. Mean and deviation of accuracy comparison with the PPM approach. 

 Accuracy 

 xµ  xσ  

Defense 

approach 

PPM 40.56 7.44 

UTFACO 76.61 8.15 

Table 19. Relationship between traffic increase and AS parameters for fwmn. 

 Traffic volume increases 

  1% 5% 10% 30% AVG 

 

 

NA, NI 

(10, 5) NF(6) NF(1) NF(1) NF(4) 0% 

(100, 10) NF(4) NF(1) NF(1) NF(4) 0% 

(250, 20) NF(4) NF(1) NF(2) NF(1) 0% 

(500, 20) NF(4) NF(4) NF(2) NF(4) 0% 

(1000, 50) NF(2) NF(1) AF NF(1) 25% 

AVG  0% 0% 20% 0% 22.5% 

Table 20. Relationship between traffic increase and AS parameters for fwbv. 

 Traffic volume increases 

  1% 5% 10% 30% AVG 

 

 

NA, NI 

(10, 5) NF(0) NF(0) NF(0) NF(0) 0% 

(100, 10) NF(0) NF(0) NF(0) NF(0) 0% 

(250, 20) NF(0) NF(0) NF(0) NF(0) 0% 

(500, 20) NF(0) NF(0) NF(0) NF(0) 0% 

(1000, 50) NF(0) NF(0) NF(0) NF(0) 0% 

AVG  0% 0% 0% 0% 0% 

 

  



Table 21. Relationship between traffic increase and AS parameters for fwcx. 

 Traffic volume increases 

  1% 5% 10% 30% AVG 

 

 

NA, NI 

(10, 5) NF(3) NF(2) NF(2) NF(3) 0% 

(100, 10) NF(2) NF(1) NF(2) AF 25% 

(250, 20) NF(2) NF(2) NF(2) NF(3) 0% 

(500, 20) NF(2) NF(2) NF(3) NF(1) 0% 

(1000, 50) NF(2) NF(3) NF(3) NF(3) 0% 

AVG  0% 0% 0% 20% 22.5% 

Table 22. Relationship between traffic increase and AS parameters for fwza. 

 Traffic volume increases 

  1% 5% 10% 30% AVG 

 

 

NA, NI 

(10, 5) 15% 20% 25% 55% 28.75% 

(100, 10) 20% 30% 25% 25% 25% 

(250, 20) 30% 30% 25% 30% 28.75% 

(500, 20) 30% 25% 25% 50% 32.5% 

(1000, 50) 25% 25% 25% 60% 33.75% 

AVG  24% 26% 25% 44% 29.75% 

Table 23. Relationship between traffic increase and AS parameters for fwlk. 

 Traffic volume increases 

  1% 5% 10% 30% AVG 

 

 

NA, NI 

(10, 5) NF(1) NF(1) NF(1) NF(2) 0% 

(100, 10) NF(1) NF(1) NF(1) NF(1) 0% 

(250, 20) NF(1) NF(1) NF(1) NF(1) 0% 

(500, 20) NF(1) NF(1) NF(1) NF(2) 0% 

(1000, 50) NF(1) NF(1) NF(1) NF(2) 0% 

AVG  0% 0% 0% 0% 0% 

Table 24. Relationship between traffic increase and AS parameters for fwjh. 

 Traffic volume increases 

  1% 5% 10% 30% AVG 

 

 

NA, NI 

(10, 5) NF(0) NF(0) NF(3) NF(3) 0% 

(100, 10) NF(0) NF(0) NF(2) NF(1) 0% 

(250, 20) NF(0) NF(0) NF(3) NF(1) 0% 

(500, 20) NF(0) NF(0) NF(3) NF(1) 0% 

(1000, 50) NF(0) NF(0) NF(2) NF(1) 0% 

AVG  0% 0% 0% 0% 0% 

Table 25 shows a comparison of the UTFACO with BF, UTFACO, PPM, AS, and 

SPIE. The difference between the UTFACO and the SPIE is that the UTFACO does not 

comprise third-party resources such as data generation agents, SPIE collection and 

reduction agents, and SPIE traceback managers [33]. 

As discussed in the previous section, SPIE may be a local optimal solution that 

causes a lower accuracy rate. The UTFACO requires a smaller packet memory than the 

hash-based method, and delivers superior traceability performance.  

Similarly, the AS can solve the DoS problem; however, it cannot provide higher 

efficiency and effectiveness than the UTFACO because the updating rules of UTFACO 

are better than AS; the UTFACO can avoid finding local optimum for enhancing 

effectiveness. 



UTFACO is a linear time more efficient than AS that is O(n
2
) by [14]. Furthermore, 

the experimental results show that the framework is efficient and converges rapidly. The 

experiment shows that the proposed framework can detect and identify the malicious 

attacks. The UTFACO is more robust than the other attack source identification 

techniques.  

The UTFACO framework can incorporate other rules, extending the metaheuristic 

algorithm, and is a flexible improved framework. Moreover, the tracing time of the 

UTFACO with BF framework is better than the UTFACO without BF framework. The 

framework overcomes the DoS problem satisfactorily. 

Table 25. Comparison between UTFACO and other attack source identification 

techniques. 

Identification 

technique 

Network deployment Defense strength and 

restriction of the 

approach 

Technique skill of the 

approach 

PPM wide deployment  attack traffic higher 

than regular traffic 

no guarantee 

granularity traceability 

of a single host 

and not effective at 

deterring attacks 

launched from 

compromised hosts 

 

 

SPIE 

 

 

significant deployment cost 

 

a single traced current 

packet 

 

 

AS 

only deployment at victim 

router and lower 

implementation cost 

for providing packet-

related information 

 

unnecessary attack 

traffic higher than 

regular traffic 

 

hop-by-hop granularity 

traceability and easily 

fall into local optimal 

solution such as lower 

accuracy 

 

 

UTFACO 

only deployment at victim 

router and lower 

implementation cost for 

providing packet-related 

information 

unnecessary attack 

traffic higher than 

regular traffic and 

recent packet for 

traceback. 

 

hop-by-hop granularity 

traceability 

 

 

 

 

UTFACO 

with BF 

only deployment at victim 

router and lower 

implementation cost 

for providing packet-

related information 

unnecessary attack 

traffic higher than 

regular traffic and 

recent packet for 

traceback. 

 

fast hop-by-hop 

granularity traceability 

 

 

 

5.5 Efficiency of UTFACO with BF under DoS Attack 
 

We compared the UTFACO framework, which determines the branch path and 

applies with the UTFACO-BF framework, which identifies the branch path by using the 

BF. The UTFACO-BF must obtain an initial adjustment seed that is a local optimal 

solution at the first iteration in advance. Moreover, we considered that the BF includes 15 

hash functions under different large size of NA and NI in the previous framework. 

Tables 26 to 31 present the comparison results of the UTFACO-BF and UTFACO 

frameworks. Furthermore, the computation time of the UTFACO-BF framework is 

considerably lower than that of the UTFACO framework under different configurations 

of NA and NI. The UTFACO-BF framework can reduce the computation time of the 



previous framework to less than 1s, and the execution complexity does not affect the 

computation time. 
Table 26. Comparison of UTFACO and UTFACO with the BF for the alpha experiment.  

NA, NI UTFACO AVG time UTFACO-BF AVG time 

100, 20 2s 0s 

200, 50 5s 0s 

500, 100 18s 1s 

1000, 200 96s 1s 

Table 27. Comparison of UTFACO and UTFACO with the BF for the beta experiment. 

NA, NI UTFACO AVG time UTFACO-BF AVG time 

100, 20 0s 0s 

200, 50 3s 0s 

500, 100 18s 0s 

1000, 200 92s 1s 

Table 28. Comparison of UTFACO and UTFACO with the BF for the gamma 

experiment.  

NA, NI UTFACO AVG time UTFACO-BF AVG time 

100, 20 0s 0s 

200, 50 2s 0s 

500, 100 15s 1s 

1000, 200 83s 1s 

Table 29. Comparison of UTFACO and UTFACO with the BF for the delta experiment.  

NA, NI UTFACO AVG time UTFACO-BF AVG time 

100, 20 4s 0s 

200, 50 7s 1s 

500, 100 22s 1s 

1000, 200 116s 1s 

Table 30. Comparison of UTFACO and UTFACO with the BF for the epsilon 

experiment.  

NA, NI UTFACO AVG time UTFACO-BF AVG time 

100, 20 6s 0s 

200, 50 10s 0s 

500, 100 26s 0s 

1000, 200 134s 1s 

Table 31. Comparison of UTFACO and UTFACO with the BF for the digamma 

experiment.  

NA, NI UTFACO AVG time UTFACO-BF AVG time 

100, 20 2s 0s 

200, 50 4s 1s 

500, 100 17s 1s 

1000, 200 102s 1s 

 
5.6 QoS Fault Experiment 

 

We focused on QoS fault detection and determined the fault location through the 

UTFACO framework. Table 32 presents the result of the QoS fault localization for 

examples QF1 to QF6. All of the examples can be detected within 1s, and the trace depth 

is 1. 



Moreover, the NA and NI for examples QF1 to QF6 are less than those for the cases 

QFC and QFD. The parameter FET is set to 4.5e-3. Next, the QFB case is analyzed for 

all examples, as shown in Table 33. Furthermore, the NA of QFB is less than the NA of 

QFA, and its FET is set to 3.5e-3. Therefore, the narrow oscillation range of NA and FET 

cannot affect the detection. 

Tables 34 and 35 present the higher NA and FET, which can affect the results of 

fault detection. Furthermore, examples QF5-2 and QF6-2 show that the trace depth can 

exceed 1 under the parameter conditions. In addition, QF1, QF2, and QF3 are difficult 

examples such the examples cannot find the faults. 

The computations of all cases converged within 20s. For cases QFA to QFD, the 

parameters NA or NI and FET are crucial factors of the QoS fault filter. Therefore, the 

UTFACO framework is highly sensitive and efficient in detecting the QoS fault problem. 

The proposed framework can diagnose the fault location in a short time and fit to 

the local area network and wide area network as a large-scale network topology. 

Table 32. Results of the QoS fault localization for QFA. 

 NA NI FET Trace 

deep 

Fault 

detection  

Computation 

time 

QF1 100 5 0.0045 1 Y 1s 

QF2 100 5 0.0045 1 Y 1s 

QF3 100 5 0.0045 1 Y 1s 

QF4 100 5 0.0045 1 Y 1s 

QF5 100 5 0.0045 1 Y 1s 

QF6 100 5 0.0045 1 Y 1s 

Table 33. Results of the QoS fault localization for QFB. 

 NA NI FET Trace 

deep 

Fault 

detection 

Computation 

time 

QF1 10 5 0.0035 1 Y 1s 

QF2 10 5 0.0035 1 Y 1s 

QF3 10 5 0.0035 1 Y 1s 

QF4 10 5 0.0035 1 Y 1s 

QF5 10 5 0.0035 1 Y 1s 

QF6 10 5 0.0035 1 Y 1s 

Table 34. Results of the QoS fault localization for QFC. 

 NA NI FET Trace 

deep 

Fault 

detection 

Computation 

time 

QF1 1000 5 0.006 1 N 17s 

QF2 1000 5 0.006 1 N 15s 

QF3 1000 5 0.006 1 N 16s 

QF4 1000 5 0.006 1 Y 17s 

QF5-2 1000 5 0.006 >1 Y 15s 

QF6-2 1000 5 0.006 >1 Y 16s 

 

  



Table 35. Results of the QoS fault localization for QFD. 

 NA NI FET Trace 

deep 

Fault 

detection 

Computation 

time 

QF1 1000 5 0.007 1 N 16s 

QF2 1000 5 0.007 1 N 17s 

QF3 1000 5 0.007 1 N 17s 

QF4 1000 5 0.007 1 Y 16s 

QF5-2 1000 5 0.007 >1 Y 15s 

QF6-2 1000 5 0.007 >1 Y 16s 

 

5.7 QoS Attack Experiment 

 

In the QoS attack problem, we applied the UTFACO framework, which can detect 

the anomalous traffic to attack the target router. We determined the parameters WWa, 

WWb, Thr_same, Thr_inv_c, Thr_inv_d, and Thr_inv_e. Table 36 shows that all examples 

can detect attacks. Nevertheless, the optimal parameter must be obtained through 

empirical experiments. For cases QAA–QAD, Thr_inv_c, Thr_inv_d, and Thr_inv_e are 

not less than 10
-6

. 

Therefore, the results of attack detection are accurate, and the computation time is 

less than 5s. The parameters WWa and WWb have the same value, and the parameter 

Thr_same is fixed to five packets. Tables 37–39 show that the QA2 is more difficult than the 

other examples. Moreover, all cases converge in a short time. The coefficient values of WWa 

and WWb are decreasing from 1.1 to 0.5 such that the successful attack detection reduces cases 

QAA and QAD.  

Thereafter, QAB and QAC show the parameters Thr_inv_c, Thr_inv_d, and Thr_inv_e, 

which can affect the attack detection ability of the UTFACO framework. The QoS attack 

includes the DoS attack in general. Consequently, the behavior of the QoS attack may disturb 

the arbitrary router or network. Although the QoS attack is not a flooding attack, the 

throughput is affected in the network. In particular, the QoS attack may occur in a large-scale 

network. Therefore, the proposed framework can defeat the attack efficiently and effectively. 

Table 36. Results of the QoS attack for QAA. 

 WWa/WWb/ 

Thr_same 

Thr_inv_c Thr_inv_d Thr_inv_e Attack 

detection 

Computation 

time 

QA1 1.1/1.1/5 e-6 e-6 e-5 Y 3s 

QA2 1.1/1.1/5 e-6 e-6 e-5 Y 2s 

QA3 1.1/1.1/5 e-6 e-6 e-5 Y 4s 

QA4 1.1/1.1/5 e-6 e-6 e-5 Y 3s 

QA5 1.1/1.1/5 e-6 e-6 e-5 Y 4s 

QA6 1.1/1.1/5 e-6 e-6 e-5 Y 3s 

 

  



Table 37. Results of the QoS attack for QAB. 

 WWa/WWb/ 

Thr_same 

Thr_inv_c Thr_inv_d Thr_inv_e Attcack 

detection 

Computation 

time 

QA1 1.1/1.1/5 e-4 e-4 e-4 Y 3s 

QA2 1.1/1.1/5 e-4 e-4 e-4 N 3s 

QA3 1.1/1.1/5 e-4 e-4 e-4 Y 3s 

QA4 1.1/1.1/5 e-4 e-4 e-4 Y 4s 

QA5 1.1/1.1/5 e-4 e-4 e-4 Y 4s 

QA6 1.1/1.1/5 e-4 e-4 e-4 Y 3s 

Table 38. Results of the QoS attack for QAC. 

 WWa/WWb/ 

Thr_same 

Thr_inv_c Thr_inv_d Thr_inv_e Attack 

detection 

Computation 

time 

QA1 1.1/1.1/5 e-2 e-2 e-1 Y 2s 

QA2 1.1/1.1/5 e-2 e-2 e-1 N 3s 

QA3 1.1/1.1/5 e-2 e-2 e-1 Y 4s 

QA4 1.1/1.1/5 e-2 e-2 e-1 Y 2s 

QA5 1.1/1.1/5 e-2 e-2 e-1 N 3s 

QA6 1.1/1.1/5 e-2 e-2 e-1 Y 3s 

Table 39. Results of the QoS attack for QAD. 

 WWa/WWb/ 

Thr_same 

Thr_inv_c Thr_inv_d Thr_inv_e Attack 

detection 

Computation 

time 

QA1 0.5/0.5/5 e-6 e-6 e-5 Y 2s 

QA2 0.5/0.5/5 e-6 e-6 e-5 N 2s 

QA3 0.5/0.5/5 e-6 e-6 e-5 Y 4s 

QA4 0.5/0.5/5 e-6 e-6 e-5 Y 3s 

QA5 0.5/0.5/5 e-6 e-6 e-5 Y 3s 

QA6 0.5/0.5/5 e-6 e-6 e-5 Y 3s 

 

5.8 Theoretical Deduction and Discussion 

 

5.8.1 Network Topology Analysis of the Minimum Flow, PPM, and ACO Methods 

 

The framework program can parse the network topology dataset in advance. The 

number of routers and edges is 361 and 858, respectively. The average edge of each 

router has two or three connections. The number of edges of each router is not uniformly 

distributed. Therefore, some routers have more edges than the other routers; in other 

words, the number of edges is more than six, and the bandwidth limit of each router is 

1.3Mbps. Assume that the attack period is 0.1s and search depth of the algorithm is seven. 

Consequently, we can determine six edges at a path. 

 

CASE 1: (Group B is the attack group) 

 

        The first depth (depth is one) has three edges A, B, and C with flows of 3, 2, and 

1Mbps, respectively. The second, third, fourth, fifth, and sixth depths have the same flow. 

Nevertheless, the actual attack path is Group B (b1->b2->b3->b4->b5->b6).  



(a) The first assumption applies the minimum flow method to determine the attack path. 

The path of Group A is determined each time such that the actual path of Group B 

cannot be determined. 

(b) The second assumption applies the PPM method to determine the attack path. If the 

number of packets is not sufficiently high to determine the attack part in a short time, 

then lower accuracy is obtained. In this case, Groups A, B, and C may belong to the 

attack traffic to point of view of PPM. The number of hops is sufficiently high to 

reconstruct a path. Moreover, the extraction time is not sufficiently long to gather 

more information (i.e., the number of packets is not sufficiently high for determining 

the attack path, and therefore, high accuracy cannot be obtained). 

(c) The third assumption applies the UTFACO framework to determine the attack path, 

and the UTFACO framework may not obtain the minimum flow of the path of 

Group A. Because the proposed method considers the time interval of the attack, the 

attack packet may be filtered by a high probability. Therefore, after the UTFACO 

framework filters the anomalous traffic, the reserved packets are considered by the 

ACO-based metaheuristic algorithm. Thus, the path of Group A is not determined 

each time (traffic of Group A does not contain malicious packets, and it may cause 

network congestion to produce a high number of packets). In addition, UTFACO 

considers selection ability. An ACO-based method easily determines the path of 

Group B as the solution. We conducted the optimization experiment for obtaining 

high accuracy through the parameter design of the algorithm. Finally, the proposed 

method has a termination condition and uses the advanced counting BF, which can 

converge in a very short time. 

 

CASE 2: (Group A is the attack group) 

 

The first depth (depth is one) has three edges A, B, and C with flows of 1.2, 1.19, 

and 0.6 Mbps, respectively. 

 

(a) The first assumption applies the minimum flow method to determine the attack path. 

The path of Group A should be determined each time, and the accurate attack path is 

obtained. Furthermore, all possibilities are considered for obtaining high accuracy, 

even if the efficiency is low. 

(b) The second assumption applies the PPM approach to determine the attack path. PPM 

is a probabilistic model and it considers the number of hops for reconstructing the 

attack path. Therefore, the paths of Groups A or B are determined as the solution. 

The accuracy may be low, and deviation may be high. 

(c) The third assumption applies the ACO-based method to determine the attack path. 

The ACO method may use a higher probability value (i.e., q0=0.9) and may provide 

a priority solution as the minimum value multiplied by the pheromone quantity and 

the heuristic value. Consequently, the paths of Groups A or B are determined as the 

solution. Moreover, the traffic flow size of Group B is closer to that of Group A. 

Therefore, low accuracy may be obtained (i.e., the congenial feature of ACO 

includes high robustness). 

 

  



CASE 3: (Group A is the attack group) 

 

The first depth (depth is one) has three edges A, B, and C with flows of 1.2, 0.5, and 

0.3Mbps, respectively. 

 

(a) The first assumption applies the minimum flow method to determine the attack path. 

The path of Group A is determined each time with low efficiency. 

(b) The second assumption applies the PPM method to determine the attack path. The 

path of Group A is determined as the solution with a high probability and high 

accuracy. 

(c) The third assumption applies the ACO-based method to determine the attack path. If 

the suitable parameter value is selected, then the path of Group A is determined as 

the solution with a high probability. High accuracy is obtained because of rapid 

convergence. 

 

Summary: 

 

According to Cases 1–3, the proposed UTFACO framework obtains high efficiency 

and accuracy for withstanding the DoS attack. Furthermore, a comparison of the 

proposed method with other approaches showed that the other methods have higher 

accuracy than the UTFACO framework does in some cases. However, the UTFACO 

framework has higher efficiency and variation (i.e., robustness) than the other approaches 

do. 

 

5.8.2 Extended Problem to DDoS Attack 
 

To the DDoS problem, we discuss the problem as follows. Moreover, low-rate 

DDoS (LDDoS) attack is composed of the features and parameters of LDoS attack [45]. 

From the aspect of attack behaviors, they are similar. LDoS is the attack originated from 

the single source while LDDoS is distributed attacks from multiple sources. LDoS floods 

attack from the single source but LDDoS is from multiple hosts that can launch slight 

traffic simultaneously to achieve bandwidth attack. Furthermore, we distinguish LDoS 

and LDDoS from the symmetric and periodical characteristics in that they can assume 

immediate router subverted for coordinating attacks to a target victim router. 

We can take into account of multiple attack situations, in LDDoS case. Moreover, 

the original algorithm is revised in parameters for generating the revised algorithm, 

multiple fault UTFACO algorithm (MUTFACO). The experiment and performance is 

designed and evaluated in the future. In our further research, we will focus on extending 

this study to LDDoS attack. Due to the detection and identification of multiple attacker 

situations, the core algorithm is modified to automatically adjust the corresponding 

victim router number to adapt to different attack cases. Because the architecture of the 

original algorithm is highly flexible, it can be easily revised to fit multiple attacker cases.  

The revised MUTFACO can be divided to NPF, QoS fault filter, ACO algorithm 

and BF method. The proposed algorithm is divided into two parts to defeat LDDoS 

attack detection and identification problem. The LDDoS attack must set some zombie 

machines. The behaviors of the bots are like a normal user. First, the detection is resolved 

by NPF and QoS fault filter. Second, the IP traceback issue is resolved by ACO 



algorithm and BF method. Consequently, we can apply the proposed method to handle 

LDDoS problem. 

6. CONCLUSION AND FUTURE STUDIES 

This paper proposes the UTFACO framework. We discussed and analyzed the 

problem for further research. The time complexity was evaluated using a theoretical 

proof with practical situations. In addition, we considered the QoS attack and QoS fault 

localization for the related QoS violation cases and DoS attack problems. 

The UTFACO framework was compared with the PPM approach, demonstrating 

that the UTFACO framework is considerably more effective. Moreover, the UTFACO 

framework was compared with a conventional AS algorithm, and the proposed 

framework was observed to be more effective and efficient under DoS cases. For the 

related QoS problems, QoS attack identification and QoS fault detection were 

implemented and verified using the UTFACO framework.  

The simulated results showed that the proposed framework robustly, precisely, and 

rapidly identifies the attack paths and fault locations as well as quickly converges near 

the optimal paths.  

In addition, we considered that the UTFACO framework can efficiently determine 

the solution by using the BF (i.e., UTFACO with the BF). The experimental results 

showed that the computation time is less than five seconds, and the UTFACO framework 

with the BF exhibits higher performance than the UTFACO framework without the BF. 

The UTFACO framework was compared with other attack source identification 

techniques in different aspects, demonstrating that it requires lower network deployment 

efforts, provides more defense strength, and produces more satisfactory granularity 

traceability. 

Eventually, the UTFACO framework unified the threat source detection and faulty 

site identification because the problems of bandwidth attack, QoS attack, and fault 

localization were solved. Future studies should apply other metaheuristic methods to the 

framework for solving network security problems. 
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