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We propose a method to detect intrusions given interleaved event sequences. The event
sequences include alert sequences in a network and running processes on a host which are
both considered to contain mixed items with unpredictable orders in the temporal domain.
To detect intrusions with the interleaved event sequences, one of the major difficulties is to
separate the interleaved events that are produced by different users or for different inten-
tions. We propose a novel ATM algorithm to extract subsequences characterizing different
behaviors; afterwards, a method that is based on graph representation is used to detect in-
trusions. In a network, there could be intruders who plan a DDoS attack on an environment
that has mostly benign users. The proposed method can distinguish between different pieces
of network data owning different activities and locate where the intrusive behavior is. On
a host, users without enough privilege may gain access to data that they are not supposed
to see. The proposed method can detect the event subsequence that is associated with the
unauthorized activity given a usage sequence from users such as process, command or log
sequences. Given the network and host-based data, the experiment results show that the pro-
posed method can reach high detection accuracy while maintaining low false positives in the
intrusion detection task. Moreover, the graphs produced by the proposed ATM method are
also compared to the graphs generated from other methods to confirm that the graph repre-
sentation indeed describes the high confidence transitions between events.

Keywords: event sequence, host-based intrusion, interleaved event, intrusion detection,
network-based intrusion

1. INTRODUCTION

We propose a unified intrusion detection method that can deal with both of the net-
work data and host-based data under the same detection framework. One of the key issues
to successfully detect intrusions given an event sequence collected either in a network-
based or host-based environment is to separate events that correspond to different be-
haviors or users where the various kinds of events are interleaved with each other in the
sequence, for instance, the event sequence in Figure 1(a). To separate the interleaved
events and retrieve event subsequences that belong to single behaviors or single users is
essential because the event transitions after the separation show more evidences of causal-
ities or possible multi-step attack scenarios than the transitions in the original interleaved
sequence. In a sequence of alert events, we may observe an intruder whose activities trig-
ger alerts scattering on many other false alerts produced by legitimate users. As another
case, multiple users may share the same CPU resources at a period of time on a cloud. If
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(c1) the graph from ATM (Wc = 2) (c2) the graph from ATM (Wc = 4)

Fig. 1. The challenges of extracting threads from an interleaved event sequence. (a) shows an
interleaved event sequence where all events are numbered to indicate various event types. There are
two subsequences (called threads) interleaved to each other in (a): a squared one (1-2-1-2-3-1-2-3)
and another (4-5-6). Given the original sequence in (a), we can find the graphs in (c1) or (c2) which
are almost identical to one of the true graphs in (b).
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Fig. 2. The user behaviors in two kinds of event sequence: (a) an attack behavior extracted from an
alert sequence; (b) a software development behavior extracted from a process sequence.

we consider the sequence of running processes recorded in a time slice on the cloud, we
find the processes, possibly for different computing purposes are likely interleaved with
each other. It is clear that extracting alerts or processes that belong to single behaviors or
single users is critical for cloud environment monitoring and intrusion detection.

The event separation for interleaved sequences may not be trivial. The event features
may provide clues for us to know how the events are generated, or generated by whom
and we can surely use that clues to separate events that belong to different behaviors or
different users. For network environment, we can use source or destination IP addresses
to separate alert events that belong to different users or for different purposes. On hosts,
we can use usernames to discover who own different sets of processes. However, the
above information such as IP addresses or identities may not always be available and reli-
able, especially when the network or host is under attack. To effectively detect intrusions
robustly, we have to find an alternative approach.

We propose an intrusion detection method that can extract sequential events, called
threads where each belongs to a single activity from an interleaved event sequence and
detect intrusions in the set of extracted event subsequences. In Figure 2, we discuss two
examples that we can apply our method for intrusion detection. The first example, which
is shown in Figure 2(a) focuses on network intrusions. In cloud environment, we often
see attacks that can compromise not only traditional but also virtual networks. To avoid
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network attacks, we usually adopt a network-based Intrusion Detection System (IDS)
such as Snort [1] to issue alerts constantly for subsequent experts’ confirmation. Given
the alert sequence, we can extract threads or subsets of events from the sequence that are
associated with different users or behaviors. In (a), we have an extracted alert sequence
(or a thread) with the alert types shown by numbers. In this sequence, we may find a match
between the sequential alerts (or a thread) and a multi-step attack scenario: searching a
target, scanning, and attacking if the alert thread forms an attack sequence.

The second example, as in Figure 2(b) is about host-based intrusions. Given a set
of sequential process data collected on a host or a virtual machine with multiple users,
the proposed method can extract the process patterns that belong to different users and
separate intrusive users from authorized users. In cloud service environment, user iden-
tification is especially important if the regular identification routines in the cloud are not
reliable and there is more than a single user who shares the same resources in the envi-
ronment. As long as we can separate event threads that belong to different users, we can
build a model for each user to describe his/her unique behavior and detect intrusions or
unauthorized use afterwards. In (b), given an extracted process sequence, we may find a
user who runs processes that correspond to the loop of editing, compilation, and execu-
tion in a software development task. At the same time, we may also find an attacker in
the cloud who plans to block the service as much as he/she can to maximize the compu-
tation power; or attempts to cause a fault in the operating system and gain control of the
authorized users’ applications, systems, or networks.

In this work, we focus on intrusion detection given two types of event sequences:
the alert sequence from network environment, and the process sequence monitored on a
host or a server. Given an event sequence, we can extract events that belong to different
users from the sequence based on a ATM algorithm1, represent the events of a single user
in a pattern graph, and classify the events as a normal or malicious behavior. We state the
focused problem and introduce the proposed method below.

Focused Problem and Proposed Method

Given an event sequence such as an alert sequence or a process sequence s =
(s1,s2, . . . ,sn, . . . ,sN), sn ∈ S, where S is the set of alert types or process types, and a
set of known behavior patterns B, we aim to solve the following problems:

1. Extract threads/subsequences t’s where each t belongs to a single behavior; and

2. For each found t, classify t as a type of behavior b ∈B.

Given an alert sequence or a process sequence, behavior patterns may include a normal
one and a malicious one, and the problem simply becomes a binary classification problem.
Before the classification, we have to extract threads that correspond to different behaviors
from the interleaved sequence. For instance, Figure 1(a) shows an event sequence which
consists of a thread (1,2,1,2,3,1,2,3) and another thread (4,5,6), each could be from a
unique user or form a unique behavior. To understand patterns of the event sequence, we
first need to recover the “pre-mixed” threads, one thread for each individual user. As soon
as the threads are extracted, the behavior patterns (instead of mixed, complicated, noisy
and summarized patterns) can be relatively easy to be observed and described for each
single user/behavior.

In this work, the key features as well as our major contributions include:

1We further discuss the details in Section 3.
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• We detect intrusions with two different types of inputs, namely the network data
and host-based data under a unified view.

• To deal with interleaved event sequences, we propose a novel algorithm called
ATM, to extract meaningful individual patterns from the sequences.

• We propose a graph-based representation for behavior patterns and a dissimilarity
measure for the comparison of two patterns.

In this work, a graph (or we call it a hyper-event) rather than a single event is a high-level
representation for each individual pattern and the graph structure provides rich informa-
tion such as the causal correlations between events for domain experts to confirm the
final pattern classification (e.g., to be malicious or not) and therefore should be useful for
intrusion detection.

The rest of the article is organized as follows. In Section 2, we review the previous
works about intrusion detection, alert correlation, sequence analysis and other related top-
ics. After that, in Section 3, we introduce the method for thread extraction and intrusion
detection given the alert sequences and process sequences. In Section 4, we describe the
data sets that we use in this study and their statistics. It is followed by Section 5, where
we show the performance of the proposed method and compare the result with that from
other approaches. At last, we conclude our work in Section 6.

2. Related Work

From the methodology viewpoint, we deal with event sequences and discuss some
previous works related to sequential data analysis. For the application point of view,
we survey some past works on the problems of intrusion detection and alert correlation.
Some graph-based methods are also mentioned.

2.1 Sequence Analysis

One of our objectives is to detect behavior patterns from event sequences. In this
part, we discuss some previous works on event mining, including a rich set of works on
sequence alignment. To understand the patterns in event sequences, it is helpful if we
can define the relationship between two event sequences. One of the most widely used
methods to describe the relationship of two sequences is edit distance. In the case of heavy
interleaving in a sequence, the edit distance is not appropriate to describe the relationship
between two sequences. Likewise, various sequence alignment methods, e.g., finding
the longest common subsequences (LCS) [2] do not work either as they are considerably
sensitive to the orders of one-by-one individual events.

To extract patterns from event sequences, Lin et al. [3] proposed a symbolic repre-
sentation, called SAX for time series or streaming data, but mainly for continuous data.
Toivonen et al. [4] processed events of Nokia routers, and reported frequent subsequences,
by extending the Apriori algorithm [5]. In mining of frequent patterns with gapped con-
straint, several works focus on the reduction of subsequence candidates based on Apriori
property [6, 7]. Ji et al. [8] studied the minimal distinguishing sequences (MDSs) with a
gapped constraint which occurs frequently in one class but infrequently in another class,
and they developed an efficient algorithm named ConSGapMiner to prune the generated
candidate patterns. Mining MDSs among sequences could also be regarded as the en-
hancement of measuring the dissimilarity between sequences. Mining the frequent closed
sequences is also a way to provide more compact result with better efficiency. Ding et
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al. [7] proposed an efficient approach for finding closed repetitive gapped subsequences
which generates much smaller candidates of sub-sequences. Zaki et al. [9] proposed a
combined technique for modeling complex pattern in sequence data. Wang et al. [10]
proposed an efficient algorithm for mining closed sequences without maintaining any
candidates. All the above approaches intend to discover specific patterns in efficient way.
To speak of our case of distinguishing behaviors from difference categories of event se-
quences with interleaving or high variance of patterns, it is unlikely that those methods
can be helpful. In the next section, we propose our system.

2.2 Intrusion Detection

There are many intrusion detection techniques to recover attack scenarios2. To con-
sider the techniques that are the most related to this work, we focus on the the IDS that
takes alert sequence as the input to find attacks or malicious behaviors. Given an alert
sequence issued by an IDS on a network, considering several alerts within a period rather
than one alert at a time is usually the approach to detect intrusions and to understand the
true intention of the network data. By doing so, we not only enhance the possibility and
confidence to classify alerts to be benign or malicious ones; at the same time, we also
reduce the number of alerts that are necessary for classification because we classify alerts
in a group-based fashion.

Several alert correlation approaches [12, 13, 14, 15] have been proposed to solve the
problem. Basically, the approaches are categorized into three kinds of techniques. The
first category correlates the alerts by the similarity measurement on the alert attributes.
Both of Staniford et al. [16], and Valdes et al. [17] proposed the alert correlation methods
based on the information such as the source, target IP addresses and the port number.
They can correlate these alerts aggregately with the same IP addresses or port numbers.
However, the drawback is that they cannot easily discover the whole causal relation for
those related alerts not from the same address. Julisch [18] clustered the related alerts by
the root causes, because the related alerts usually share the same root causes. In principle,
the approach is believed to highly reduce the number of alerts for analysis compared to
previous approaches, however, with the trade-off of longer computing time.

The second category is based on the attack scenarios defined by human experts or
learned from data. Cuppens et al. [19] and Dain et al. [20] fall into this category. Cuppens
and Ortalo created a declarative language called LAMBDA to specify attacks. Dain and
Cunningham combined data from heterogeneous sources to build scenarios. Both of their
methods can deal with the data containing forged IPs, therefore, more powerful than the
previous methods in general.

The third category is based on the specification of individual attacks. Templeton and
Levitt [21], and Ning et al. [22, 23] proposed the alert correlation methods by matching
the preconditions and consequences of alerts. Their methods correlate alerts if the pre-
conditions of some later alerts are satisfied by the consequences of some previous alerts.
These methods can discover the potential causal relationship between alerts.

There are also some other techniques that used precondition and consequence of
attacks; afterwards, the techniques produced the scenario graph [24, 25, 26] which were
applied to network security. Other than that, the model checking technique determines
whether or not a formal model of a system satisfies a given property. Ammann [27]
used model checking for vulnerability analysis of networks. But they only can obtain
one counterexample. Wing [28] modified the model to produce the attack graphs [29,
30, 31] for possible attack representations. The path in an attack graph shows the way

2See [11] for a list of most recent IDS related systems.
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of compromising the system. Zhu and Ghorbani [32] built attack graphs to represent
the transition probabilities between different alert types. A more recent work, Idika and
Bhargava [33] proposed a suite of graph-based security metrics and an algorithm to decide
vulnerabilities. There are some previous efforts that focused on the intrusion detection
applied to one of the most popular KDD’99 dataset [34], [35], [36] [37]. The classifiers
for intrusion detection were built based on a set of expert-selected features. Apparently,
significant human efforts are necessary for these approaches.

3. Proposed Method

In this section, we introduce the proposed method for intrusion detection for
network-based and host-based intrusions. Given an event sequence, to detect intrusions
of many kinds, the first goal is to “understand” the behavior patterns hidden in the se-
quence, and then classify the behaviors into a benign or a malicious type of some sorts,
or the behavior that belongs to a particular account owner. In reality, there are problems
that prohibit the classification from reaching the perfection. For instance, in a network
setting, packet streams come in an interleaved manner and various behaviors are mixed
together. To find out what the true intention of the network packets, we need to separate
subsequences (or threads) that belong to different sources/users. When different users
share a powerful server for computation at the same time, the server must need to identify
if there is any account misuse, such as stolen accounts or one account with multiple login-
on sessions from different users, if given system logs for forensics. It is again the case
that we need to work on interleaved data streams because we can not simply use account
usernames to sort data into several types with each belongs to a single individual and, to
decide who the true user is or what kind of user behavior it belongs to. To solve the above
problems, we propose a system with novel algorithms for the tasks.

The main components of the system include three parts: sequence partition, behav-
ior thread extraction and behavior dissimilarity measurement, further described below.
Before doing so, we introduce some definitions and notations that are used in this work.

3.1 Definitions and Notations

• Event sequence: A sequence of events s = (s1,s2, . . . ,sn, . . . ,sN) where sn ∈S and
S = {τ1,τ2, . . . ,τK} is the set of all K event types. Examples include an alert
sequence or a process sequence.

• Thread: A thread t = (t1, t2, . . .) = (st(1),st(2), . . .) is a subsequence of an event
sequence that contains a specific normal or malicious behavior. For instance, an
FTP task consists of at least three actions: typing password, going to a particular
directory and uploading/downloading files. When the task is transmitted through a
network, we expect the action sequence interleaved with packets of other actions in
the network. In this situation, we would like to recover the original action sequence
such as to extract the packets only corresponding to the FTP actions in this case.

• Major/minor thread: An event sequence may include more than one thread in the
sequence, which correspond to different user behaviors. Among those threads, one
thread could have more observations (higher saliency) than others. In math, given
a thread t = (t1, . . . , tm, . . . , tM), we define the number of occurrences for a pair
of event types (τi,τ j) to be #(τi,τ j) = |{(tm, tm+1) : τi = tm,τ j = tm+1, 1 ≤ m ≤
M−1}|. Given a sequence s, a thread t in s is a major thread if all the numbers of
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Fig. 3. Directed graphs contain: (a) a cycle, (b1) a strong shortcut and (b2) a weak shortcut. In (b1),
the shortcut path π ′(u,v) = (u,v) has length 1, shorter than the path π(u,v) = (u,u1,u2,v) which
has length 3. The path π ′ is also a strong shortcut. On the other hand, in (b2), π ′′(u,v) = (u,v1,v),
a shortcut of length 2 is a weak shortcut. We aim to remove the strong shortcut path π ′ by our
proposed algorithm.

event pair occurrences in t are larger than or equal to all the numbers of event pair
occurrences in any other threads t′ in s. All threads that are not major threads are
called minor threads. It is simply an ideal case to discuss between major threads
and minor threads. In reality, even the the assumption is too strong to be true for
finding major threads, we can still obtain more than acceptable outcomes from the
studied datasets most of the time.

• Correlation window: The size of correlation window (Wc) defines the range of di-
rect correlation between a pair of events. That is, given an event sequence s, we call
two events sn,sm in s (directly) correlated, or event sn triggers event sm if n < m and
|m−n+1| ≤Wc .

• Scenario window: Given an event sequence, we define the scenario window (Ws) as
the size of the window that is likely to include all the events, from the beginning to
the end for a group of behaviors. Typically, we set Ws to be around a few hours to
a day in this work.

• Thread transition graph: Given a thread, we build a directed transition graph G =
(V,E,M) with vertex set V , edge set E, and transition matrix M. The vertex set V
includes all different possible event types, such as all types of alerts, or processes;
E denotes the transitions between vertices; and M is the transition matrix where Mi j
records the transition probability/counts going from vertex (event type) i to vertex
(event type) j.

• Shortcut: Given two vertices u,v ∈ V on a directed graph G = (V,E), if there ex-
ists two paths going from u to v such as π1(u,v) = (u=u1

1,u
1
2, . . . ,u

1
`1+1 = v) and

π2(u,v) = (u= u2
1,u

2
2, . . . ,u

2
`2+1 = v), and the length of π1 is less than or equal to

π2, or `1 ≤ `2, we call π1 a shortcut from u to v if compared to π2. When `1 = 1,
we call it a strong shortcut, otherwise, a weak shortcut. One example is shown in
Figure 3 (b1) & (b2). Basically, we tend to remove strong shortcuts, while weak
shortcuts may remain in our thread transition graph construction.

3.2 Sequence Partition

Given an event sequence, first of all, we apply a preprocessing step to chop the
sequence into several different subsequences so that it is easier to analyze the events
and the event correlations in each individual subsequence. We discuss two approaches:
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a) the partition based on a temporal consideration; and b) the partition based on a spatial
consideration, i.e., the partition based on IP address or host information, further described
below.

3.2.1 Temporal Based Partition

Given an event sequence such as NIDS alert records or user process data, we assume
that each thread terminates in a limited window size. For instance, we can consider a
partition of sequence s = (s1,s2, . . .) into Ws-length subsequences s1 = (s1,s2, . . . ,sWs),
s2 = (sWs+1,sWs+2, . . . ,s2Ws), etc.

3.2.2 Spatial/IP Based Partition

In network data, the IP address is usually informative to separate packets from dif-
ferent network users. In a cloud-based environment with unknown users connected for
resource sharing, the account information is usually used to separate the tasks from dif-
ferent users. As discussed, the above information, either the IP address or username is
not necessarily trustful due to the possibility of, for instance, dynamic IP assignment,
user camouflage, etc. Still, we can use such information, called spatial information on
sequence partition and help us to find subsequences where event correlations can be eas-
ily observed in each subsequence. Because the spatial information is not 100% accurate,
we shall apply a thread extraction algorithm (discussed in the next sub-section) to further
improve the performance.

3.3 Behavior Thread Extraction

Given the sequence partition result, the goal of behavior thread extraction is to extract
threads from the partitioned sequences and use a graph to describe the correlations be-
tween events for each thread. Ideally, we expect each thread (or its corresponding graph)
represents an intention or a behavior from a specific user (a normal one or an intruder)
such as someone performing an FTP download, or trying to break an account. We propose
an approach, called ATM (All-pairs, Threshold, directed Maximum spanning tree), includ-
ing three steps: All-pair correlation computation, Thresholding low frequency counts for
noise removal, and building directed Maximum spanning tree to find thread graphs from
the partitioned sequence, further described below.

• All-pair computation: In a partitioned sequence, we consider all event pairs to be
candidates of correlated events if the event pair is within a pre-specified window,
called correlation window. The design should give an over-estimated result. We
further refine the result by the following two steps to remove some unwanted event
pairs for correlated event consideration.

• Thresholding: We discard the event pairs with low frequency count to remove noisy
or erroneous relations. In the corresponding thread graph, we discard the edge that
has weight (or counts) smaller than a pre-specified threshold (θ ).

• Finding directed maximum spanning tree: In the directed thread graphs, we discard
the shortcut edges by finding the maximum spanning tree in the graphs.

We discuss each of the steps in more details in the next three subsub-sections.
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3.3.1 All-Pairs

Given a partitioned subsequence obtained from sequence partition, we want to ex-
tract threads from it so that a thread contains only events for a single behavior or from a
single user. For a partitioned event sequence (or subsequence) s = (s1,s2, . . . ,sn, . . .), we
consider an event pair to be the possible correlated events if they are within a correlation
window distance, denoted by Wc. The rationale behind it is that we expect each pair of
events to be the possible candidates of directly correlated events if they are not very far
away from each other (within Wc). Clearly, some of the candidates are not true corre-
lated events, the next two steps can help us to find the “true” correlations among those
candidates.

In a sequence s, we count 1 for each occurrence of event pair (sn,sn+w−1) if n ≥ 1,
n+w−1≤ |s|, and 2≤w≤Wc , where |s| is the sequence length after sequence partition.
The result is stored in a matrix M, with Mi j denotes the number of counts that we observe
in the sequence for a pair of (ordered) event types (τi,τ j). In case that we need to compute
probabilities, we can normalize the counts to probabilities by

Pi j = P(τ j | τi) = Mi j /

(
|S |

∑
k=1

Mik

)
, (1)

where |S | = K denotes the number of all possible K event types. As mentioned before,
the frequency counts and the probabilities are expected to be over-estimated by the all-pair
consideration.

Using either the frequency counts or probabilities for event type pairs, we construct
a directed graph called thread transition graph to reveal the (directed) event correlations.
The thread transition graph G = (V,E,M) is composed of a vertex set V for all event
types, an edge set E, and a transition matrix M that serves as the weights on the graph.
A directed edge from u to v indicates that there exists significant amount of observa-
tions of the pair (su,sv) in the sequence. We build a graph for each partitioned sequence.
For instance, if we use the temporal information with scenario window size Ws for se-
quence partition, we have one graph for each of the sequences3 s1 = (s1,s2, . . . ,sWs),
s2 = (sWs+1,sWs+2, . . . ,s2Ws), etc.

To give a concrete example, we consider a partitioned sequence of length 11 in Fig-
ure 1(a) which consists of two interleaved threads t1 = (1,2,1,2,3,1,2,3) (shown in solid
squares) and t2 = (4,5,6) (shown in dash squares), we want to extract the threads, with
corresponding graphs in (b) by our method. The all-pair counts for Wc = 2, Wc = 4 are

MWc=2 =

τ1 τ2 τ3 τ4 τ5 τ6

τ1
τ2
τ3
τ4
τ5
τ6


2 1

2 1
1

1
1

1


, and MWc=4 =

τ1 τ2 τ3 τ4 τ5 τ6

τ1
τ2
τ3
τ4
τ5
τ6


1 3 2 1 1 1
2 1 2 1 1
1 1 1
1 1 1
1 1 1

1 1


,

respectively. The final result from the proposed ATM approach are in (c1) and (c2), for
the cases of Wc = 2 and Wc = 4, respectively. (c2) basically catches the major thread in
(b), further discussed below.
3Using sliding windows can also be a choice.
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Fig. 4. Given (a) an original graph; selecting the top four edges produces the graph in (b), if the
threshold θ is chosen to be 5; and based on (a), the DMST generated by Algorithm 2 is shown in (c).
If we apply the thresholding followed by DMST, we produce the graph in (d). A variant procedure
can work on probabilities instead of counts.

3.3.2 Threshold and Maximum spanning tree

For the sequence in Figure 1(a), the thread transition graphs in (b) is the ideal set of
graphs that we want to find. In our approach, based on the all-pair result, we first discard
the edges that have counts lower than a threshold and second, select a directed maximum
spanning tree to approximate the true graphs. We believe that even the sequence is highly
interleaved, those false correlations can be removed after the two additional procedures.

There are two kinds of event transitions that were over-estimated by the all-pair
consideration. For the sequence in Figure 1(a), given Wc ≥ 3, we may count the pair
(1,4), or the pair (3,5), called random link which is a pair connecting two events in
different threads. In general, we expect the random links to have small counts because
there is no reason to produce a certain event pair with large counts if there is no causal
relationship between the pair of events. We set a constant threshold and consider edges
with counts below the threshold to be random links and discard them.

The second kind of over-estimation comes from the so-called shortcut. In Fig-
ure 1(a), the pair (1,3) links two events that are not directly related, but in the same
thread. To make the transition graph easier to visualize and analyze, we intend to remove
those shortcuts. We propose a directed maximum spanning tree (DMST) algorithm to find
the subset graph that does not have such shortcuts. The rationale why the DMST can se-
lect edges without shortcuts is because the shortcuts always contribute less than or equal
to the nearby pairs. For instance, the counts corresponding to (1,3) should be smaller
than the counts of (1,2) and the counts of (2,3). Because whenever we observe a pair
(1,3), we observe the pair (1,2) and the pair (2,3) as well. On the other hand, sometime
we only observe the pair (1,2) or the pair (2,3) but not the pair (1,3) because (1,3) may
occupy in a window larger than the correlation window, if Wc is small.

We show the complete ATM algorithm, consisting of All-pair counting, Threshold-
ing, and directed Maximum spanning tree computation, in Algorithm 1 and Algorithm 2.
In Figure 4, for the graph in (a), we can apply the thresholding to produce the graph in
(b), and to produce the graph in (c) by the DMST algorithm. To combine both the thresh-
olding and DMST procedures, we produce the graph in (d). A slightly different version
of the algorithms can work on probabilities (normalized counts) instead of counts.

3.4 Behavior Dissimilarity Measurement

Given a pair of thread transition graphs representing two user behaviors, we compute
their dissimilarity for subsequent behavior classification. We consider a graph-based dis-
similarity measurement. For two graphs G1 = (V1,E1,M1) and G2 = (V2,E2,M2) where
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Input: s = (s1, . . . ,sn, . . . ,sN), an event type set S , a constant integer Wc ≥ 2:
the correlation window size, and a constant θ : random link threshold.

Output: A thread transition graph G = (V,E,M) with vertex set V , edge set E,
and transition matrix M.

begin
create G = (V (S ),E←∅,M(|S |× |S |)) ;
for w = 2 : Wc do

for n = 1 : N−w+1 do
Msn,sn+w−1 ←Msn,sn+w−1 +1 ;

end
end
let E = {(i, j) : Mi, j > 0} ;
foreach (i, j) ∈ E do

if Mi, j ≤ θ then
Mi, j← 0 ;
delete (i, j) from E ;

end
end
return DMST(G ) ;

end
Algorithm 1: ATM (All-pair, Threshold, directed MST)

Input: A graph G (V,E,M)
Output: A refined graph G ′(V,E ′,M′) without shortcuts
begin

E ′←∅ ;
sort the edge E into non-increasing order according to M ;
foreach (i, j) ∈ E do

if there exists no (directed) path from i to j in E ′ then
E ′← E ′

⋃
{(i, j)} ;

end
end
M′i, j← Mi, j if (i, j) ∈ E ′ or M′u,v← 0 if (i, j) 6∈ E ′ ;
return G ′ = (V,E ′,M′) ;

end
Algorithm 2: DMST (Directed Maximum Spanning Tree)

M1 and M2 are non-negative, we define their dissimilarity by

D(G1,G2) = 1−
∑(u,v)∈E1∪E2

I(u,v)

∑(u,v)∈E1∪E2
U(u,v)

, (2)

where

I(u,v) = min{M1(u,v),M2(u,v)} and (3)
U(u,v) = max{M1(u,v),M2(u,v)} , (4)

record the minimum and maximum from two corresponding edges in two graphs, respec-
tively. Here we define the weight Mi(u,v) = 0 if (u,v) does not exist in graph Gi. That
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means when an edge exists in one graph but not the other, the edge weight will contribute
none to the numerator. Clearly, we have 0 ≤ D(G1,G2) ≤ 1. The dissimilarity measure
describes the dissimilarity between two behaviors. When two behaviors are exactly the
same or have the same transition graph, their dissimilarity (or distance) is equal to 0. On
the contrary, if two behaviors are different, their distance is larger than 0, but no more
than 1.

3.5 Graph Embedding and Classification

Given an event sequence, we partition the sequence into subsequences and extract
threads from the subsequences. For each thread, we build a transition graph to describe
the behavior. Afterwards, we compute the pairwise behavior dissimilarities. Based on the
dissimilarities, in principle we can plug in any classifiers to classify an unlabeled behavior
graph into one with certain intention, or any clustering methods for behavior grouping.
For instance, given network data like an alert sequence, we can extract threads from the
sequence and classify the corresponding graph as either normal or malicious one for each
extracted behavior thread; and given user process data, we can classify the corresponding
graph for a thread to be with a specific behavior or one owned by a particular user.

We adopt a manifold learning method called Isomap [38] for transition graph vi-
sualization and representation. The map produced by Isomap provides the interpretable
insight for further investigation from domain experts; also, it may further enhance the
performance of graph classification. As a purpose for evaluation, we conduct some clas-
sification tasks to demonstrate how effective the proposed method is. In this study, we
adopt SVM [39] for the classification tasks. There are several SVM variants that have
been proposed. We select smooth SVM (SSVM), which solves an unconstrained mini-
mization problem [40] for our evaluation.

4. Data Set Description

We use two types of data sets for our evaluation: a network-based data set and a host-
based data set to demonstrate how effective the proposed method is. The network data
includes alert sequences generated by an IDS. Basically we tend to use as little payload
information as possible to detect intrusions due to the privacy issue. The design is to allow
easy deployment of the proposed system to clients who do want a high standard of privacy
protection. The network-based data set is a private, real-world data set collected from one
of the sensors at Acer4 eDC (Acer e-Enabling Data Center). The host-based data set is the
one for monitoring processes executed on desktop computers, also a self-collected data
set. Table 1 summarizes the data statistics of our data sets.

Table 1. Data statistics. The labels in the Acer07 dataset indicate whether each alert
event is a true alert or false alert; and the label of User Process denotes who executes the
processes.

Dataset Duration Event No. Event Type No. Labels
Acer07 Aug. 30 – Sep. 7, ‘07 302433 15 2
Process10 Mar. 9 – 10, ‘10 1265 195 4

4http://www.acer-group.com/public/The Group/overview.htm
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Fig. 5. The distributions (in log-scale) of alert types for normal behaviors and attacks in the Acer07
dataset.

4.1 Network-based Data

The first data set used to evaluate the proposed method is the Acer eDC 2007 dataset
(Acer07)5 [41]. It is a real-word data set, comprises of alerts generated for inside packets
collected from August 31 to September 7, 2007, from Acer eDC (Acer e-Enabling Data
Center). Other than the alert information, we obtained the ground truth of attack labels
(attack or non-attack/benign) that were identified during the data collection period by
the system administrators at Acer following a complete analysis process and the issue of
anomaly tickets to the monitored organizations. Two kinds of network intrusion detection
systems (NIDSs) are used to identify suspicious network behavior in internal DMZ.

The data format for the network-based data includes the record ID, when the attack
(or normal behavior) occurred, the source and destination IP addresses of the attack (or
normal behavior) and its alert type. We use only the alert type as the input for our system.
In some occasions, we adopt the IP addresses, as the spatial information for the sequence
partition procedure. It is also compared to the procedure when no IP addresses have been
used in the partition.

To give a quick look of the Acer07 dataset, Figure 5 shows the distribution of
all alert types. Compared to the well-known the DARPA99 dataset [42, 43], the
Acer07 dataset does not have as many true alerts of types attempted-recon and
snort-portscan. That may due to that these two types of “attacks” are no longer
common, or no longer effective nowadays. In fact, most attempted-recon and
snort-portscan alerts in Acer07 are false alerts or considered harmless. One ex-
planation is that the Peer-to-Peer (P2P) becomes popular in recent years. If we just want
to do port scanning to search the resources shared in the network, these actions may be
considered legal. The network evolves, so as the intrusion detectors if we want them to
remain effective.

5http://linker3.csie.ntust.edu.tw/∼pao/research/acer07.htm
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4.2 Host-based Data

The real large-scale data for host-based intrusion detection with interleaved events
such as the event data for host-based intrusion detection in a resource-sharing PaaS en-
vironment is not trivial to acquire. Moreover, we hardly know what the real identities
behind the scene for the PaaS users even the raw event data can be acquired. Instead, we
collected a lab-scale data called Process10 that consists of user processes from several lab
members and assume the user processes can represent certain user behaviors in a period
of time. We simulate the process data from real PaaS environment by collecting process
data from several hosts, mixing them according to time stamps, and removing the orig-
inal host information afterwards for analysis. In this case, we have a highly interleaved
sequence for analysis without the users’ identity and hopefully, we can still pick up the
patterns from different user behaviors.

We use a tool to monitor user processes on hosts. According to the Microsoft De-
veloper Network (MSDN) [44], the .NET framework provides us the Process class to
access the local and remote processes and we can enable the start and the stop the system
process recording when necessary. We use some class properties to collect the process
data, listed as follows,

• The StartTime property: Get the time when the process is started.

• The HasExited property: Get a value indicating whether or not a specific
process has been terminated.

• The ProcessName property: Get the process name.

In the .net framework, the program checks the executed processes and records the start
time of the processes. Only the process type is used as the input for our analysis. The rest
data are used for various comparisons in our evaluation.

5. Experiment

In this section we evaluate the proposed method. We test how effective the proposed
method can help us for behavior analysis and use the analyzed result to detect intrusions
given network alert data or host-based process data. We also check carefully how well the
thread transition graphs can summarize the correlations between event type pairs. Based
on our evaluation, for network-based data, we can use the thread transition graphs to
describe malicious or normal behaviors and the graph-based labeling is effective to differ-
entiate the true alerts (associated with attack behaviors) from false alerts (associated with
normal behaviors). For host-based data, the graphs can describe users’ intentions when
they use computers or cloud-based services. In the next sub-sections, we list all experi-
mental parameters, followed by showing series of experiments for intrusion detections on
network-based data and host-based data.

5.1 Experimental Setting

The correlation window size Wc is used to decide how far the (direct) event corre-
lations still exist in a sequence. In principle, a larger Wc can catch more correlations,
but at the same time give us more unwanted pairwise event counts. On the other hand,
setting a large random link threshold θ may be able to remove those unwanted counts. In
the experiments, for each fixed choice of Wc, we set θ by searching the best choice from
θ = 0.1 to θ = 0.9 in the ATM algorithm to see which combination can give us the best
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performance. We set the scenario window size Ws to be 0.5 to 1 hour. The number of
neighbors used for Isomap is 4 for all the experiments. The intrinsic dimensionality of
Isomap, i.e., the dimensionality after Isomap is set to be 15 at all cases for simplicity. We
also give the result in 2-D for the purpose of visualization. All the parameters used in this
work are in shown in Table 2.

Table 2. Parameter settings and the size of training/test sets

Ws Wc KIso Dim. Training Test
Acer07 0.5 hr 2-11 4 15 Aug. 30–Sep. 6 Sep. 7
Process10 1 hr 4 4 15 Mar. 9 Mar. 10

Table 3. Thread transition graph statistics, for (a) graph node statistics for overall sets,
and (b) the size of the training and test sets.

Label Max Min Avg. Std.
Acer07 Normal 13 3 7.20 2.50

Attack 3 1 1.68 0.60

# of training # of testgraphs graphs
Acer07 127 23

Process10 16 27

(a) (b)

To evaluate the performance of the proposed method, we separate the data into the
training part and test part, as shown in Table 2. Note that all the event sequences are
transformed into graphs, and the prediction to be a behavior of certain type is all graph-
based in this work. We construct the behavior graphs and label them as true or false based
on the event labels in the sequence. For the network data, as a conservative way, a graph is
called malicious if any of the alerts in the graph is labeled as attack (positive); otherwise,
we label the graph as normal (negative). For the process data, we call a graph to be certain
label based on the majority of identity. Some graph statistics are shown in Table 3.

After the classification by SSVM, we provide several metrics to evaluate the pro-
posed method. We compute the precision P = T P/(T P + FP) and the recall R =
T P/(T P+FN), where T P is the number of true positives which represents the num-
ber of true attacks that are detected, FP is the number of false positives, and FN is the
number of false negatives. Also, we compute F-score by F = 2PR/(P+R), which should
give a fair comparison even the data is unbalanced, i.e., having a large portion data of one
kind or so (such as the Acer07 dataset). For host-based data, we want to verify which
person owns the behavior, given some pre-assigned identity. In other words, if there are n
users in the dataset, we do

(n
2

)
trials and compute the average result for evaluation. That

is, we have one as the genuine user and the other as the unauthorized user in each trial.

5.2 User Behavior Extraction on Real Data

We study the real-world data sets and demonstrate the thread transition graphs that
are produced by the ATM algorithm for the data sets. First, we show a network-based
user behavior graph to confirm a case of multi-step attack. It is followed by an example
of host-based graph to confirm a Java programming behavior. The results are shown in
Figure 6(a), for the network data; and in (b), for the host-based process data. In (a) ,
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Fig. 6. (a) Given the DARPA99 dataset, the multi-step attack captured by the ATM algorithm, and
(b) given the Process10 dataset, the user behavior captured by the ATM algorithm.

we capture various multi-step attacks from the the DARPA99 dataset, while in (b), we
observe that a user is trying Java programming, editing, compiling and running the code.

5.3 Quantitative Analysis

In the previous sub-section, we show the qualitative analysis about how the transi-
tion graph can represent user behavior. In real applications, the graph is shown to domain
experts where the graph can help experts to build intuition and make decision to either
accept the legal use or reject the malicious use from remote or host users. To further con-
firm how effective the proposed method is, we design some experiments for quantitative
analysis. For network data, we demonstrate how the proposed method can help for intru-
sion detection; and for host-based data, we show the proposed method can detect account
misuse, such as stealing user privilege from one with normal authority to root authority.

5.3.1 Sensitivity Analysis

First we run some sensitivity analysis on the proposed method and discuss how dif-
ferent choices of the parameters can influence the performance. Based on the ATM algo-
rithm, we use correlation window (of size Wc) to adjust how far we should still consider
the two events correlated. Basically, a larger Wc includes more true correlations, but at
the same time some random correlations are also covered. In real cases, we should tune
an appropriate window size according to different environments. In Table 4, a real-world
dataset Acer07 is considered to have highly interleaved data (a large number of threads),
than the lab-produced dataset DARPA99. Therefore, we suppose to use a larger Wc for
the Acer07 dataset than for the DARPA99 dataset. The table shows exactly the result.
For the Acer07 dataset, the best result is when we choose Wc = 9 to 10; however, for the
DARPA99 dataset, we should choose Wc = 4 to have the best result.

5.3.2 Effectiveness of ATM and Graph-based Dissimilarity Measure

In network-based data, such as an alert sequence generated by IDS, our goal is to
separate true alerts from false alerts. In our case, we extract threads from the sequence,
and transform each thread to a transition graph. Based on the transition graphs and the
proposed graph-based dissimilarity measure (Eq. 2), we can distinguish the graphs of nor-
mal behavior (called normal graphs) from the graphs with malicious intention involved
(called attack graphs). We adopt SSVM [40] to classify graphs into normal ones, or ones
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Table 4. The classification result based on different choices of correlation window size
(Wc = 2 to 11) and the Intrinsic Graphical Signature (IGS) method proposed by Pao
et al. [41] (combined with SVM, Naı̈ve Bayes (NB) and Logistic Regression (LR)), for
the Acer07 dataset. To compare with the performance on the DARPA99 dataset (listed
on the right), we choose the best Wc = 9 or 10 for the Acer07 dataset which is believed
to contain highly interleaved events than that in the DARPA99 dataset (with the best
Wc = 4). Also, the proposed ATM approach works better, in terms of F-measure than the
IGS method [41] for the Acer07 dataset.

Acer07 DARPA99
Wc F-score P R TrainingTest F-score P R TrainingTest

Err. Err. Err. Err.
2 0.36 1.00 0.22 0.14 0.31 0.67 0.80 0.58 0.78 0.10
3 0.29 0.53 0.21 0.15 0.44 0.66 0.68 0.64 0.75 0.10
4 0.44 0.66 0.33 0.18 0.34 0.73 0.66 0.82 0.15 0.23
5 0.38 0.66 0.26 0.08 0.38 0.63 0.78 0.52 0.10 0.24
6 0.40 1.00 0.25 0.11 0.34 0.61 0.80 0.50 0.16 0.24
7 0.35 0.59 0.25 0.13 0.40 0.63 0.73 0.55 0.09 0.25
8 0.50 0.75 0.37 0.17 0.34 0.65 0.79 0.55 0.05 0.23
9 0.76 0.71 0.83 0.16 0.18 0.57 0.72 0.47 0.18 0.27
10 0.76 0.71 0.83 0.10 0.19 0.51 0.70 0.41 0.06 0.30
11 0.57 0.66 0.50 0.13 0.31 0.41 0.91 0.26 0.10 0.30
IGS+SVM 0.46 0.36 0.64
IGS+NB 0.50 0.39 0.71 —
IGS+LR 0.50 0.50 0.50

Table 5. Given the Acer07 dataset, F-score, precision, recall, and error ratios, if we use
the proposed ATM algorithm, and the IP filtering method respectively. The bold-face
numbers indicate the best result in the category. The ATM algorithm gives better result
than the IP filtering method at all times.

ATM IP filtering
Threshold (θ ) 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 -

F-score 0.75 0.76 0.69 0.54 0.39 0.38 0.32 0.35 0.48
Precision 0.82 0.75 0.80 0.72 0.44 0.34 0.27 0.33 0.64

Recall 0.70 0.78 0.61 0.43 0.36 0.44 0.40 0.41 0.38
Training Err. 0.03 0.02 0.03 0.05 0.13 0.16 0.23 0.28 0.04

Test Err. 0.04 0.03 0.04 0.06 0.14 0.17 0.24 0.29 0.05

with attacks involved. As a result, the proposed ATM method works better than the pre-
vious approach that has been applied for the same dataset. In Table 4, we observe that the
proposed ATM achieve the F-measure equal to 0.76, which is superior to that from the
IGS approach proposed by Pao et al. [41], when W = 9 or 10. Note that the comparison
is hard to be 100% fair because the computation on detection accuracy, precision or recall
can base on one alert, a group of alerts [41] or can be graph-based, which is the case for
the proposed ATM method.

As a comparison with another approach to directly dealing with interleaved events,
we compare the proposed method with a naı̈ve benchmark approach from IP filtering,
i.e., using the IP addresses (the spatial information, see Subsub-Section 3.2.2) to extract
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Fig. 7. Given the Acer07 dataset, the 2-D graph-based plots based on Isomap for attack and normal
graphs. In (a), we use the ATM algorithm to build the graphs, while in (b), we use IP information to
build the graphs. The plot produced by the ATM algorithm clearly gives better separation between
the positive (attack) and negative (normal) instances/graphs.
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Fig. 8. Given the Process10 dataset, the 2-D Isomap plot for four user behaviors. Each instance
represents a transition graph (or a thread) which describes the process transitions and therefore may
reveal user behavior. We observe clear separation between different users. The instances on the
bottom-right area belong to the remote desktop or system programming activities. That is the only
overlapping between those users. There are some moments that we can not easily tell the difference
between different users. For instance, when a host is just started, only system processes are running
and we have no hint to tell who uses the host resources.

threads from sequences, then build transition graphs for classification, the ATM algorithm
gives better results. Our explanation is that IP information is informative to catch the
network activities; however, it is not enough because some IP information can be faked
or dynamic, therefore introduces difficulty for us to spot the intruders based only on IP
information.

To discuss the visualized result, Figure 7 shows the 2-D plots after Isomap. Each
instance in the plots represents either a normal graph (circle sign), or attack graph (cross
sign). Again, based on the ATM method, we can obtain better separation between two
groups of instances than the IP filtering method. Note that the classification is not neces-
sarily done in this 2-D space, but in the space with intrinsic dimensionality (equal to 15
in this case, see Table 2).

For the host-based data which consists of process sequences, the proposed method
can help us to verify the user identity according to the transition graphs. In the experiment,
we run the test for each pair of users to see if the behavior extracted from the transition
graph can confirm the given identity. That is, we assume different users may have differ-
ent behavior patterns. Figure 8 shows the 2-D Isomap plot of all user behaviors. Each
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Table 6. The summary of verification result based on the ATM algorithm and the pro-
posed dissimilarity measure. The correlation window size is set to 4.

ATM
Data Set Training Error Test Error

User Process 2010 (4 labels) 0.11 0.06
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Fig. 9. The comparison between the ATM method and the IP filtering method for the performance of
intrusion detection on (a) the Acer07 dataset and (b) the DARPA99 dataset. Both use the same graph
dissimilarity measure. In (a), we have better performance from the ATM method, while in (b), the
IP method gives better performance. It is because that the IP information in the DARPA99 dataset,
a lab-produced dataset is likely to be reliable and a complex method like ATM looks redundant in
this case. However, we suggest to use the ATM algorithm for real-world applications, as shown
from the performance of the Acer07 dataset. (c) is the comparison between the graphs produced
by the ATM algorithm and the graphs produced by the IP filtering method, given the DARPA99
dataset. The x-axis shows different values of α , as the lower bound to decide two graphs are similar
to each other.

point denotes a graph which describes user behavior of one whole hour. The clear sepa-
ration between different users’ behavior implies that different users indeed have different
behavior patterns. The only overlapped instances exist on the bottom-right corner, where
different users all involve in similar activities such as system programming or in a remote
desktop. Table 6 shows the authentication result by SSVM. It gives 6% average test er-
ror in the user authentication/verification task. That means that 6% of the true account
users can be mis-judged as intruders, or intruders mis-judged as the true account owners.
Of course, we can apply any model fusion methods (e.g., [45]) and combine with other
biometrics measures to further enhance the accuracy.

5.3.3 The Performance Comparison of ATM and IP Filtering Methods

We would like to compare the ATM method with the IP filtering method for the per-
formance of intrusion detection. Figure 9 shows the comparison results on both of the
Acer07 and DARPA99 datasets, using the same graph dissimilarity measure proposed in
this work. For the Acer07 dataset, our proposed method performs better than the IP filter-
ing method; on the other hand, for the DARPA99 dataset, our system is not as effective
as the IP filtering method. How DARPA99 is generated may explain why this happens.
DARPA99 is a lab-produced dataset, and most IP information is considered highly reli-
able; therefore, using only IP information for thread separation should perform well and
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the ATM procedures such as all-pair computation, thresholding and MSDT computation
look redundant. In the next paragraph, we show the IP filtering is no longer effective if
we have some portion of fake IP existed in the DARPA99 dataset.

5.3.4 The Influence of Using Fake IP

As aforementioned, the IP address in the Internet environment may be fabricated.
This subsub-section discusses about the performance of using forged IP addresses. In the
experiment, we randomly replace some source IP addresses with wrong IP addresses. The
wrong IP addresses are from an IP list that we randomly generate. In the experiment, we
set a parameter to decide how many fake IP addresses in our data set. Table 7 shows the
experiment result. If using the IP filtering approach in the dataset with some fake IPs, we
will not have acceptable result. The ATM method can keep the same performance with or
without the faked IPs because the IP information is not used in the method.

Table 7. The classification performance with fake IPs by the IP filtering method for the
DARPA99 dataset.

Fake IP % 5% 15% 25% 35%
F-score 0.70 0.57 0.61 0.40

Precision 0.76 0.83 0.63 0.92
Recall 0.67 0.43 0.60 0.26

Training Error 0.21 0.23 0.22 0.23
Test Error 0.13 0.10 0.14 0.09

5.3.5 The Similarity of The Graphs Generated by the ATM and IP Filtering
methods

In the last part of our experiments, we would like to measure the similarity between
the graphs generated by the ATM algorithm and the graphs generated by the IP filtering
method6. We use a similarity function defined below to measure the similarity between a
graph generated by ATM GATM(V,EATM) and a graph generated by IP filtering GIP(V,EIP)

as Sim(GATM,GIP) =
|EATM∩EIP|
|EATM∪EIP|

, and we define the similarity of the result produced by the

ATM method and the result produced by the IP filtering as Similarity= #(Sim(GATM,GIP)>α)
#GIP

,
where the parameter α is to determine whether two graphs are similar. In Figure 9(c),
we show the histogram of similarity with different α for the DARPA99 dataset. Based
on the result, two sets of graphs have higher similarity in attack graphs than in normal
graphs. About 80% of the attack graphs from the proposed ATM approach and the IP
filtering approach have close to 80% shared edges. On the other hand, the dissimilarity
between two versions of normal graphs look not so important because the normal graphs
just describe the transitions between false alerts. We believe that we can obtain reliable
attack graphs based on the alert sequences derived from the DARPA99 dataset. That
implies that our proposed ATM algorithm can produce reliable attack graphs.

6We design the experiment on the DARPA99 dataset because the IP information is likely to be reliable on this
set.
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6. Conclusion

In this work, we proposed a unified approach for intrusion detection given network-
based and host-based event data which contain highly interleaved data. The proposed
ATM algorithm can be used to extract threads from an interleaved event sequence. We
then combined the ATM algorithm and a graph-based dissimilarity measure to separate
different behaviors. In the evaluation, we have shown that the proposed method performs
well in terms of F-scores on the intrusion detection given network-based or host-based
data. Especially, the proposed ATM approach outperforms the existing methods such as
IGS [41] and IP filtering. The Isomap-projected visualization also shows that the ATM
algorithm well separates points representing different behaviors, for both network-based
data and host-based data. To focus on the graphs that we build based on the ATM algo-
rithm, the attack transition graphs produced by the proposed ATM algorithm have about
80% similarity in about 80% of all graphs to the ones that are generated by the spatial
information, i.e., IP addresses. A limit for the proposed approach is that the parameter
setting, especially the choice of Wc could be hard to decide for different environment
when we have no information about the number of different behaviors. Moreover, the
information could be very dynamic and a timely adjustment is necessary. Overall, we
believe that the proposed approach can provide a new direction to the intrusion detection,
user authentication and other related research topics.
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