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Currently, addressing DNS systems has become a daily activity for many people. Peo-
ple’s reliance on DNS systems has attracted attention for DNS cybersecurity threats. In this
paper, a DNS threat awareness practical framework is presented. As a methodology, first,
the main DNS threats are classified, technically explained, and illustrated by examples that
show how a hacker uses a specific DNS threat and creates vulnerabilities. Second, related
works that have addressed DNS threats in the last 5 years are investigated to highlight the
research gap in this field. Third, methods for preventing DNS threats are selected based
on their reputation in industry. Experiments are conducted to prove the applicability of the
selected DNS threat prevention methods, and to identify their pros and cons. A techni-
cal awareness framework in the form of usage guidance is generated based on these pros
and cons and is considered as the main contribution of this paper. Moreover, the proposed
framework provides recommendations to improve the privacy, security, and performance of
DNS resolution from the client perspective. A security triad (confidentiality, integrity, and
availability) is chosen as a benchmark for evaluating the proposed framework. The contri-
butions of this paper could be summarized as: providing a comprehensive analysis of DNS
threats, which highlights a clear understanding of each DNS threats, providing a dynamic
framework as usage guidance to defeat DNS threats provided with rich database collected
from CVE, CWE, CAPEC, and CPE provided by MITRE and NIST and connects them
using Neo4j: which propose a knowledge graph for DNS threats. This knowledge graph
represents the result of creating a knowledge representation that can effectively combine
data from as many sources as possible within the cybersecurity domain which in our case is
DNS threats awareness. To the best of our knowledge this is the first paper to provide such
framework that supports DNS-over-Encryption protocols, developing a benchmark based on
the basic security triad (confidentiality, integrity, and availability) for comparing DNS threat
prevention methods, and finally, developing recommendations to improve the privacy, secu-
rity, and performance of DNS resolution from the client perspective.
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1. INTRODUCTION

Modern life has become mainly dependent on the internet in all its aspects. In enter-
tainment, television platforms have become an alternative to regular television stations,
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digital media files on the internet have become an alternative to CDs, and electronic games
on the internet have become a popular alternative to regular games or even games that
work offline. In the field of education, electronic learning platforms have become integral
to the process of communication between teachers and students, and online courses have
successfully addressed the rapid development in various scientific fields. As a general
knowledge, commercial works have become fundamentally dependent on the internet in
terms of identifying new markets and resources and creating new partnerships. Hence, it
has become almost impossible to complete any kind of business without relying on the
internet. Therefore, we can say, DNS is the protocol that makes the internet work by
allowing users to reach their requested websites.

Websites are considered the mainstay of the internet, where each website is defined
by using its Domain Name System (DNS). The DNS is defined as a system used to recog-
nize computers that are reachable via the internet [1]. Since DNS is commonly transported
over UDP/IP, it is easy for any attacker to generate packets that comply with the transport
protocol parameters. The resource records contained in the DNS associate domain names
with other forms of information.

Al-Mashhadi [2] proved that DNS traffic detection is one of the necessary factors
of botnet communication attacks. DNS packets are widely trusted by firewalls and cyber-
security defender software; thus, DNS security [3]. In general, there are two DNS threads:
DNS hijack and DNS leak [4, 5]. In a DNS hijack, a user believes that they are connecting
to a legitimate domain while they are actually traffic is completely allowed to pass freely
through the cybersecurity defender software. However, DNS traffic is commonly attacked
and abused by cybercriminals. Therefore, the security of a DNS is a significant component
of the network connecting to a malicious domain. In a DNS leak, the DNS query is
exposed, which leads to the extraction of personal information such as the recipient’s and
sender’s IP, location, and web searches.

The DNS is a critical part of Internet communication, and it plays a crucial role on the
internet, in addition, spread of IoT applications over the world made demands of Internet
applications lead to huge increasing in DNS sites. This revolution in DNS site attracts
hackers and cybercriminal to create new or try well known DNS spoofing methods for
it been an unencrypted protocol over UDP (a connectionless protocol) or over TCP port
53, making it easy to intercept traffic with spoofing. Furthermore, DNS servers do not
provide validation of the IP addresses to which they are redirecting traffic to. For these
reasons, many solutions introduced recently to overcome these vulnerabilities of DNS,
over time, multiple solution and tools have been developed to address these challenges.
Despite this effort, not all challenges were addressed, nor one solution fit the needs of
CIA security Triad or vulnerabilities.

This study aims to deal with DNS spoofing. In order to address the identified prob-
lems, the following research questions are formulated:

• Q1: What are the methods to prevent the DNS spoofing (cache poisoning) and the
features of these methods? Illustrated in Section 3.2.

• Q2: What is the proper prevention method for every case from the client (end-users)
prospective? Explained in Section 4.

• Q3: How to enhance awareness of DNS security? Proposed in section 5.
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The last question is considering as our main research question. This paper is in-
terested in providing answers to the above research questions. The following steps are
designed to address the research questions and break down the tasks into specific clari-
fications: (1) classify and identify the main features of DNS threats; (2) investigate the
DNS spoofing prevention methods; (3) develop practical framework to secure DNS.

2. RELATED WORKS

Moubayed [6] proposed a machine learning-based approach to address the typo
squatting vulnerability. Their approach detects suspicious domains with high accuracy.
Moreover, the observed trends are validated by analyzing the same features in an unla-
beled dataset using the K-means clustering algorithm. The results show that legitimate
domains have a shorter domain name length and fewer unique characters. Moreover, the
developed ensemble learning classifier performs better in terms of accuracy, precision,
and F-score. However, the number of domains identified as potentially suspicious is high.
Hence, the ensemble learning classifier is applied with results showing that the num-
ber of domains identified as potentially suspicious is reduced by almost a factor of five
while still maintaining the same trends in terms of feature statistics. Hananto [7] intro-
duced a method to detect denial of service attacks by using NetFlow traffic that indicates
DDOS attacks and DNS traffic early to validate DNS DDOS attacks. By measuring the
statistical entropy of NetFlow traffic and the statistical values of the DNS NXDOMAIN
response, the model can be used to detect either low-volume denial-of-service attacks or
high-volume denial-of-service attacks. Spaulding [8] presented a technique for proactive
detection algorithm generated malicious domain names employed by botnets. The authors
devised a detection algorithm using the notion of the difference function over the number
of NXDomain responses for a given domain with a sliding time window. Using DNS
traffic gathered from certain TLDs for the precalculated list of generated domains by the
Conficker malware variants, their detection algorithm was able to achieve 99% accuracy
as early as 48 hours prior to registration.

Chau [9] proposed CGuard, an adaptive defense framework in which CGuard ac-
tively detects cache poisoning, attempts and protects the cache entries under attack by
exclusively updating them via available high secure channels. Mittal [10] presented a
novel distributive denial of service attack prevention mechanism by utilizing the flexibil-
ity and programmability aspects of software-defined networks (SDNs). The premise of
the mechanism is to route DNS response packets along the same path that was utilized
by the corresponding DNS request packet. This way, the malicious host responsible for
launching a distributive denial of service attack will self-destruct. There is a disadvan-
tage in their proposed paper: an additional delay of 8%–9% in obtaining DNS responses
compared to the current DNS structure. Almusawi and Amintoosi [11] introduced a solu-
tion that detects and classifies DNS tunneling. The experimental results demonstrate the
efficacy of the proposed SVM classification method by obtaining a measure of 0.80. Dec-
cio [12] conducted experiments to test DNS security by issuing recursive DNS queries
to a large group of servers using various spoofed addresses. The authors tested half of
62,000 networks in which 4.6% received the request and addressed it using a reliable re-
peat inquiry. A total of 6.2% networks addressed the scam source requests, whereas the
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remaining networks were exposed to scam sources. The authors identified approximately
4,000 DNS server instances at risk of cache poisoning attacks.

Bumanglag [13] conducted experiments for testing the DNS over HTTP (DoH). The
results proved that the DoH improves confidentiality, but on the other hand, the DOH can
be used by malware. Therefore, malicious activity should be detected first. Majundar
[14] proposed ARP poisoning and detection tools built and demonstrated via simple tools
using Scapy, which enable the user to attack and detect ARP spoofing. A script written
using the Scapy library is selected to obtain the response MAC address from the sniffed
ARP Packet received by the target machine. Setting up a Static ARP entry in the ARP
cache table sets up a permanent entry in the ARP cache. This entry is used as a protec-
tion layer against ARP spoofing attacks. Setting up a static entry for an address prevents
the device from listening to ARP responses for that address, and thus, ARP spoofing is
prevented since the ARP cache of the target cannot be altered for the said MAC address.
Static entries for all frequently utilized entries are set up in the ARP Cache table. Any
attempt to change the entry in the cache table will disconnect the IP address of the at-
tacker from the network. The limitation of [14] work is focusing on static ARP entries as
the prevention method for ARP spoofing. Using static ARP entries is recommended for
smaller networks, as it necessitates immense administrative overhead. A static ARP entry
is added for each system on the network to every individual system. Hynek [15] investi-
gated DoH threats and defined three reasons for DoH abuse: system command, changing
the target channel, and oblivious usage. Nadler [16] conducted experiments to review
countermeasures against DNS privacy leakage. According to their results, the DoH is
the most applicable solution and prevents practical attacks on the DNS protocol and its
applications. Singh [17] developed a machine learning model to test the applicability
of the DoH and employed a DNS over the HTTPS dataset. The results of this learning
model confirm that the DNS over HTTPS is the best choice to achieve security because
this model detects the most malicious activities. Bumanglag and Kettani [18] analyzed
DDoS attacks over the DNS. Their study classified DDoS and predicted the severity and
mitigation of DDoS attacks. Table 1 shows summary of related works in DNS security
in the last five years. The aforementioned analysis of related works proves the following
facts:

• For each DNS threat, there is more than one solution that depends on the environ-
ment and application type.

• Any successful DNS threat prevention method needs to be proven by intense ex-
perience. Using mathematical models is insufficient for proving the success of the
DNS prevention method.

In of the previous facts, the research gap could be a critical need for providing guid-
ance for security professionals in applying a suitable DNS threat prevention solution.

3. MATERIALS AND METHODS

In this section, the detailed steps of a roadmap for implementing the proposed frame-
work are presented as shown in Fig. 1. The following steps are listed:
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Table 1. Summary of related works in DNS security.
Work Problem Solution

[6] (2018) Typo squatting vulnerability Machine learning model to discover
DNS typosquatting

[7] (2018) DNS DDoS attack Detect DDoS attack by measuring statistical
entropy of NetFlow traffic

[8] (2018) DGA domains Devised a detection algorithm
[9] (2018) Cache poisoning Detect cache poisoning attempts

and protect the cache entries
[10] (2018) DDoS attack Prevention mechanism
[11] (2018) DNS tunneling Detecting DNS tunneling
[12] (2020) Cache pointing attack Identifying and testing DNS security
[13] (2020) DNS over HTTPS Prevention DNS threats by DoH
[14] (2021) ARP Poisoning Preventing ARP spoofing by Static IP table
[15] (2022) DoH abuse No solution is provided
[16] (2022) Information disclosure Prevention DNS threats by DoH
[17] (2022) DDoS attack DoH
[18] (2022) DDoS attack No solution is provided

• Investigation the literature to extract the main threats that could be caused by attack-
ing DNS, i.e., common threats of DNS infrastructure, for each threat, an example
with a discussion is provided. In addition, the associated DNS records are defined.

• The methods for preventing DNS threats are defined, and a comprehensive analysis
of each method is provided.

• A DNS awareness framework is developed by considering the extracted features
from the previous step. Table 2 shows the logical components of the proposed
methodology.

Table 2. The logic components of the proposed method.
Input Methodology Output

Related works Investigate and analysis of Defining the main DNS
the related works threats

DNS prevention Analyze DNS prevention Features of each DNS
methods methods prevention methods

Features of DNS Evaluation of DNS Prove applicability of the DNS
prevention methods prevention methods prevention methods

Experiment [19] Develop framework to Framework
results enhance DNS security

Framework Evaluations of the Evaluations Results
developed framework
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Fig. 1. The steps of the proposed methodology.

3.1 Common threats of DNS infrastructure

This section presents the first step in our proposed methodology, which is to investi-
gate the literature to extract the main threats that could be caused by attacking the DNS.
In this step, we extracted eleven threats, which are illustrated in the following section.

3.1.1 DNS cache poisoning (DNS Spoofing)

The process of injecting false DNS records into a server’s cache is known as cache
poisoning or DNS spoofing. A common method for DNS Spoofing is to respond to an in-
formation request with false data that has a spoofed the source IP address. The inaccurate
information might be cached if the fake information reply arrives before the requested
server’s initial response. Any subsequent information requests will receive this false in-
formation until the information expires once the cache has been poisoned with false infor-
mation in this manner. Therefore, local users will receive the contaminated information
if a corporate resolver is compromised. The consequences will be much more severe if a
public resolver or the resolver for an ISP is poisoned [20]. Below, an illustrated example
is presented.

Example 1: If example.bank.net is at 192.168.3.13 and evil.net is at 198.168.4.13,
by sending a forged response to a DNS server, an attacker may attempt to poison its cache.
example.bank.net is at 198.168.4.13.
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3.1.2 Kaminsky

Dan Kaminsky’s approach is more effective than DNS Cache poisoning, where the
key difference is the nature of the forged payload: we can go up one level and hijack the
authoritative server’s records instead. In conclusion, Dan Kaminsky discovered a critical
flaw that affected major DNS server vendors and gave an attacker more control over their
attempts to poison a recursive server’s cache. This flaw allows the attacker to:

• Launch multiple DNS queries that are probably not already in a cache to cause
recursion.

• Poison the target name’s cache as well as any other record in that domain by using
the target name as a referral [21]. Another type of DNS cache poisoning is ID
guessing and query prediction.

3.1.3 ID guessing and query prediction

There are only 232 possible combinations of ID and client UDP ports for a given
client and server because the ID field in the DNS header is only a 16-bit field and the
server UDP port associated with the DNS is a well-known value. This is not a very
wide range, so it is insufficient to thwart a brute force search. In addition, the client port
is frequently a known fixed value because of firewalls or other restrictions, which further
reduces the search space to a range smaller than 216. In practice, both the client UDP port
and the ID can frequently be predicted from previous traffic. When used separately, ID
guessing injection of bogus responses. Since this attack relies on predicting a resolver’s
behavior, it is most likely to be successful when the victim is in a known state, because the
victim either recently rebooted or the victim’s behavior has been affected by the attacker’s
other actions or by the victim’s predictable response to a third party action known to the
attacker [22]. The third type of DNS cache poisoning is known as name chaining.

3.1.4 Name chaining

Attackers inject responses, whether by packet interception, guessing the victim’s
query, or posing as a legitimate name server and participating in the victim’s query re-
sponse at some point. One or more RRs with DNS names in their RDATA are included
in the attacker’s response. Depending on the specific form of this attack, the goal may be
either to inject false data associated with those names into the victim’s cache in the addi-
tional section of this response or to redirect the next stage of the query to a server of the
attacker’s choosing (putting the lies in the Authority or Answer section of the response,
where they have a better chance of evading a resolver’s defenses, or injecting more com-
plex lies into the victim’s cache than will fit comfortably in a single response). There are
cache poisoning attacks that are not named chaining attacks in the sense discussed here
because any attacker who can insert resource records into a victim’s cache can almost
certainly cause harm. Name chaining attacks, however, deserve special consideration be-
cause the cause-and-effect relationship between the initial attack and the ultimate result
may be significantly more complex than in the case of other types of cache poisoning. In
all name chaining attacks, the attacker introduces arbitrary DNS names of their choosing
and provides additional information that they claim is associated with those names. The
victim will find it difficult to defend against this class of attacks unless they have a better
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understanding of the data associated with those names. Given how simple it is for an
attacker to provoke a victim into asking for a specific name of the attacker’s choosing,
this type of attack is especially sneaky [23]. One method would be to include a link to a
1x1-pixel ”web bug” graphic in a text/HTML message sent to the victim. Whenever the
victim’s mail reading program attempts to follow such a link, the result will be a DNS
query for a name chosen by the attacker.

3.1.5 Amplification/reflector DNS (Dos/DDos attack)

Reflection/amplification attacks are a common form of distributed denial of service
(DDoS) attacks that target DNS servers. In this type of attack, the victims’ internet Pro-
tocol (IP) addresses are employed to create spoofed DNS request packets. Since the DNS
uses the User Datagram Protocol (UDP), which is a connectionless transport layer pro-
tocol that lacks any handshaking mechanisms or techniques, rather than responding to
the packet’s source, the DNS server instead addresses the victim. Amplification of the
response occurs as a result of the attacker’s search for response types that are many times
larger than the corresponding request. The amplification factor (AF) is the ratio of the
size of the response to the size of the request.

According to Anagnostopoulos [24], one dangerous DDoS that occurred in 2013
was distributing spoofed DNS requests to numerous open resolvers. The open resolver is
defined as a DNS server that recursively addresses random DNS queries from anonymous
sources in cyberspace. As a result of this spoofing, all DNS responses are redirected to
that hacker website. Furthermore, introducing the DNS Security Extension (DNSSEC)
amplification factor is significantly increased by increasing the size of the DNS responses
from 512 bytes to 4096 bytes. DNSSEC is crucial for defending DNS servers against
assaults such as cache poisoning. However, when an attacker uses DNSSEC to quickly
generate more traffic, it makes their job easier [25].

3.1.6 Botnet DNS attacks

A botnet attack has been defined as a collection of digital devices or computers that
have been infected with malware to give hackers control over them. Cybercriminals use
botnets to launch attacks such as DDoS attacks, credential leaks, data theft, and unautho-
rized access to information. One should be able to recognize network attacks to reduce
such security risks [26]. In some internet protocols, botnets hide their malicious activities
and evade detection.

3.1.7 DNS manipulation

DNS manipulation is the process of routing legitimate DNS requests to erroneous IP
addresses that are kept on unreliable servers. Users are exposed to risks such as phishing
and content injection due to attackers’ DNS manipulation behavior [27]. Schomp [28]
assessed the susceptibility of user-side DNS infrastructure to record injection threats. Ac-
cording to their analysis, 9% of open DNS resolvers are susceptible to record injection
attacks and are inappropriately utilized by attacks against shared DNS infrastructure. The
authors have assessed the severity of well-known record injection attacks such as Kamin-
sky [29] as well as the use of well-known defensive techniques such as 0x20 encoding
[30]. Kührer [31] explored the drawbacks of open DNS resolvers, which can be mali-
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ciously used by attackers for a variety of bad deeds such as DDoS attack amplification,
DNS manipulation, and cache poisoning. The authors examined the open resolvers’ re-
sponses for authenticity from the user’s perspective and discovered that millions of them
purposefully alter DNS resolutions to censor communication channels, injecting adver-
tisements, serving malicious files, and performing phishing attacks.

3.1.8 Malicious domains

Malicious domains are crucial to many attack strategies. Malicious domains are cru-
cial to the success of almost all well-known attack vectors, from disseminating malware
to housing command and control (CC) servers and traffic distribution [32]. For instance,
domain names have become more frequently utilized by attackers, who gain the ability to
modify the IP address of the malicious servers they control by using the DNS. To make
their malicious servers more challenging to locate and take down, they can also con-
ceal their vital servers behind proxy services, such as FastFlux [33]. Attackers have the
freedom to easily migrate their malicious servers with the use of domain names. The ma-
licious ”services” that the attackers provide multiply and are “fault-tolerant” with respect
to the IP addresses where they are hosted.

3.1.9 Domain generation algorithm(DGA)

According to Schiavoni [34], the DGA is a dynamic method of communicating with
a centralized server to Malware frequently employs the DGA, which is a sequencing algo-
rithm, to create numerous domain names on a regular basis to circumvent domain-based
firewall protection. The malicious actors have the chance to conceal their C2 servers us-
ing the generated domain names, making it difficult for the enterprise to recognize the
DGA. The domains created by DGAs are short-lived, registered domains that are simpler
for humans to recognize than in automatic machine detection.

3.1.10 Domain name squatting

Domin name squatting is the practice of registering or using an internet domain name
with the intention of making money off of another person’s trademark. By a variety of
squatting techniques, as listed below, cybersquatters register variations of well-known
trademark names:

• Typosquatting: This practice focuses on internet users who incorrectly enter a web-
site address, such as www.examlpe.com rather than www.example.com, and is pri-
marily employed for monetization purposes [35].

• Bitsquatting is a term used to describe a hardware issue that involves registering
domain names with one different bit from well-known domain names to capture
unintentional traffic generated by bit-flip errors in computer memory [36].

• Combosquatting: A well-known brand name and one or more phrases, such as
youtube-login.com in place of youtube.com, are utilized. Kintis [37] investigated
its reach.
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• Soundsquatting: This is a method for creating squatted domains that takes advan-
tage of homophones and the user’s confusion. Examples include weather, idle, idol,
and idyll [38].

Users are vulnerable to many threats as a result of domain name squatting practices,
including malware, scams, monetization, and trademark infringement. Table3 shows ex-
amples of several types of domain name squatting for the website (gmail[.]com).

Table 3. Example of several types of domain name squatting for the gmail[.]com.
gmail[.]com Original Domain
gmaill[.]com Typosquatting
jmail[.]com Soundsquatting

gmailg[.]com Bitsquatting
gmail-login[.]com Combosquatting

3.1.11 Privacy leakage

Privacy leakage happens when the resolver (DNS provider) logs the IP addresses of
its users and the domain names in which they are interested or learn informational queries
of that domain. If the DNS provider learns the desired domain, privacy may be at risk.
For instance, it is assumed that the adversary has the ability to compare the popularity of
any two domain names that are registered with a specific registrar. When the owner of a
well-known domain name forgets to renew it, the adversary could then take it [38].

3.2 Methods for preventing DNS threats

In this section, we focus on DNS threat prevention methods. Therefore, traditional
intrusion detection methods such as firewall and network intrusion detection algorithms
are disregarded. In this section, four DNS threat prevention solutions are discussed: DNS
over TLS (DoT), DNS over HTTPS (DoH), DNS over QUIC (DoQ), and DNSSEC. The
first three methods are defined as encrypted DNS protocols (DoE), and the fourth method
is defined as digital signatures. We evaluate those proposed prevention solutions and
techniques by specific criteria relying on the security triad, Confidentiality, Integrity, and
Availability (CIA). In the following section, the pros and cons of every method are pre-
sented in detail.

3.2.1 DNS-over-TLS (DoT)

DNS TLS, or DoT, is standardized by RFC7858 and is a standard for encrypting
DNS queries, hence, preventing passive monitoring. Resolvers use authentication by ver-
ifying SSL certificates, hence, preventing man-in-the-middle attacks. DoT uses the same
encryption and authentication protocol, TLS, as HTTPS websites do. (SSL is another
name for TLS.) The user datagram protocol (UDP), which is used for DNS requests, is
enhanced by DoT with TLS encryption. Furthermore, the DoT protects against on-path
attacks that alter or forge DNS requests and responses.
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3.2.2 DNS-over-HTTPS (DoH)

DoH encrypts DNS queries and responses and mixes them with other HTTPS traffic
on the same connection, which prevents malicious parties, as well as advertisers, ISPs,
and others, from being able to interpret the data and makes DNS traffic analysis more
difficult. Because DoH keeps user browsing, secure and private, attackers cannot forge or
alter DNS traffic. DoH has been deployed by the most popular browsers. Additionally,
clients can use these transports to send encrypted DNS queries to a third-party recursive
resolver (e.g., Google or Cloudflare). DoH is an attractive protocol, providing improved
confidentiality, integrity, and availability that the traditional DNS lacks.

DoH is proposed to mitigate the DNS privacy concerns and to protect the communi-
cation between end users and recursive resolvers. The DNS requests are encrypted using
HTTPS. Similar to regular HTTPS, DoH also runs on TCP port 443. Browsers frequently
offer DoH as an integrated module. Any applications that support HTTPS can send DoH
queries because DoH uses the HTTPS protocol to transmit DNS requests and responses
between stub resolvers and recursive resolvers. DoH queries are concealed within regular
HTTPS traffic, making it difficult to block them without also blocking all other HTTPS
traffic. Consequently, the hidden DNS requests within the larger flow of HTTPS traf-
fic gives network administrators less visibility but provides users with more privacy and
therefore effectively resists traffic analysis that only targets DNS.

3.2.3 DNS-over-QUIC (DoQ)

DNS over QUIC is referred to as DoQ, which is consistent with ”DNS Terminology”
[39]. DoQ is a very promising protocol. Transport QUIC was proposed as an acronym
for ”Quick UDP internet Connections”. In May 2022, DNS-over-QUIC was published
as an RFC and assigned the number 9250. Since then, DNS-over-QUIC was officially
treated as a proposed standard and has developed into a new Internet transport protocol
that reduces latency and is dependable, secure, and planned to replace TCP (currently
the most popular transport). Protocol negotiation, stream-based multiplexing, and flow
control are provided by QUIC.

It has been determined that DNS-over-QUIC (DoQ) is sufficiently stable and has
received enough positive community feedback for global use. Since QUIC is used by
HTTP/3, the third major version of the Hypertext Transfer Protocol, a proposed solution
has been proposed. DoQ and HTTP-over-QUIC were eventually renamed HTTP/3 and
DoH3, respectively, while HTTP/2 has primarily been employed with TLS over TCP. The
same semantics are supported by HTTP/3 over the new QUIC transport protocol.

It is a multiplexed transport protocol instead of TCP, as the previous iterations were.
QUIC is faster, more dependable, and offers better encryption than TCP. Consequently,
support for the DNS-over-HTTP/3 (DoH3) protocol on Android 11 and later versions
was added by one of the top DNS service providers. DoH3 has several improvements;
therefore, one of the major DNS service providers has added support for the DNS-over-
HTTP/3 (DoH3) protocol on Android 11 and later versions. DoH3 has many improve-
ments, including a solution for the ”head-of-line blocking” issue, which slows internet
data transactions when a packet is lost or reordered, a frequent occurrence when using a
mobile device and switching connections.

By combining the transport and encryption handshakes into a single round trip,
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QUIC reduces the connection establishment time, offers multiplexing, mandates encryp-
tion, addresses head-of-line blocking, and features mandatory encryption. QUIC was
designed with DNS privacy and low latency. DoQ wants to replace all other DNS proto-
cols that are currently in use because they lack privacy and/or necessitate more handshake
round trips. DoQ outperforms DoT and DoH, making it the best choice for encrypted
DNS.

3.2.4 DNS security extension (DNSSEC)

DNS Security Extensions (DNSSEC) was introduced in 1997. DNSSEC adds cryp-
tographic authentication to validate the authenticity and integrity of an answer to a DNS
query by providing data integrity to traditional DNS by adding a set of new DNS resource
records [40]. These new features are listed as follows:

• RRSIG (resource record signature) records.

• DNSKEY records use two key pairs: the key signing key (KSK) and zone signing
key (ZSK)

• DS (Delegation signer)

• NSEC: when a client makes a DNS query and either the name does not exist or if
the resource record type requested does not exist, the NSEC record is returned as a
negative answer.

• NSEC3: Resource Record which can be used as an alternative to NSEC and miti-
gates any issues might exist in NSEC [41].

4. AWARENESS FRAMEWORK

In this section, the proposed framework is presented in the form of pros and cons
of each selected DNS threat prevention method. These pros and cons show a techni-
cal framework that cybersecurity professionals can use to accomplish their cybersecurity
plans in terms of providing awareness for a secure DNS system. The experiment that has
been conducted for evaluating the proposed framework aimed to investigate the effective-
ness of DNS-over-Encryption (DoE) in preventing DNS threats. To do this, we conducted
a series of experiments in which we simulated various types of DNS attacks and mea-
sured the efficiency of DoE in preventing them. Our results showed that DoE is able to
effectively prevent DNS spoofing, cache poisoning, and man-in-the-middle attacks. In all
of the simulated attacks, DoE was able to correctly identify and block the malicious traf-
fic, while allowing legitimate traffic to pass through. In addition to its ability to prevent
attacks, we also found that DoE had minimal impact on the overall performance of the
DNS system. The time required to resolve a domain name was only slightly longer when
using DoE, and the overall number of successful queries was not significantly affected.

The results suggest that DoE is a viable solution for preventing DNS threats. Not
only does it effectively block malicious traffic, but it also has minimal impact on the
overall performance of the DNS system, it found to be in testing had minimal impacts
and in many cases DoH is faster, the time required to resolve a domain name was only
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slightly longer when using DoE, and the overall number of successful queries was not
significantly affected.

Our results provide strong evidence for the effectiveness of DoE in preventing DNS
threats. As such, it is our recommendation that organizations and individuals consider im-
plementing DoE to protect their DNS infrastructure. In the following section, the frame-
work is illustrated:

4.1 Analysis of pros and cons of DoT

Pros of DoT:

1. Improved security: DoT encrypts DNS traffic using TLS, preventing third parties
from intercepting and modifying DNS queries and responses.

2. Improved reliability: DoT provides a security countermeasure against poison-
ing/spoofing and supports large payloads, hence more effectively mitigating hijack-
ing and reflection distributed denial-of-service attacks [42].

3. DoT gains extensive support from advanced operating systems, such as Android
9+, from different DNS systems, Unbound and Stubby, and from large public DNS
resolvers, like Cloudflare, Google public DNS and Quad9.

4. DoT offers two usage profiles if (Opportunistic Privacy profile) utilized, fallback
options enable, hence the best DNS service, at the cost of no attack mitigation if
encryptions are not applied [43].

Cons of DoT:

1. Performance overhead: Encrypting DNS traffic using TLS introduces extra query
time overhead compared to DNS-over-UDP, which potentially impacts DNS per-
formance.

2. Limited adoption: Similar to DNSSEC, DoT has experienced limited adoption
among DNS resolvers and clients, which lead to interoperability issues.

3. Extra employment: DoT requires extra changes, including updating the OS or in-
stalling a specialized stub resolver and manual configuration of DoT resolvers.

4. Traffic analysis: DoT uses port 853 for communication. The use of a dedicated port
could make DoT requests and/or responses distinguishable from other traffic, which
gives network administrators less visibility but provides users with more privacy.

5. Downgrade attack: The client (e.g., agent) is forced to fall back to plaintext DNS,
where an opportunistic privacy profile by default is enabled [44].

4.2 Analysis of pros and cons of DoH

Pros of DoH:

1. Improved security: DoH encrypts DNS queries and responses, preventing third
parties from intercepting and modifying DNS traffic.
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2. Improved reliability: DoH provides a security countermeasure against poison-
ing/spoofing and supports large payloads, hence more effectively mitigating hijack-
ing and reflection distributed denial-of-service attacks [45].

3. Improved performance: DoH improves DNS performance by reducing the number
of intermediaries involved in the DNS resolution process. The deployment over-
head of DoH is much lower on the client side [46].

4. DoH has gained extensive support from the most popular browsers (e.g., Firefox,
Google Chrome, and EDGE) and large public DNS resolvers (e.g., Cloudflare,
Google public DNS and Quad9).

5. DoH offers one Strict-Privacy-profile without fallback options, hence the best attack
mitigation, at the cost of DNS service if the fallback fails [47].

Cons of DoH:

1. Inherited limitations of the traditional TCP: latency at the start of data transmission
in comparison to UDP, around-trip delay, and issues such as TCP’s head-of-line
blocking and missing multiplexing support on the transport layer.

2. Server authentication is required for optimal attack mitigation at the cost of no DNS
service when fallback fails.

4.3 Analysis of pros and cons of DoQ

Pros of DoQ:

1. Improved security: DoQ encrypts DNS queries and responses, preventing third
parties from intercepting and modifying DNS traffic.

2. Improved reliability: QUIC tries to mitigate amplification attacks by requiring that
the initial packet must be at least 1200 bytes and that a server must not send more
than three times the size of the request in response, in addition to all previous at-
tacks.

3. Avoids HoL blocking in application and at the transport layer.

4. Improved performance: DoQ helps reduce DNS latency and improve performance.

Cons of DoQ:

1. Fallback to Other Protocols on Connection Failure: If the DoQ connection fails,
clients attempt to fall back to the DoT and then potentially clear text if the Oppor-
tunistic Privacy profile is selected.

2. Limited adoption: DoQ is a relatively new protocol and has not yet experienced
widespread adoption, which leads to interoperability issues with other DNS proto-
cols.

3. Browser compatibility: DoQ requires support from both the client side and server
side and may not be supported by all browsers.
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4.4 Analysis of pros and cons of DNSSEC

Pros of DNSSEC:

1. Improved security: DNSSEC adds an extra layer of security to the DNS by using
digital signatures to verify the authenticity of DNS records, which prevents attack-
ers from altering DNS records and redirecting users to malicious sites.

2. Improved reliability: DNSSEC also helps prevent DNS cache poisoning attacks,
where an attacker injects false DNS records into the DNS cache, which causes
DNS queries to fail or be directed to incorrect destinations.

3. Mitigate Zone enumeration: NSEC3 White lies [48] prevent zone walking attacks
by making it difficult for attackers to determine the names of all of the zones that
are signed by a particular DNSSEC key. This is because NSEC3 White Lies server
signs on-the-fly an NSEC record for the previous and next names in the zone, rather
than the actual names of the surrounding zones.

Cons of DNSSEC:

1. Complex implementation: DNSSEC requires additional infrastructure and exper-
tise to set up and maintain, which can be a barrier for some organizations.

2. Limited adoption: Despite its benefits, DNSSEC adoption is still relatively low,
especially among smaller organizations, which leads to interoperability issues, as
DNSSEC-secured domains may not be able to communicate with non-DNSSEC
domains.

3. Denial-of-service attacks can still be performed, which will often suffice to satisfy
a censor’s objective. DOS occurs because the resolver will attempt to process the
attacker’s packet, determine that the DNSSEC signature is absent or invalid, and
immediately return ”Bogus”.

4. NSEC introduces a sideeffect in that the contents of a zone can be enumerated
which known as zone enumeration vulnerability. This property introduces unde-
sired policy issues. Also, NSEC3 RRs are still susceptible to dictionary attacks
[41].

5. Depriving the client from the ability to connect to the host corresponding to the
name

5. KNOWLEDGE GRAPH AS AWARENESS TOOL

This section illustrates the explanation of developing a knowledge graph. Datasets
of DNS threats from MITRE and NIST as an awareness tool has been presented. A public
record of every CVE, CWE, CAPEC, and CPE provided by MITRE and NIST and loaded
into Neo4j [49] using a Python script named GraphKer it is a free and open source tool,
that provides a detailed and updated cybersecurity graph database using Neo4j. Algorithm
1 shows the Neo4j code for extracting data from datasets
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After all datasets are loaded into the database it can be examined using an exploration
tool like Neo4j Bloom or querying it using Cypher. For the visual graph examples, we
query the database with the Neo4j browser using the Cypher Query Language (CQL). Fi-
nally, we extract knowledge from connected graphs and limit the knowledge graph to the
scope of our research domain (DNS threats). We produced the required datasets and those
datasets [19] were equipped with the following properties: Publication Year, Reference
ID, Author, Title, URL, Publisher, Version, Schema, Date, Name, Status, Resources Re-
quired, Description, Likelihood of Attack, Typical Severity, Submission Name, Extended
Name, Skills Required Description, Skills Required, Abstraction, Submission Organiza-
tion, Modifications, Prerequisites, Submission Date, Mitigations, Examples, Indicators,
Notes, Alternate Terms, Scope. Fig. 2 shows Knowledge graph of DNS in Neo4j. Fig. 3
shows one of the relationships in DNS-KG. Fig. 4 shows Bitsquaitting DNS hijacking.

In the following, detailed descriptions of Fig. 2, 3, and 4 are provided. Fig. 2 rep-
resents the collection of public records from MITRE and NIST for CVE, CWE, CAPEC,
and CPE, connected using Neo4j. We utilized GraphKer, a Python tool, to scrape the
MITRE and NIST databases and load the data into Neo4j. Additionally, the data is regu-
larly published as a Neo4j database backup file, which we load into Neo4j. This enables
us to efficiently explore the data using tools like Neo4j Bloom or query it using cypher.

Fig. 3 demonstrates the linkage between the data in our network graph and the de-
scribed data. It illustrates how we connect software running on our machines to the cor-
responding vulnerability database entries and automatically update the data. This enables
us to efficiently identify the latest vulnerabilities and proactively apply relevant fixes.

Fig. 4 showcases the capability to delve into connections in-depth. For instance,
starting with a bitsquatting threat, we can identify all the reported alerts available in
CAPEC and then examine all the connected measurements to understand the potential
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scale of the bitsquatting attack.

Fig. 2. Knowledge graph of DNS in Neo4j.

5.1 Recommended usages of cybersecurity knowledge graphs

• Threat detection and response: Cybersecurity knowledge graphs can be used to
detect and respond to threats by correlating data from different sources, such as
vulnerability databases, threat intelligence feeds, and security logs. This can help
to identify potential threats early on and take steps to mitigate them.

• Incident response: Cybersecurity knowledge graphs can be used to improve inci-
dent response by providing a centralized repository of information about incidents,
such as the affected systems, the vulnerabilities exploited, and the steps taken to
remediate the incident. This can help to speed up the response process and reduce
the impact of incidents.

• Risk management: Cybersecurity knowledge graphs can be used to assess and man-
age risk by providing a comprehensive view of the organization’s security posture.
This can help to identify areas where the organization is at risk and take steps to
mitigate those risks.

• Compliance: Cybersecurity knowledge graphs can be used to help organizations
comply with security regulations by providing a way to track and manage compli-
ance requirements. This can help to ensure that the organization is in compliance
with regulations and avoid penalties.

• Security awareness and training: Cybersecurity knowledge graphs can be used to
improve security awareness and training by providing a way to share information
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Fig. 3. One of the relationships in DNS-KG.

about security threats and best practices. This can help to educate employees about
security risks and how to mitigate them.

6. DISCUSSION AND CONCLUSION

Complementary DNS over encryption (DoE) and DNSSEC are two mechanisms that
effectively secure the domain name system (DNS). DoE ensures that DNS queries and re-
sponses are encrypted, preventing eavesdropping and interception by third parties. This
approach helps protect users’ privacy and prevent hackers from redirecting traffic to ma-
licious sites. DNSSEC, on the other hand, adds a layer of security to the DNS by authen-
ticating DNS records and responses, ensuring that they have not been tampered with or
altered in transit. DNSSEC uses digital signatures and public key infrastructure (PKI) to
verify the integrity of DNS data and to protect against spoofing attacks. Hence, collec-
tively, DoE and DNSSEC provide a strong defense against DNS attacks and ensure the
security and reliability of the DNS system.

In addition, our proposed framework provides recommendations to improve the pri-
vacy, security, and performance of DNS resolution from the client perspective:

• Use of a DNS-over-HTTPS (DoH) or DNS-over-TLS (DoT) service: These ser-
vices encrypt DNS queries and responses, providing improved privacy and security.
Popular DoH/DoT services include Cloudflare’s 1.1.1.1 and Google’s 8.8.8.8.

• Use of a secure DNS resolver: Secure DNS resolvers, such as Quad9 or OpenDNS,
use a variety of security measures to protect against malicious DNS responses and
other threats.

• Use of a local resolver: Local resolvers, such as Pi-hole or AdGuard, allow users
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Fig. 4. Bitsquaitting DNS hijacking.

to block unwanted content and improve performance by locally caching DNS re-
sponses.

• Use of a virtual private network (VPN): VPNs encrypt all internet traffic and
provide additional security and privacy by hiding the user’s IP address and DNS
queries.

Currently, the HTTPS protocol is well known. Motivations that triggered the revo-
lution of secure DNS protocols have been initiated from a simple question: ”Does DNS
over HTTPS satisfy the requirements?” The answer to the previous question is no, mainly
because HTTP is not a transport layer protocol. HTTP serves as a substitute for a proper
transport protocol, which would raise many risks, such as HTTP cookies, other HTTP
headers (authentication, user-agent, and acceptance language), additional fingerprinting
opportunities for malefactors, and tracking using ETag. Hence. There is a critical need to
innovate a new practical DNS threat prevention method.

In this paper, a technical framework for preventing DNS threats has been suggested
and presented in the form of usage guidance. The Experiments related to this paper are
available on the GitHub [50]. Our proposed awareness framework is demonstrated by
constructing a knowledge graph from well-known threat datasets such as CVE, CWE,
CAPEC, and CPE, which are provided by MITRE and NIST. These datasets are widely
recognized and contain a comprehensive range of discovered DNS threats, ensuring the
generalizability of our proposed framework. The contributions of this work are to be
summarized as follows:

1. Critical and analytical discussion for DNS security-related works is provided.

2. A comprehensive analysis of DNS threats, which provides a clear understanding of
each DNS threat, is performed. This analysis could serve as a reference for DNS
threats and assist professionals and academics in developing a clear understanding
of these threats and their impact. This analytical discussion of the related research
has highlighted the research gap in fighting against DNS threats.
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3. A technical framework as usage guidance for security professionals to overcome
DNS threats is provided.

4. Recommendations to improve the privacy, security, and performance of DNS reso-
lution from the client perspective are provided.

5. In addition, we have developed a benchmark based on the basic security triad,
which includes confidentiality, integrity, and availability. Table 4 shows the bench-
mark for comparing DNS threat prevention methods. Table 4 shows the benchmark
evaluation.

Table 4. Benchmark evaluation.
Prevention method Confidentiality Integrity Availability

DNSSEC % ! %

DNS over TLS ! ! !

DNS over HTTPS ! ! !

DNS over QUIC/HTTP3 ! ! !

This work is limited to providing a contribution on DNS security from an end-user
perspective. While there is a lack of framework establishment by service providers and
institutions to fully implement a comprehensive protection system involving all parties,
end users are unable to apply the protection methods discussed in our study without the
support of service providers and institutions. DNSSEC can be considered as an example.

The second limitation lies in manually connecting the knowledge graph tool (Neo4j)
with DNS threats (CVE, CWE, CAPEC, and CPE). Therefore, there is a need to pro-
vide an automatic, dynamic solution that establishes connections with these mentioned
databases and updates itself whenever new information becomes available in those
datasets. The third limitation is that our experiments were conducted in a controlled
environment, and further studies are needed to investigate the effectiveness of DoE in a
real-world setting. Finally, while the present study focused on the most common types of
DNS attacks, there may be other types of threats that DoE is unable to prevent.
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