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Abstract

As the scale and complexity of the smart grid continue to expand, the issue of faults in power grid
operations becomes increasingly prominent. This work aims to address the problem of fault localization
in power grid operations and improve the efficiency of fault resolution in smart grid systems. By
combining practical cases and collecting, processing, and analyzing data from various sources, a data
model for the smart grid full-link is established. Multiple algorithms, including neural networks, genetic
algorithms, wireless sensor network (WSN), and association rule mining, are comprehensively
employed to construct an intelligent root cause analysis and monitoring system for the smart grid full-
link. First, a data model for the smart grid full-link is established. Data from all aspects of the smart
grid are unified and integrated and then preprocessed through data mining techniques. Then, a
combination of neural network models and genetic algorithms is used for intelligent identification and
classification of smart grid faults. Different monitoring strategies are implemented based on the types
of faults. Furthermore, WSN and association rule mining algorithms are employed to deeply explore
the causes of smart grid faults, identify potential root causes, and propose corresponding optimization
solutions. The research results demonstrate that the intelligent root cause analysis and monitoring
system for the smart grid full-link can effectively improve the accuracy and efficiency of fault diagnosis
in the smart grid. The system achieves a localization accuracy of over 90% and reduces fault handling
time by more than 50%. The proposed intelligent root cause analysis system for the smart grid full-link
enables smart grid companies to quickly and accurately detect faults and conduct root cause analysis

and provides strong support for the safe and stable operation of the smart grid.
Keywords: big data algorithm; grid scale; fault location issues; smart grid; wireless sensor network
1. Introduction

With the rapid development of the smart grid, the scale of the power grid is expanding the complexity

is increasing, and the fault problem in power grid operation is becoming increasingly prominent. These



faults pose a serious threat to the normal operation and reliability of the power supply system. Faults in
power grid operations can cause power supply disruptions, revenue loss, equipment damage, safety
hazards, grid instability, and cybersecurity threats. These threats can affect businesses, industries, and
critical services such as healthcare and transportation. Proactive maintenance, grid modernization,

cybersecurity measures, and investment in resilient infrastructure are necessary to address these threats.

Therefore, locating and solving power grid faults quickly and accurately has become one of the key
problems to be solved urgently in the field of smart grids [1~3]. To improve the efficiency and accuracy
of power grid fault handling, this work aims to carry out research based on big data algorithms and is
committed to building a full-link intelligent root cause analysis and monitoring system. By collecting,
processing, and analyzing all aspects of data, and using advanced algorithms and technologies, a
comprehensive smart grid data model will be established to realize intelligent identification,
classification, and root cause analysis of power grid faults [4~6]. Translating smart grid data into
actionable recommendations involves analyzing data, identifying areas for improvement, developing
recommendations, prioritizing them, planning implementation, monitoring and evaluating progress, and
continuously refining strategies. This requires a collaborative approach and a commitment to data-
driven decision-making, ultimately leading to optimized grid operations, enhanced customer
experiences, and innovation in the smart grid industry. This work will provide strong support for smart
grid companies, help them to detect faults, and take corresponding measures to ensure the safe and
stable operation of smart grid quickly and accurately. The smart grid data model achieves scalability
and adaptability through distributed computing, flexible data architectures, real-time processing,
adaptive learning, interoperability standards, modular architecture, and collaborative ecosystems. By
leveraging these techniques, the smart grid data model can evolve and scale to meet the demands of a

rapidly changing energy landscape while delivering reliable, efficient, and sustainable grid services.

Smart grid is the development trend of modern power systems. It uses advanced scientific and
technological means such as information technology, communication technology, and IoT technology
to upgrade the traditional power grid into a network with the characteristics of self-repair, efficient
operation, interactive service, and prevention of hacker attacks. An intelligent root cause analysis and
monitoring system is proposed for the smart grid full-link, which combines various algorithms and
achieves a localization accuracy of over 90%, reducing fault handling time by more than 50%. However,
with the continuous expansion of the smart grid and the improvement of its complexity, the problem of
power grid failure has gradually emerged, which not only affects the stable operation of the power grid
but also has a certain impact on the social economy. Therefore, solving these problems and providing
an accurate solution has become an important topic people are facing. Big data technology makes it
possible to deal with this problem. Big data technology for power grid operations embraces scalability,
distributed computing, cloud computing, containerization, real-time processing, Al integration, and
open standards. By leveraging these capabilities, organizations can optimize resource utilization, adapt

to changing demands, and improve grid reliability, resilience, and performance. It can collect the data



of all links, including the operation status of power grid equipment, power load demand, user's
electricity consumption behavior, etc., and conduct in-depth excavation and analysis to help people find
the root cause of power grid failure. Meanwhile, the combination of big data technology and Al can
accurately locate and predict power grid faults more effectively. Full-link intelligent analysis and
monitoring system is to build a perfect fault diagnosis and early warning system based on big data and
Al The system can monitor the running state of the power grid in real-time, and once an abnormality
occurs, it can quickly identify and locate the cause of the fault, thus making the best emergency
treatment plan in time to ensure the stable operation of the power grid. In addition, full-link intelligent
analysis can also deeply analyze the operation data of the power grid, find potential risks, and give early

warning, thus effectively preventing the occurrence of power grid accidents.

This work adopts a comprehensive method to realize intelligent root cause analysis and monitoring of
the whole link of the power grid [7~9]. Firstly, the data model of the whole link of the smart grid is
established, the data from all aspects are integrated, and the data mining technology is used for
preprocessing. Then, neural networks, genetic algorithms, wireless sensor networks (WSN), and
association rule mining are comprehensively used to realize intelligent identification, classification, and
root cause analysis of power grid faults. By combining these methods, this work aims to improve the
accuracy of power grid fault location and implement corresponding monitoring strategies for different

types of faults [10~13].

The research method in this work has important contributions and innovations in the field of smart grid
fault analysis. The intelligent analysis and root cause location of power grid faults can be realized by
using neural networks, genetic algorithms, WSN, and association rule mining. Finally, the research
results show that the proposed intelligent root cause analysis and monitoring system of the smart grid
can effectively improve the accuracy and efficiency of fault diagnosis, the positioning accuracy can
reach over 90%, and the fault handling time can be reduced by over 50%. This work provides strong
support for smart grid companies to detect faults and analyze root causes, which is of great significance
to the safe and stable smart grid operation quickly and accurately. Overall, Section 2 provides a detailed
literature review of related work. Section 3 presents the methodology used in this work, including the
data model for the smart grid full-link, data mining techniques, and multiple algorithms employed in
constructing the intelligent root cause analysis and monitoring system. Section 4 presents the research
results, including the accuracy and efficiency of fault diagnosis and the reduction of fault handling time.
Section 5 discusses the implications of the research and its potential future applications. Finally, Section

6 concludes the paper with a summary of the main contributions and future directions for research.
2. Literature Review

In the past few years, smart grid technology has made remarkable progress and has become an
important means to achieve efficient use of energy and sustainable development. With the rise of big

data technology, more and more studies focus on how to improve the efficiency and reliability of the



power grid through intelligent and data-driven methods. Under this background, this work aims to
explore the intelligent root cause analysis and monitoring system of power grid full link based on big
data algorithm, to realize comprehensive monitoring of power grid operation state and accurate root
cause analysis of problems. Abujubbeh et al. (2019) [13] summarized the application of software-
defined WSNs in a smart grid. The main methods include combing and summarizing the relevant
literature. The research results showed that the software-defined WSN had a wide application prospect
in the smart grid. Dragicevi¢ et al. (2019) [14] comprehensively reviewed the future application of
wireless networks in smart grids. Research methods include comprehensive analysis and induction of
relevant literature. The research results showed that wireless networks were of great significance to the
development of smart grid. Manoharan et al. (2020) [15] used the binary logistic regression method to
monitor the smart grid through wireless sensors. The research results showed that the monitoring system
based on a wireless sensor could effectively improve the performance and reliability of the smart grid.
Bagdadee et al. (2020) [16] proposed a WSN based on the Internet of Things (IoT) for power quality
control in the smart grid. The research results showed that the system could effectively monitor and
control the power quality. Kamruzzaman et al. (2022) [17] proposed an energy-efficient sustainable
wireless body area network design using network optimization, smart grid, and renewable energy
system. The research results showed that the design could achieve efficient use of energy and
sustainable development. Bolurian et al. (2023) [18] proposed a two-tier energy management model
considering user behavior, which was applied to the WSN platform in the smart grid. The research
results showed that the model could effectively improve the energy management efficiency of the smart

grid.

Atitallah et al. (2020) [19] reviewed the methods and future directions of using deep learning and big
data analysis of the IoT to support the development of smart cities. The research results showed that
deep learning and big data analysis of the IoT had broad application potential in the field of smart cities.
Kaffash et al. (2021) [20] analyzed the big data algorithm and its application in intelligent transportation
systems (ITS) and made a bibliometrics analysis. The research results showed that big data algorithms
had the potential to improve the efficiency and safety of transportation systems. Wang et al. (2022) [21]
studied the application of big data analysis in intelligent manufacturing systems to improve production
efficiency and quality. Big data optimization methods improve the efficiency of the smart grid data
model through enhanced data processing speed, scalability and flexibility, advanced analytics
capabilities, real-time monitoring, optimized resource allocation, and continuous improvement. By
leveraging these methods, smart grid operators can optimize grid operations, unlock new insights, and
improve overall performance and reliability. They comprehensively analyzed and summarized the
relevant literature, which revealed the important role of big data analysis. Based on deep learning, Li et
al. (2022) [22] conducted a big data analysis on the digital twins of the IoT in smart cities. Deep learning
technology could realize efficient processing and intelligent decision-making of massive data in smart
cities, and provide support for the development of smart cities. Smart grid operators can enhance

cybersecurity by identifying potential risks, integrating security protocols, establishing access controls,



deploying monitoring tools, developing incident response plans, providing cybersecurity training, and
complying with regulatory requirements. These strategies can help safeguard critical infrastructure and
services against cyber threats. Venkatachalam et al. (2022) [23] proposed a diabetes monitoring method
based on a deep confidence neural network, combined with big data on the edge of IoT. This method
used a deep learning algorithm to analyze and predict large-scale data and could realize accurate
diabetes monitoring and management. Garrett et al. (2022) [24] studied the impact of climate change
on pathogen outbreaks and used artificial intelligence (Al) to analyze big data to mitigate its impact. By
analyzing big data, Al can help predict and control the outbreak of pathogens and provide effective

coping strategies for disease prevention and control.

To sum up, the development of smart grid technology provides an important means to realize energy-
efficient utilization and sustainable development, while the rise of big data algorithms provides new
ideas and methods for smart grid monitoring and root cause analysis. Big data algorithms improve fault
handling in power grids by enabling real-time monitoring, predictive maintenance, fault localization,
optimization of response procedures, and continuous learning. These algorithms collect and analyze
data from various sources, detect anomalies, pinpoint the exact location and nature of grid faults, predict
potential equipment failures, and optimize response strategies. By leveraging advanced analytics,
machine learning, and predictive modeling techniques, these algorithms empower grid operators to

mitigate grid faults more effectively, ultimately improving grid reliability, resilience, and performance.

Therefore, the research on intelligent root cause analysis and monitoring systems of power grid full link
based on big data algorithms has important practical significance and theoretical value. To understand
significant discoveries, identify key ones, and analyze their practical significance. Consider their effects
from multiple perspectives, and explore their practical applications while acknowledging limitations.

Lastly, highlight future directions for further research and development.

3. Intelligent root cause analysis and monitoring system of power grid full link based on big data

algorithm

3.1 Full link data model construction and big data optimization of smart grid

The research is devoted to building the data model of the whole link of the smart grid and applying the
big data optimization method to improve its efficiency [25~28]. The establishment of this data model
aims to integrate data from all aspects of the smart grid and preprocess it through data mining technology.
Data mining technology is an essential tool in preprocessing integrated data within the smart grid data
model. It contributes to data cleaning, integration, feature selection, anomaly detection, pattern
recognition, predictive modeling, visualization, and interpretation. By leveraging data mining
techniques, stakeholders can unlock the full potential of smart grid data, driving innovation,
optimization, and decision-making in the modern energy landscape. The following is the specific

construction process: Firstly, the data from various sources involved in the actual case are collected



unified, and integrated. The system optimizes its algorithms and predictive models through real-time
monitoring, data analytics, predictive modeling, adaptive learning, automated updates, collaboration,
and continuous improvement. This allows it to adapt to changing grid conditions and operational
requirements, enhancing grid reliability, resilience, and performance. Data from multiple data sources,
including sensors, monitoring equipment, and measuring instruments, are integrated into a unified data
platform [29, 30]. Next, the big data optimization method is applied to process the collected data. Big
data optimization was critical in managing the massive volumes of data generated by smart grid sensors,
meters, and devices. Techniques such as scalable and distributed data storage, real-time data processing,
parallel processing, data compression, machine learning, resource optimization, and automated data
quality assurance were utilized to derive actionable insights, optimize grid operations, and enhance
overall performance and reliability in the smart grid ecosystem. This includes data cleaning, denoising,
and outlier processing to ensure the quality and accuracy of data. Data cleaning involves identifying
and correcting dataset errors, inconsistencies, and inaccuracies. Denoising is the process of removing
noise and irrelevant information from a dataset. Outlier processing involves identifying, analyzing, and
handling outliers or anomalies in a dataset that deviate significantly from the expected or normal
behavior. These concepts are essential for ensuring data quality, accuracy, and reliability in various
domains, including smart grid analytics [31, 32]. Through the above steps, the data model of the whole
link of the smart grid is successfully built. Integrating and preprocessing data from the smart grid poses
several challenges, including data heterogeneity, volume and velocity, quality and consistency, privacy
and security, integration and interoperability, governance and ownership, latency and real-time
processing, and governance and ethics. Addressing these challenges requires a holistic approach to data
management, including robust infrastructure, data governance frameworks, data quality assurance
processes, and stakeholder collaboration. Although, this data model not only integrates data from all
aspects but also is optimized by big data, which makes it possible to analyze and deal with faults in
smart grids more efficiently [33~34]. Big data algorithms are designed to efficiently handle vast
volumes of diverse and complex data while extracting valuable insights. Some key competencies
include scalability, parallel processing, distributed computing, complex data structures, machine
learning and Al capabilities, real-time processing, robustness and fault tolerance, and interoperability
and compatibility. These competencies enable organizations to derive valuable insights from large and
complex datasets to drive informed decision-making, innovation, and competitive advantage. After
constructing the data model of the smart grid with the complete link, a big data algorithm will be applied
for deep mining and analysis. Big data algorithms are highly scalable, adaptable, and resilient. They
automate data mining and analysis, support complex analytics, and enable real-time streaming data
analysis. They can handle diverse data types, including structured, semi-structured, and unstructured.
Big data algorithms are essential for extracting valuable insights from smart grid data and optimizing
grid operations in the modern energy landscape. Deep learning has several strengths that make it a
powerful tool for big data analytics. It can automatically learn hierarchical representations of data
features, capture non-linear relationships, scale effectively, handle diverse and dynamic datasets, learn

to represent data in high-dimensional feature spaces, support transfer learning, and enable end-to-end



that drive informed decision-making and innovation across various domains and industries. By using

techniques such as machine learning, neural networks, and deep learning, these algorithms can extract

key information from huge data and identify potential power grid fault modes and trends.

_ Furthermore, predictive analysis can be used to predict possible future faults and to take

preventive measures in advance, which greatly improves the operation efficiency and safety of the
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- The overall structure of the full link data model of a smart grid is analyzed, and the model
structure diagram is shown in Figure 1:
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Figure 1 Structure diagram of full link data model of smart grid

3.2 Fault identification and intelligent root cause analysis of smart grid

By combining a neural network model and genetic algorithm, intelligent fault identification and
classification of smart grid systems are realized, and root cause analysis is further carried out [35~39].
In the stage of fault identification, a model based on a neural network is constructed, and its powerful
learning ability and feature extraction ability are used to identify different types of faults. To identify
faults in a power grid, data is collected from various sources and pre-processed to ensure quality.

Relevant features are extracted, and a machine-learning model is trained and evaluated using the data.



The model's performance is optimized and deployed in a real-time monitoring system for fault detection
[40~42]. By training the model and using the marked data set for supervised learning, the model can
accurately predict the fault types in the power grid [43.,44]. In addition, in the intelligent root cause
analysis and monitoring system of the power grid full link based on a big data algorithm, the decision

function of the support vector machine (SVM) is calculated as shown in equation (1):

f(x) = sign(X}2, yiaik(x,x) +b) (1)

x represents the input vector, y; is the output label of the ith training sample, k(x;, x) is the
kernel function, and «; and b are the parameters learned by the big data algorithm. The cost

coefficient of the regression model is calculated, and the equation is as follows:

1 i A2, A

J©) = =2, (he(x®) —y®)? + L3, 02 @

m is the number of samples. n is the number of features. (x(i)) and y® are the features and
labels of the ith sample. hg is the prediction function learned from the regression model. 91-2 is the
parameter of the regression model, and A is the regularization parameter. In addition, the calculation
equation of classifier function P(Y = k | X) of random forest in the process of ensemble learning is as

follows:

P(Y =kIx)=—3%, P(Y =k|x6) (3)

k is the category label. X is the input vector. 8; is the parameter of different decision trees in a
random forest. P(Y = k | x; ;) indicates the probability that the i-th decision tree is classified as k
for a given input vector x. The objective function value J(C,u) ofthe big data algorithm and the smart

link of the power grid is calculated, and the equation is as follows:

k ; 2
J(€w) = By minllx® = il (4)

C is the cluster set to which the sample points belong. pu is the centroid of each cluster, k is the
number of clusters, and m is the number of samples. The process of smart grid fault identification and

intelligent root cause analysis is sorted out, and the structure is shown in Figure 2:
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Figure 2 Flow chart of smart grid fault identification and intelligent root cause analysis

3.3 WSN and construction of intelligent monitoring system

This section will focus on the specific construction process of WSN and intelligent monitoring
systems. First, appropriate sensor nodes are selected and deployed in key positions in the smart grid
system to ensure the comprehensiveness and accuracy of monitoring [45~47]. Next, these sensor nodes
are connected to a network through wireless communication technology. To simulate the real intelligent
monitoring system, appropriate communication protocols, and data transmission mechanisms are

designed to ensure that sensor nodes can stably transmit data to the main control center. To ensure stable
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Figure 3 Structure diagram of WSN and intelligent monitoring system

In addition, the proposed model is the intelligent root cause analysis method of the power grid full link
based on a big data algorithm (IRCA). To evaluate the performance of the model, the model is compared
with the power grid diagnosis method based on machine learning (PGG) and the power grid fault
management method based on knowledge map (PGFM). The performance is compared from the aspects
of fault location accuracy, fault processing time, monitoring system coverage, root cause analysis
efficiency, fault diagnosis accuracy, and system stability evaluation. Fault diagnosis and monitoring
systems in power grid environments can be evaluated based on six specific criteria: root cause analysis

efficiency, fault diagnosis accuracy, monitoring system coverage, fault location accuracy, fault



processing time, and system stability evaluation. These criteria help assess the systems' effectiveness,
reliability, and efficiency in identifying, analyzing, and mitigating faults and disturbances in the grid

infrastructure.
4. Result and discussion
4.1 Fault handling performance analysis of different power grid link analysis methods

The fault handling performance of different power network link analysis methods is studied and
compared, and a detailed analysis is made. To better understand the performance characteristics of these

methods, the data change curves from Figure 4 to Figure 6 are provided.
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Figure 4 Variation curves of fault location accuracy data of different power grid link analysis

methods

It shows that the fault location accuracy of different power grid link analysis methods is gradually
improved with the increase of iteration times. At the initial stage, the accuracy of the three methods is
low, but with the increase of iteration times, their accuracy is gradually improved. After 600 iterations
of the model, the fault location accuracy of the three methods is PGG: 48.81%, PGFM: 64.94%, and
IRCA: 92.35% respectively. It shows that the IRCA method shows the highest accuracy in the whole



iteration process, and gradually surpasses the other two methods. The Intelligent Root Cause Analysis
(IRCA) method uses advanced machine learning techniques to analyze large-scale datasets and extract
meaningful insights. IRCA leverages a comprehensive set of features and data sources to inform its
analysis and incorporates adaptive learning mechanisms to improve its performance over time. IRCA
prioritizes interpretability and explainability in its analysis results, enhancing user understanding and

confidence in its findings.
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Figure 5 Variation curves of fault handling time data of different power grid link analysis methods

According to the data change trend in Figure 5, it can be observed that the fault handling time of
different power grid link analysis methods is gradually decreasing with the increase of iteration times.
Algorithm development is an iterative process that involves testing, evaluation, and adjustment. During
the initial phase, prolonged iteration time is common as developers experiment with different
parameters, algorithms, or optimization techniques. As the algorithm converges towards an optimal
solution through successive iterations, processing time decreases across the three methods, improving
efficiency and effectiveness. This translates to faster task execution, shorter turnaround times, and
enhanced scalability, making the algorithm more suitable for real-time or large-scale applications. In
the initial stage, the processing time of the three methods is high, but with the increase in iteration times,

their processing time gradually decreases. The high processing time in fault diagnosis methods is due



to several reasons, such as extensive search space exploration, computational complexity, data
preprocessing, algorithm initialization, and resource constraints. As iteration times increase, processing
time typically decreases. Since the 200th iteration, the processing time of the three methods has
decreased. Finally, after 600 iterations, the fault handling time of the three methods is PGG: 32.67h,
PGFM: 25.16h, and IRCA: 6.16h respectively. It shows that the IRCA method shows the shortest
processing time in the whole iteration process, and is gradually superior to the other two methods. While
the IRCA method benefits from shorter processing times, it faces potential obstacles that need
consideration. These include a trade-off between accuracy and speed, limited exploration of solution
space, complexity of data, resource constraints, and dynamic system conditions. Striking the right
balance between speed and accuracy is critical to ensure that IRCA delivers reliable and actionable fault

diagnosis and mitigation insights.

—=— PGG
—eo— PGFM
—a— IRCA

507

[\
(—]
|

Monitoring system coverage (%)

[
(=}

T T T T T T T T T T T ]
100 200 300 400 500 600
Iteration

Figure 6 Variation curves of monitoring system coverage data with different power grid link

analysis methods

Figure 6 shows the changing trend of fault diagnosis accuracy data of different power grid link analysis
methods. According to the data observation, it shows that the accuracy of fault diagnosis of the three
methods shows different trends with the increase of iteration times. In the first 200 iterations, the

accuracy of the three methods has been significantly improved. The accuracy of the PGG method



increased to 21.40%, the PGFM method increased to 37.12%, and the IRCA method reached 57.52%.
Finally, after 600 iterations, the fault diagnosis accuracy rates of the three methods are PGG: 29.43%,
PGFM: 50.17%, and IRCA: 73.91% respectively. To sum up, according to the data trend analysis in
Figure 6, with the increase of iteration times, the fault diagnosis accuracy rate of different power grid
link analysis methods shows different trends, and the IRCA method shows a relatively high accuracy
rate in the whole iteration process. Data trend analysis involves examining historical data to identify
patterns, trends, and anomalies over time. It considers the temporal context of data and uses statistical
techniques like time series analysis, regression analysis, and visualization tools like line charts, scatter
plots, and heat maps. Data trend analysis examines long-term trends, seasonal variations, cyclic patterns,
anomaly detection, forecasting, and continuous monitoring. Organizations can make informed decisions
and optimize operations in various domains by understanding the principles and characteristics of data

trend analysis.

4.2 Root cause analysis efficiency and monitoring performance analysis of different power grid

link analysis methods

In this section, the root cause analysis efficiency and monitoring performance of different power grid
link analysis methods are analyzed. The efficiency of Root Cause Analysis (RCA) is analyzed by
evaluating the accuracy of root cause identification, time efficiency, effectiveness of analysis techniques,
and feedback mechanisms. Power Grid Link Analysis Techniques are monitored using topology, flow,
dynamic line rating, and cybersecurity monitoring. These techniques help operators proactively identify
and address issues, optimize grid performance, and ensure the reliability and resilience of the power
grid infrastructure. To evaluate the performance of these methods in diagnosing and maintaining power

grid faults, Figure 7 to Figure 9 are drawn to show the changing trend of relevant data.
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Figure 7 Variation trend of root cause analysis efficiency data of different power grid link analysis

methods

According to the data change trend in Figure 7, it can be observed that the root cause analysis efficiency
of different power grid link analysis methods presents different change trends with the increase of
iteration times. In the initial stage, the root cause analysis efficiency of the PGG method is low, at about
10.88%, the PGFM method is slightly higher, at about 34.07%, and the IRCA method achieves an
efficiency of 51.49%. The efficiency of the Parallel Genetic Algorithm (PGG) method for root cause
analysis may seem low initially due to several factors. These include the exploratory nature of genetic
algorithms, the quality and diversity of the initial population, computational overhead, and the need for
careful parameter tuning. However, with sufficient iteration and tuning, PGG can improve its efficiency
and converge towards optimal solutions for root cause analysis tasks in big data analytics applications.
With the increase in iteration times, the efficiency of the three methods is gradually improved. Finally,
after 600 iterations, the root cause analysis efficiencies of the three methods are PGG: 30.58%, PGFM:
54.12%, and IRCA: 76.96% respectively. To sum up, according to the data trend analysis in Figure 7,
with the increase of iteration times, the root cause analysis efficiency of different power grid link
analysis methods presents different trends, and the IRCA method shows relatively high efficiency in the

whole iteration process.
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Figure 8 Variation trend of fault diagnosis accuracy data of different power grid link analysis

methods

According to the data change trend in Figure 8, it can be observed that the fault diagnosis accuracy
rate of different power grid link analysis methods presents different change trends with the increase of
iteration times. In the initial stage, the accuracy rate of fault diagnosis of the PGG method is the lowest,
about 8.73%, and that of the PGFM method is slightly higher, at about 29.78%, while that of the IRCA
method reaches 49.44%. With the increase in iteration times, the accuracy of the three methods is
gradually improved. In the first 200 iterations, the accuracy of the three methods has been significantly
improved. After 500 iterations, the accuracy of the three methods rises again. The accuracy of the PGG
method is 35.76%, the PGFM method is 48.73%, and the IRCA method is 64.20%. With the increase
in iteration times, the accuracy of fault diagnosis of different power grid link analysis methods shows

different trends, and the IRCA method shows relatively high accuracy in the whole iteration process.
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Figure 9 Variation trend of system stability evaluation data of different power grid link analysis

methods

Through the data trend analysis in Figure 9, it can be observed that the fault diagnosis accuracy of
different power grid link analysis methods shows different changes with the increase of iteration times.
In the initial stage, the accuracy of fault diagnosis of the PGG method is about 13.19%, that of the
PGFM method is slightly higher than 33.18%, and that of the IRCA method is 55.22%. With the increase
in iteration times, the accuracy of the three methods is gradually improved. Finally, after 600 iterations,
the fault diagnosis accuracy rates of the three methods are PGG: 33.96%, PGFM: 47.18%, and IRCA:
82.07% respectively. To sum up, according to the data trend analysis in Figure 9, with the increase of
iteration times, the fault diagnosis accuracy rate of different power grid link analysis methods shows
different trends, and the IRCA method shows a relatively high accuracy rate in the whole iteration

process.
4.3 Discussion

In this paper, the fault handling performance of different power grid connection analysis methods is

studied, and three analysis methods PGG, PGFM, and IRCA are compared. Firstly, the accuracy,



processing time, and data changes of monitoring system coverage of each method are analyzed. The
results show that the IRCA method is superior to the other two methods in accuracy and processing
time, and its fault location accuracy and fault processing speed increase with the increase of iteration
times. It is superior to PGG and PGFM. In addition, the accuracy of fault diagnosis of these three
methods also increases with the increase of iteration times, and the IRCA method also shows relatively
high diagnostic accuracy in the whole iteration process. Three methods, namely PGG, PGFM, and
IRCA, improve fault location accuracy through iterative refinement and learning. These methods
explore solution spaces, optimize model parameters, and learn from past data patterns to gradually
converge toward more accurate fault localization results. Increasing iteration times enable these
methods to accumulate more training data, refine their feature selection process, and optimize their
machine learning models, leading to improved fault localization accuracy over time. In addition, by
comparing the research results of this paper with previous studies, Vaccaro et al. (2019) [48~49]
introduced the advantages and disadvantages, application scenarios, and development trends of various
information processing methods from five aspects: data collection, data transmission, data storage, data
analysis, and data visualization. It was pointed out that the information processing method was one of
the core technologies of the smart grid, which plays an important role in improving the efficiency,
reliability, and security of the power grid. Li et al. (2020) [50] used the distributed, tamper-proof, and
decentralized characteristics of blockchain to build a power consumption data-sharing platform, which
realized the safe transmission and storage of power consumption data. In this paper, an anomaly
detection algorithm based on deep learning was used to analyze and identify the anomalies in electricity
consumption data. The effectiveness and superiority of this method were verified by experiments, which
shows that this method can improve the ability of anomaly detection and attack resistance of smart grids.
Kimani (2019) [51] analyzed the security threats and vulnerabilities of smart grid networks from four
aspects: loT equipment, communication protocol, network architecture, and network management. The
research put forward some network security protection measures and suggestions, including
strengthening the identity authentication, encryption, and update of IoT devices, adopting secure
communication protocols and standards, designing multi-level network architecture and topology, and

implementing effective network monitoring and auditing.

Based on the above research results, this paper compares and analyzes the fault-handling
performance of different power grid connection analysis methods. IRCA method shows better
performance in accuracy, processing time, and fault diagnosis accuracy, which is better than PGG and
PGFM methods. Compared with other references, this paper focuses on the analysis of fault handling
efficiency and monitoring performance of different methods and provides experimental data and trend
analysis. These research results have guiding significance for optimizing power grid fault handling and

improving power grid reliability and security.
5. Conclusion

In this work, a comprehensive method is adopted to realize the intelligent root cause analysis and



monitoring of the whole link of the power grid. Firstly, the data model of the whole link of the smart
grid is established, the data from all aspects are integrated, and the data mining technology is used for
preprocessing. Then, neural networks, genetic algorithms, WSNs, and association rule mining are
comprehensively used to realize intelligent identification, classification, and root cause analysis of
power grid faults. During the experiment, the actual cases are collected, processed, and analyzed, and
the effect of the proposed system is verified. The research results show that the proposed intelligent root
cause analysis and monitoring system of the smart grid can effectively improve the accuracy and
efficiency of smart grid fault diagnosis. The system achieves more than 90% positioning accuracy and
reduces the fault handling time by more than 50%. In addition, with the increase of iteration times, the
accuracy of fault diagnosis of different power network link analysis methods shows different trends,
and the IRCA method shows relatively high accuracy in the whole iteration process. However, there are
some shortcomings in the research. Although many algorithms are comprehensively used in this work,
there may still be other more effective algorithms that have not been considered. Future research can
further optimize the algorithm and technology, expand the application fields, meet the challenges of
power grid scale expansion and complexity increase, and promote the sustainable development of smart

grid.
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