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The meteoric rise of cloud computing and information security technologies has
markedly heightened the importance of financial robots, particularly in ensuring security
and precision. This work embarks on designing a sophisticated financial robot software
architecture, grounded in cloud computing principles, to bolster system security and oper-
ational efficiency. At the heart of this design lies a self-localization algorithm grounded in
multi-sensor information fusion (MSIF), meticulously crafted to tackle localization accu-
racy challenges inherent in financial robot software. This algorithm harnesses the formi-
dable computational power of cloud computing platforms coupled with the robust safe-
guards of information security technologies, thereby elevating both performance and se-
curity. Expert assessments reveal that the developed financial robot software architecture
routinely achieves functionality implementation scores exceeding 8. The system boasts an
average task scheduling delay of under 5us, with 99.83% of transmission delays confined
to less than 1.5ms. Furthermore, the information fusion localization algorithm excels in
maintaining heading angle error near 0 degrees. Localization errors in both X and Y axes
are kept below 0.8 meters, with a notable reduction in errors as iteration counts increase.
These findings underscore the efficacy of the proposed solution in markedly enhancing the
security and accuracy of financial robot software, addressing software drift issues, and
offering a dependable security risk assessment framework for corporate financial manage-
ment.

Keywords: cloud computing; information security; financial robot; self-localization algo-
rithm; software architecture

1. INTRODUCTION

The continuous advancements in cloud computing and information security technol-
ogies have led many enterprises, particularly in the financial sector, to adopt cloud com-
puting for data storage and processing. Financial robot software has become indispensable
for these companies, as it enhances work efficiency, reduces error rates, and lowers oper-
ational costs [1]. However, constructing efficient and reliable software architecture for fi-
nancial robot software that enables quick and accurate task execution poses a major chal-
lenge. Ensuring data security during data transmission and processing is also crucial to
prevent the leakage or compromise of sensitive information [2]. In practical applications,
financial robot software is utilized to automate various tasks, including bill management
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and report generation. To achieve these functionalities, a self-localization algorithm is em-
ployed to determine the location of the financial robot and perform corresponding tasks
based on its current position. This aspect is of paramount importance and value in enhanc-
ing the efficiency and security of financial management, thereby contributing to the ad-
vancement of modern enterprise financial management systems.

Cloud computing plays a vital role in the architecture of financial robot software by
providing high-performance computing and storage resources. This technology enables fi-
nancial robots to effectively handle large-scale financial data and complex computational
tasks [3]. When designing the software architecture of financial robots, careful considera-
tion must be given to fully leverage cloud computing resources to achieve task parallel
processing and distributed storage, thereby enhancing overall performance and scalability.
Given the highly sensitive and valuable nature of financial data, stringent protection
measures are essential during storage, transmission, and processing. The software archi-
tecture of financial robots should incorporate various security measures, such as data en-
cryption, identity authentication, and access control, to ensure the confidentiality, integrity,
and availability of financial data. Self-localization refers to the ability of financial robots
to accurately determine their position and environmental state while performing tasks [4].
Self-localization algorithms leverage a wide range of sensors and data sources, including
images, sounds, and location information, to locate the robot and perceive its environment.
Through precise self-localization algorithms, financial robots can effectively adapt to dif-
ferent financial scenarios and meet diverse task requirements.

The research background of the financial robot software architecture and self-locali-
zation algorithm, based on cloud computing and information security, encompasses several
key aspects. Firstly, it addresses the transformational demands within the financial industry
driven by the need for advanced technologies and solutions. Secondly, it highlights the
significance of leveraging cloud computing resources to enhance financial robots’ capa-
bilities, enabling them to efficiently handle large-scale financial data and complex compu-
tational tasks. Thirdly, it emphasizes the importance of ensuring information security, as
financial data is highly sensitive and valuable, requiring robust measures to safeguard its
confidentiality, integrity, and availability. The research in this area aims to provide tech-
nical support for the development and application of financial robots, thereby contributing
to the advancement of financial technology [5]. A primary focus of the research is the
design and optimization of the architecture of financial robot software. This involves max-
imizing the utilization of cloud computing resources to achieve task parallel processing
and distributed storage, resulting in improved overall performance, scalability, and relia-
bility of financial robots. Additionally, the research delves into the implementation of ef-
fective information security measures within the financial robot software architecture.
Techniques such as data encryption, identity authentication, access control, and the iden-
tification and remediation of security vulnerabilities are explored to safeguard financial
data from unauthorized access and potential threats. The collective efforts in developing
cloud computing and information security-based financial robot software are expected to
enhance the efficiency, security, and innovation capabilities of financial businesses, em-
powering them to address contemporary challenges and opportunities in the financial land-
scape.

The primary objective of this work is to develop a robust, efficient, and intelligent
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cloud computing-based financial robot software platform aimed at enhancing modern en-
terprise financial management in terms of efficiency and security. Delving into the synergy
of cloud computing and information security technologies, this work pioneers the design
of a novel architecture tailored for financial robot software. At its core, a self-localization
algorithm based on multi-sensor information fusion (MSIF) is introduced, addressing prev-
alent issues of localization accuracy within financial robot software. The innovation lies in
leveraging cloud computing to enable the financial robot software to maintain high-effi-
ciency operation even under heavy loads. Concurrently, the integration of information se-
curity technologies ensures the security and reliability of data transmission. The proposed
self-localization algorithm significantly enhances localization precision by amalgamating
data from multiple sensors, with remarkable efficacy in eliminating heading angle errors.
This fusion of advanced computational capabilities and robust security measures exempli-
fies a transformative approach to improving both the operational efficiency and data integ-
rity of financial robots. The research marks a significant stride in resolving the longstand-
ing challenges of localization accuracy, thereby providing a reliable and secure framework
for the deployment of financial robot software in demanding environments.

This work presents several significant contributions, starting with the design of a
cloud-computing-based architecture for financial robot software. Expert evaluations have
validated both the functional implementation and performance aspects of this architecture.
Additionally, the introduction of the MSIF self-localization algorithm has led to a substan-
tial improvement in localization accuracy by integrating data from multiple sensors. Com-
parative experiments against traditional sensor-based localization methods and other fil-
tering algorithms highlight the superior precision and stability of the MSIF approach.
These findings not only demonstrate the efficacy of the proposed solutions in enhancing
the security and accuracy of financial robot software but also offer a reliable solution for
corporate financial management, incorporating robust information security risk assessment
capabilities. This research provides crucial theoretical and practical foundations for the
future development of financial robot technologies, marking a significant advancement in
the field.

This work is structured into five main parts, each addressing different aspects of the
study. Section 1 introduces the background and research objectives of the financial robot
software architecture and self-localization algorithm, contextualizing the study within the
broader field of financial technology and highlighting its specific goals. Section 2 provides
a comprehensive overview of the current research landscape and accomplishments related
to financial robot software architecture and self-localization algorithms, both domestically
and internationally. This section serves as a basis for understanding the existing body of
knowledge and identifying potential research gaps. Section 3 outlines the research methods
employed in this work, including the design of a cloud computing-based and information
security-oriented robot software architecture. Moreover, it introduces the utilization of a
self-localization algorithm based on MSIF. Experts are invited to evaluate its functionality
and rationality to ensure the robustness and appropriateness of the proposed architecture.
Furthermore, various algorithm performances are thoroughly tested and assessed. Subse-
quently, Section 4 involves conducting extensive tests on the designed software architec-
ture and self-localization algorithm, followed by a detailed analysis of the obtained results.
This empirical evaluation provides valuable insights into the performance and effective-
ness of the proposed solutions. Finally, Section 5 presents the conclusions drawn from the
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study, including an assessment of the prospects, limitations, and potential future research
directions. This work establishes a secure, efficient, and intelligent financial robot software
platform by investigating and developing cloud computing-based financial robot software
architecture and self-localization algorithms. This platform is expected to significantly en-
hance support and services for modern enterprise financial management, contribute to the
advancement of cloud computing and information security technology, and offer valuable
insights for enterprise digital transformation.

2. LITERATURE REVIEW

Currently, research on cloud computing-based and information security-oriented fi-
nancial robot software architecture and self-localization algorithms is gaining momentum
and making significant progress. With the increasing demand and adoption of financial
technology, these research outcomes contribute to the enrichment of theory and practice in
the field of financial technology and hold great promise for future advancements. The
study of cloud computing-based and information security-oriented financial robot software
architecture and self-localization algorithms is expected to bring further innovation and
advancements to the financial industry. Furthermore, the field can be further developed
through international exchanges and collaborations, fostering the advancement of financial
robot technology and facilitating its innovative applications.

Ding et al. (2022) focused on the design and optimization of financial robot software
architecture to suit the cloud computing environment. Their work revolved around distrib-
uted computing, task scheduling, and resource management, aiming to enhance the perfor-
mance and scalability of financial robot software [6]. In parallel, other studies have ad-
dressed fault-tolerant mechanisms and high availability design within the architecture to
ensure the stable operation of the financial robot software. In the domain of information
security, domestic researchers have also begun to address security requirements and tech-
nical measures within the financial robot software architecture. Their research directions
encompass data encryption, identity authentication, access control, security vulnerability
analysis, and remediation [7, 8]. Additionally, some studies have focused on secure mech-
anisms for privacy protection and data sharing, aimed at fulfilling compliance and security
requirements for financial data processing [9].

In the domain of self-localization algorithms for financial robots, domestic research-
ers have initiated investigations into the integration of multiple sensors and data sources to
achieve localization and environmental perception for financial robots [10]. The research
encompasses various areas such as image processing, speech recognition, and localization
techniques, with the goal of enhancing the perception and decision-making capabilities of
financial robots to adapt to diverse financial scenarios and task requirements [11]. Further-
more, some domestic research institutions and financial organizations have taken practical
steps in applying cloud-based and information security-oriented financial robot software
architecture and self-localization algorithms in real-world scenarios. These applications
span fields such as financial data processing, intelligent customer service, and risk man-
agement [12]. Through practical application verification, researchers can assess the per-
formance and effectiveness of the proposed architecture and algorithms in real-world en-
vironments.
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Foreign researchers have conducted comprehensive studies on financial robot soft-
ware architecture, with a particular focus on cutting-edge technologies such as distributed
computing, fault tolerance mechanisms, resource management, and micro-services archi-
tecture. These technologies aim to achieve high performance, scalability, and resilience in
financial robot software [13]. Additionally, some studies explore the application of emerg-
ing technologies, such as containerization and serverless computing, in the design of fi-
nancial robot architecture [14]. In the context of information security, researchers attach
significant importance to addressing issues in financial robot software architecture and
propose a range of solutions. These encompass data privacy protection, identity authenti-
cation, access control, encryption algorithms, and other security technologies to ensure the
safety and compliance of financial data [15]. Furthermore, research is focused on vulnera-
bility analysis and security testing of financial robot software to detect and rectify potential
security risks [16, 17].

Researchers from various fields have been actively applying machine learning, com-
puter vision, deep learning, and other advanced technologies to study the perception and
localization capabilities of financial robots. Their research objectives include image recog-
nition, speech recognition, and natural language processing, aiming to enhance the envi-
ronmental perception and intelligent decision-making abilities of financial robots [18, 19].
These scholars have conducted multiple real-world application cases in diverse areas such
as financial transactions, risk management, and investment advice. Through collaborative
verification, they have theoretically validated the feasibility of architectures and algorithms
and improved the performance and effectiveness of financial robots in practical scenarios
[20]. Cross-border cooperation between research institutions, financial organizations, and
technology companies has been increasing, leading to joint advancements in the research
and application of cloud-based and information security-oriented financial robots. The
comparative analysis of financial robot software architecture and self-localization algo-
rithms is illustrated in Table 1:

Table 1. Comparison of financial robot software architecture and self-localiza-
tion algorithms.

Study Method Advantages Limitations Research Gaps
Refer- | Cloud Compu- Enhances per- Primarily fo- Requires a more
ence ting Environ- formance and cuses on perfor- integrated ap-

[6] ment for Finan- scalability, fo- | mance optimiza- | proach to security
cial Robot Soft- | cuses on distrib- | tion, potentially | and localization
ware Architec- | uted computing | neglecting infor- | algorithm optimi-
ture Design and | and task sched- | mation security zation

Optimization uling and localization

issues
Refer- | Security Tech- | Emphasizesin- | May lack atten- | Need for research
ence | nologies such as | formation secu- tion to perfor- combining cloud
[7-9] Data Encryp- rity, covers data | mance optimiza- | computing envi-
tion, Identity encryption and tion in a cloud | ronments with en-
Authentication, authentication | computing envi- hanced system
and Access ronment performance and
Control security
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Refer- Self-Localiza- | Improves locali- | May be limited | Further validation
ence tion Algorithm | zation accuracy, by sensor and needed for algo-

[10- Using Multi- enhances envi- | algorithm accu- rithm effective-
12] Sensor Infor- ronmental per- | racy in practical | ness in real-world
mation Fusion ception applications financial scenar-

ios
Refer- Distributed High perfor- May overlook Integration with
ence Computing, mance, strong data privacy data privacy pro-
[13] Fault Tolerance | scalability, good | protection and tection measures
Mechanisms, adaptability information se- needed to en-
Microservices curity hance overall se-
Architecture curity
Refer- | Containerization | Utilizes emerg- Potential tech- Need to align
ence and Serverless ing technolo- nical integration | with specific re-
[14- Computing gies, increases and stability is- | quirements of the
17] Technologies architectural sues in practical | financial industry
flexibility and applications
manageability

Refer- | Image Recogni- | Enhances envi- High technical Need to improve
ence tion, Speech ronmental per- | demands, poten- | adaptability and

[18- Recognition, ception and in- tial challenges practicality for
20] Natural Lan- telligent deci- in practical ap- | specific financial

guage Pro- sion-making ca- plication tasks
cessing pabilities

In summary, the current research emphasis in China revolves around financial intel-
ligence, information security, and cloud computing. However, further investigation is re-
quired in the areas of financial robot software architecture and self-localization algorithms.
Nevertheless, foreign research has demonstrated significant expertise in software architec-
ture, robot intelligence, and adaptive algorithms, providing valuable references and in-
sights for related research in China.

3. METHODS

3.1 Research Framework

The overarching implementation framework is depicted in Fig. 1.
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Fig. 1 Overall implementation framework

Fig. 1 elucidates the multifaceted design of the financial robot software architecture
and the intricate interconnections between its components. At the heart of this framework
is the software architecture, which leverages cloud computing technology to enable high-
performance computing and distributed storage. This setup supports parallel processing of
tasks and ensures robust data security. Integrated within this architecture are critical infor-
mation security measures such as data encryption, identity authentication, and access con-
trol. These measures are designed to prevent data breaches, unauthorized access, and to
safeguard the integrity of data. The self-localization algorithm stands as a pivotal element
within the financial robot software framework. By employing multi-sensor information
fusion technology, this algorithm enhances localization accuracy and equips the robot to
navigate complex environments. The fusion of sensor data effectively reduces localization
errors, while dynamic adjustment of localization strategies further amplifies task execution
efficiency. Error analysis and task scheduling optimization contribute to refining the algo-
rithm’s performance and accelerating system response times. In this implementation
framework, the iterative improvement of the self-localization algorithm, driven by error
analysis, fortifies the system's robustness. Concurrently, optimization of task scheduling
and resource management enhances resource utilization, ensuring high efficiency and sta-
bility when processing vast amounts of financial data and managing complex computa-
tional tasks. Overall, the framework provides a clear representation of the key elements
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and their interactions within the financial robot software architecture, delivering compre-
hensive technical support for achieving efficient, secure, and reliable financial robot oper-
ations.

3.2 Software Architecture Design of Financial Robot

Financial robots, sophisticated intelligent devices deployed within the financial sector,
are designed to autonomously or semi-autonomously perform a variety of financial tasks.
These tasks encompass, but are not limited to, automated trading, risk management, data
analysis, and client services. As cloud computing and information security technologies
have evolved, the scope and significance of financial robots have escalated considerably.
In the contemporary financial landscape, these robots significantly boost the efficiency and
accuracy of financial services through their adept data processing and precise decision-
making capabilities, while simultaneously mitigating the risks associated with manual op-
erations. The applications of financial robots in the financial domain are diverse and im-
pactful:

(1) Automated Trading: Financial robots execute buying and selling operations
based on preset trading strategies and real-time market data, enabling auto-
mation of trading and high-frequency trading practices.

(2) Risk Management: Utilizing big data analytics and machine learning algo-
rithms, financial robots continuously monitor market fluctuations, assess
risks, and implement appropriate measures to aid financial institutions in ef-
fective risk management.

(3) Client Interaction: Through natural language processing and voice recogni-
tion technologies, financial robots engage with clients, offering round-the-
clock customer support and financial consulting services.

(4) Data Analysis and Modeling: Financial robots swiftly handle vast quantities
of financial data, performing intricate analyses and modeling to provide a
scientific foundation for financial decisions.

(5) Therole of financial robots is increasingly pivotal in enhancing service qual-
ity, optimizing resource allocation, reducing operational costs, and improv-
ing client satisfaction. They have emerged as a critical focus in the advance-
ment of modern financial technology, underscoring their growing influence
in the field.

The design of financial robot software architecture encompasses creating the software
system for financial robots, including defining the system’s modules, components, and
their relationships [21, 22]. This design ensures that the financial robots can efficiently
perform various financial tasks, including processing accounting vouchers, reconciling ac-
count balances, and generating reports [23, 24]. Design principles such as modularity, lay-
ering, and loose coupling can be adopted when designing software architecture to reduce
complexity and enhance maintainability. Moreover, the incorporation of suitable technol-
ogies and tools can support the development and deployment process, improving effi-
ciency and minimizing overhead [25, 26].
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The design process for financial robot software architecture involves the following
specific steps:

Step 1: Requirements definition

The first step is to define the requirements of the financial robot software system.
These requirements encompass usability, developability, real-time capability, interactivity,
and dynamism.

Step 2: Communication plan design

This step involves presenting a financial robot software architecture implemented us-
ing the Robot Operating System (ROS). ROS is a widely adopted framework known for
its capabilities in facilitating cross-language and cross-platform interprocess communica-
tion. Its Remote Procedure Call (RPC) framework effectively addresses the challenge of
interprocess communication between hosts and programming languages [27, 28]. Fig. 2
illustrates the proxy node-based communication scheme.

S X,
N J

Non-ROS process 1 Non-ROS process 2
ROS operating environment ] %
Proxy node
ROS process ROS process

Fig. 2 Proxy node-based communication scheme

Fig. 2 demonstrates the versatility of using a more generalized RPC method for dy-
namic encapsulation, enabling the utilization of ROS topics and services in non-ROS en-
vironments. This is achieved through the deployment of a proxy node in a runnable ROS
environment, thereby facilitating access to ROS topics and services in other environments.

Step 3: Establishment of bidirectional communication between ROS nodes
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Step 4: Design of the architectural view

The architectural view of the financial robot software design includes the component
connector view and the framework deployment view [29], as indicated in Fig. 3.
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Fig. 3 Financial robot software architecture design view ((a) component connection;
(b) software architecture deployment)

Fig. 3 illustrates the comprehensive financial robot software architecture, comprising
the component connection view and the software architecture deployment. These two as-
pects work together to complement the entire software system, which is subsequently sub-
jected to performance testing. The design of the financial robot software architecture is
meticulously crafted to guarantee the system's security, accuracy, and efficiency. An-
chored in cloud computing technology, this architecture is segmented into several key
modules, each assigned specific functions and governed by stringent information security
protocols for data transmission and interaction. The core modules and their functions are

outlined as follows:

(1) Data collection module: This module is tasked with aggregating data from
diverse sources—market trends, transaction records, customer information,
and more. Utilizing MSIF technology, it ensures comprehensive and precise
data capture, enhancing the reliability of subsequent analyses.

2)

Data processing module: Charged with the cleansing, filtering, and prepro-

cessing of collected data, this module employs big data analytics and ma-
chine learning algorithms to analyze and model the information. The pro-
cessed data serves as the foundational input for decision-making processes.

3)

Decision support module: Operating on preset trading strategies and risk

management frameworks, this module integrates real-time data to generate
actionable trading decisions and risk assessment reports. It leverages High-
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Performance Computing (HPC) technologies to ensure both the timeliness
and efficiency of decision outputs.

(4) Execution module: Responsible for transmitting the trading directives and
risk control measures, as formulated by the Decision Support Module, to the
trading and risk management systems. This module also monitors the exe-
cution phase to ensure the precision and promptness of trades and risk miti-
gation actions.

(5) Monitoring and feedback module: This component provides continuous sur-
veillance of the financial robot’s operational state, gathering and analyzing
runtime data to produce performance reports and improvement recommen-
dations. Additionally, it facilitates user interaction, collecting feedback to
enhance the overall user experience.

(6) Information security module: Employing state-of-the-art security technolo-
gies—such as encryption algorithms, firewalls, and intrusion detection sys-
tems—this module safeguards the confidentiality, integrity, and availability
of data, thereby ensuring the secure operation of the entire system.

Together, these modules form a robust framework designed to optimize the function-
ality and security of financial robots, supporting their advanced capabilities in the financial
sector.

Step 5 involves selecting a suitable hardware platform.

Step 6 entails choosing an appropriate operating system.

Step 7 pertains to selecting a control platform.

Step 8 focuses on conducting software performance testing.

Step 9 involves evaluating the software’s functional implementation by experts.

Step 10 encompasses analyzing the obtained results.

3.3 A robot-self Localization Algorithm based on MSIF

Implementing self-localization algorithms in financial robots is essential for several
compelling reasons. Firstly, the autonomous navigation and precise positioning required
during task execution are crucial for the efficient operation of financial robots. In environ-
ments like banks and stock exchanges, these robots often need to navigate autonomously
between various workstations, deliver critical documents, or assist in customer service.
Without accurate localization capabilities, there is a significant risk of deviations in path
planning and task execution, potentially leading to reduced efficiency or operational errors.
Furthermore, self-localization algorithms significantly enhance the accuracy and stability
of financial robots’ positioning. Complex financial environments often present numerous
obstacles and interference factors, such as dense crowds or intricate layouts. Traditional
localization methods may struggle with these complexities, resulting in substantial errors.
However, by utilizing MSIF techniques, self-localization algorithms can integrate data
from multiple sensors, offering more precise and reliable positional information. This
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multi-source data fusion effectively reduces localization errors, ensuring that robots can
maintain accurate positioning even in challenging environments. In addition to improving
accuracy, self-localization algorithms also enhance the safety of financial robots. Safety is
a paramount concern in financial settings. Inaccurate positioning could lead to collisions
with people or objects, causing property damage or injury. A precise self-localization al-
gorithm ensures that robots can navigate around obstacles and complete tasks safely and
efficiently, thereby safeguarding the entire system. Moreover, these algorithms bolster the
robots' autonomous learning and adaptation capabilities. Through continuous localization
and navigation, robots can gather environmental data and incrementally refine their local-
ization algorithms, enhancing their self-learning abilities. This adaptability allows finan-
cial robots to operate efficiently in ever-changing environments, meeting diverse task re-
quirements. In conclusion, the application of self-localization algorithms in financial ro-
bots not only improves positioning accuracy and safety but also enhances their self-learn-
ing and adaptability. This ensures that they can complete tasks efficiently and safely in
complex financial environments. Therefore, researching and developing efficient self-lo-
calization algorithms is crucial for enhancing the overall performance of financial robots.

The MSIF-based robot self-localization algorithm is a sophisticated technique used
for robot localization, utilizing multiple sensors such as laser rangefinders, vision cameras,
and inertial measurement units to gather environmental and robot state information. This
information is subsequently fused and processed to determine the precise location of the
robot in the environment [30]. A fundamental aspect of this algorithm is the inclusion of a
motion model of the robot, which aids in inferring the robot’s position at different time
intervals. The complexity and overhead associated with the MSIF-based robot self-locali-
zation algorithm primarily involve sensor selection and integration, the design of the data
fusion algorithm, data calibration and correction procedures, computation and storage
overhead, algorithmic tuning, and performance evaluation. To ensure optimal system per-
formance, it is essential to carefully balance these factors when designing and implement-
ing the algorithm, taking into account system requirements while mitigating complexity
and overhead. The positioning algorithm is formulated in three key components:

(1) Multi-sensor information fusion.

The structural diagram of the multi-sensor information fusion model is depicted in
Fig. 4.
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1.Detection fusion

2.Position fusion

3.Attribute fusion
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> 5.Threat estimation

Man-machine interface

Fig. 4 Structure of multi-sensor information fusion model

Fig. 4 illustrates a comprehensive view of information fusion, which is categorized into five
levels: detection fusion, position fusion, attribute fusion, attitude evaluation, and threat estima-
tion. Detection fusion involves directly detecting or assessing signals. Position fusion is of ut-
most importance as it involves both temporal and spatial fusion. This level can be further clas-
sified into three types: centralized, decentralized, and hybrid fusion structures. Attribute fusion
consists of data, feature, and decision layers. Attitude evaluation entails analyzing and inter-
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preting complex environments to arrive at accurate inferences. Finally, threat estimation in-
volves evaluating decision uncertainties and randomness. Fig. 5 depicts the two modes of in-

formation fusion.
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Fig. 5 Two modes of information fusion ((a) centralized structures; (b) distributed struc-
ture)

Fig. 5 depicts the two modes of information fusion: decentralized and centralized. In decen-
tralized information fusion, data processing is distributed, while the remaining steps are similar
to those in centralized information fusion. However, decentralized information fusion exhibits
superior efficiency and accuracy in data processing.

(2) Design Bayesian filter positioning algorithm and Kalman filter (KF) positioning algo-
rithm)

Bayesian filtering localization involves treating the localization algorithm as a Bayesian es-
timation problem. The robot’s position is denoted as (a, b, 8), where (a, b) represents the robot’
s two-dimensional coordinates, and € stands for the heading direction. At time T, the robot’s
motion state is recorded as a;. The expression of the Bayesian rule is given by Equation (1):

p(Ztlat.Zo..t—1)p(aelZo...t-1)
B(a,) = P(Zo..t—1) (M

In Equation (1), B(a;) represents the robot’s motion state, and the state sequence before
time ¢ is denoted as aq,...,—1 = (ag,ay,***,a;—1), while the sensor observation sequence is
Zyte1 = (Zo, 24, Z;_1). The term p(a;|Z;_)represents the probability density. Accord-
ing to Bayesian filtering, Equation (1) can be transformed into Equation (2).

B(a,) = np(a.lZ;) f p(a¢lac_,) B(as_1)da,_4 2

In Equation (2), p(a;|Z;)represents the sensor observation model, and p(a;|Z;) signifies
the system state transition model. When designing the algorithm, it is formulated as state pre-
diction and state update, as expressed in Equations (3) and (4):
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B(a,) = [p(acla;_,) B(a,_y)da,_, 3)
B(a,) = np(a.|Z;)B(a,) “)
The steps of the KF positioning algorithm are illustrate in Fig. 6.
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Variance of
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Predictive state value Linearization Iterative initial value

model observation

ft—

Judgment iteration Update error variance ~ Update status  Calculate Kalman gain
condition

End of iteration

Fig. 6 Steps of KF positioning algorithm

Fig. 6 the steps involved in the KF localization prediction algorithm. The algorithm begins
by setting the initial values. Next, the state values are predicted. Subsequently, the model is
linearized, and the linearized model is used to predict the error and variance. Afterwards, the
initial values and iteration count are set, and the linearized model is iterated and observed. Next,
the Kalman gain is calculated, and state updates, as well as error and variance updates, are
performed. Finally, the result is evaluated against the exit loop condition. If the condition is
satisfied, the iteration is terminated; otherwise, the iteration process continues.

The system state variable c is assumed to be a real number; v represents input; m refers to
process noise. The system state transition at time t is represented by Equation (5).

Ct = ACt_l + th—l + mt (5)

Here, 4 indicates the gain matrix; B refers to the input gain. The observation equation at
time t is given by Equation (6).

zy = Dcy +uy (6)

In Equation (6), u; means the observation noise at time ¢; z stands for the observed variable;
D represents the actual gain. The observation noise and process noise follow the Gaussian dis-
tributions and can be written as Equations (7) and (8), respectively:

P(m) = N(0,Q) @)



18 PING-LI 1, LI-MIN ZHANG 2,* AND XI-BEI HUANG 1

P(u) = N(O,R) ®)
Here, Q and R are constants representing the covariance matrix of the two types of noise.

The application structure of KF based on recursive estimation theory is displayed in Fig. 7.

r'
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Optimal output

Fig. 7 Application structure of KF based on recursive estimation theory

Fig. 7 illustrates the recursive estimation theory proposed by the KF, which utilizes a state-
space representation. The KF algorithm, in its recursive form, can handle multidimensional
stationary and non-stationary stochastic processes. As a result, it has found widespread appli-
cations in modern engineering fields, including navigation, control, guidance, and communica-
tion.

(3) Structural design of the MSIF positioning algorithm and localization information fusion

At time t, the sensors detect n features denoted as L = {L;, L, -+, L, }, but due to prediction,
k features are estimated as M = {M;, M,, -+, M}. The residual between the observed and es-
timated values is given by Equation (9).

v =z(t) - 2(t) €]
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Here, z(t) and Z(t) refer to the actual observed value and the estimated measurement
value at time t. The covariance matrix is computed as Equation (10)

S=HPHT +R (10)

In Equation (10), H represents the Jacobian matrix; P means the covariance matrix of errors;
R indicates the covariance matrix of observation noise. The relationship between the measured
value and the actual value is described by Equation (11).

D2 =uTS tu < y2(k) (11)

In Equation (11), y2(k) represents the chi-square distribution with k degrees of freedom,
a refers to the significance level, and 1- a represents the confidence level, which is typically set
at 0.95.

Fig. 8 illustrates the process of the fusion robot positioning algorithm.
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Fig. 8 Fusion robot positioning algorithm process

Fig. 8 indicates that the core of the fusion algorithm lies in matching and fusing data infor-
mation, leading to the precise determination of the robot’s current position and orientation
through residual calculations.

The pseudocode for the self-localization algorithm based on MSIF is outlined in Table 2.

Table 2. Pseudocode for the self-localization algorithm based on MSIF.

Step Pseudocode
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1. Initialization

1.1 Define Variables

sensor_data =[]

position = [x0, y0]

heading = theta0

state_estimate = [position, heading]

1.2 Parameter Set-

sensor_noise = [...]

tings

control_noise = [...]

dt=0.025

N=100

2. Data Acquisition

2.1 Data Retrieval

sensor_data = get sensor_data()

3. Prediction Phase

3.1 Motion Model

state_predict = motion_model(state_estimate, dt)

3.2 Control Noise

state_predict += control_noise

4. Update Phase

4.1 Observation
Model

observation = observation_model(sensor data)

4.2 Kalman Gain

K = calculate_kalman_gain()

4.3 State Update

state_estimate = state predict + K * (observation -
state_predict)

5. Data Fusion

5.1 Fusion Process

state_estimate = sensor_fusion(state estimate, sensor_data)

6. Iterative Calcula-
tion

6.1 Loop Iteration

for i in range(N):

sensor_data = get sensor_data()

state_predict = motion_model(state_estimate, dt)

state_predict += control_noise

observation = observation_model(sensor_data)

K = calculate_kalman_gain()
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state_estimate = state_predict + K * (observation -
state_predict)

state_estimate = sensor_fusion(state_estimate, sensor_data)

7. Output Results -

7.1 Position Output position, heading = state estimate

7.2 Error Analysis error = calculate_error(state_estimate, true_state)

Localization via information fusion harnesses a myriad of sensors and varied informational
sources to compute positional estimates with exceptional precision. This complex process mir-
rors the workings of a feedback control system, perpetually adjusting parameters and refining
models to elevate the accuracy of localization, thereby ensuring robust environmental mapping.
Fig. 9 provides an illustrative depiction of the structural framework of this intricate information
fusion localization system.
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Fig. 9 showcases the information fusion structure, enabling the robot to incorporate data
from multiple sensors. The robot initiates its motion from a known point and tracks its move-
ment using odometry control information. However, as odometry inherently introduces errors,

the robot’s position becomes uncertain after covering a certain distance. To mitigate uncertainty

and rectify accumulated errors, the Iterative Extended KF algorithm is adopted to fuse infor-
mation from internal and external sensors and constantly update the robot’s state, enabling rel-
ative localization within the environmental map. Prior to information fusion, preprocessing of
diverse sensor information is imperative, involving the elimination of erroneous data and the

extraction of reliable information to guarantee the accuracy and efficacy of the information

fusion process.
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4 Experimental Design and Performance Evaluation

4.1 Experimental Materials and Data Collection
(1) Data collection for financial robot software architecture

The assessment of the financial robot software architecture's performance pivots on
meticulously gathered data, sourced from The Software Testing Dataset Repository, ena-
bling an exhaustive examination of the software's capabilities.

The data collection employs Selenium automation scripts, written in Java, designed
to interact with web pages via Selenium WebDriver, mimicking user actions within a
browser. The dataset encompasses supplementary details, such as issue creation dates, last
edited dates, issue titles, and tags. The test suite comprises a compilation of multiple test
cases, each tailored to rigorously scrutinize diverse facets of the software application.
Every test case is designated with a unique Test Id, Title, and Description. Below is a
translation of a selection of test cases from the dataset:

Test Id 1: Essential fields must be verified and marked with an asterisk (*). This in-
volves checking mandatory fields across forms, screens, pop-ups, etc., ensuring they are
duly marked. Additionally, any agreed-upon color-coding for these fields and asterisks
should be visible.

Test Id 2: Verification error messages must be accurately displayed in the correct
positions. Inputting invalid values into any field on the webpage should trigger an error
message. The triggered error message must align with the expected design as outlined in
the Functional Requirement Document or any other stipulated knowledge base documen-
tation.

Test Id 3: All error messages should be presented using a uniform Cascading Style
Sheets (CSS) style, such as red. Any error message triggered during validation should be
color-coded using the same CSS style to maintain consistent color-coding throughout the
application.

Test Id 4: General confirmation messages should utilize a CSS style distinct from
error messages, such as green. Any messages other than standard error messages (e.g.,
warning messages) should be displayed using a different CSS style. For instance, if error
messages are shown in red, warning messages should use an alternate color like green.

Test Id 5: Tooltip text should be meaningful. Tooltips help users quickly understand
specific web page components/features. These tooltips should convey meaningful infor-
mation about the components/tools on the page and should be concise.

Test Id 6: Dropdown fields should have the first item set to blank or text like "Select".
All dropdown menus on any page should have the first item set to blank or text like "Se-
lect," indicating that nothing is selected by default unless otherwise specified by design.

Test Id 7: The “Delete Function” for any records on a page should prompt confirma-
tion. Clicking the delete button on any webpage should not immediately trigger the dele-
tion action. Instead, the system should request user confirmation through appropriate
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standard channels. For example, clicking the delete button should trigger a pop-up window
with an appropriate confirmation message and “OK” and “Cancel” buttons.

Test Id 8: If a page supports the addition/deletion/updating of records, it should pro-
vide options to select/unselect all records. Whenever a page supports addition/updating/de-
letion functionality, the page should offer users an option to select all selectable items using
a select-all button. It should also provide another option to deselect all selected items using
a deselect-all option.

Test Id 9: Amount values should display the correct currency symbol. Fields that up-
date or display monetary values should include th appropriate currency symbol. These
symbols should correspond to the currency being displayed by default or the currency be-
ing input.

Test Id 10: A default page sorting should be provided. The page should have a default
sorting order.

The dataset continues with further test cases, covering an expansive range of test
points from user interface elements (such as button functionality, field alignment, font size,
and style) to backend functionalities (including database performance, security testing, file
upload, and email functionalities). Each test case is meticulously designed to ensure that
all aspects of the application adhere to expected standards and functional requirements,
providing a comprehensive framework for evaluating the robustness and reliability of the
financial robot software architecture.

(2) Testing the MSIF-based robot self-localization algorithm

In the rigorous assessment of the MSIF-based self-localization algorithm, a dual-
wheel robot with a wheelbase of 0.5 meters serves as the test platform. This robot navigates
within a specified motion environment, meticulously designed to evaluate the MSIF algo-
rithm's performance in real-world applications. The experimental setup comprises the ro-
bot moving at a velocity of 2 meters per second within a 100-meter by 100-meter area. To
capture precise environmental data, the sensor sampling interval is set at 0.025 seconds.
The observation angle ranges from -30° to 30°, allowing for a maximum observable dis-
tance of 30 meters. As the robot traversed its path, it maintained an angular velocity of
g=20xm/180 rad/s. The experiment also accounted for control noise at 0.6 meters per sec-
ond and observation noise at 0.1 meters per second.

4.2 Experimental Environment

To address the computational requirements of this software architecture system, an
embedded chip architecture is recommended, with options such as ARM and x86. Both
architectures offer robust computational capabilities, ease of development, high versatility,
and strong scalability. For optimal support and compatibility, a platform with a Linux op-
erating system and a suitable compilation toolchain is advised.

This work adopts the Low-Latency Kernel as the operating system, chosen for its
ability to meet the real-time requirements of this system. This operating system exhibits
advantages such as an average wake-up latency of only 5 ps and a maximum latency of
approximately 160 ps, making it highly suitable for handling heavy workloads. Regarding
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the robot control platform (Control PC), the PCM-3365EW-S9AI1E industrial control
board is recommended. This control board features a compact size of approximately 96 x
90 x 28.8 mm, a power supply requirement of 5V + 5%, and a maximum power consump-
tion of about 8W, ensuring efficiency and effective power management. Moreover, it can
operate within a wide temperature range, from -40°C to 85°C. The control board is
equipped with 4GB DDR3L memory and supports a solid-state drive through the mSATA
interface. Additionally, it offers various interfaces, including a 10/100/1000 Mbps adaptive
Ethernet port, VGA, LVDS, HDMI display interfaces, USB 2.0 interfaces, RS-
232/422/485, 12C, and 8-bit GPIO interfaces. These diverse interfaces cater to the require-
ments of various embedded devices.

4.3 Indicator Settings
(1) Experimental platform for financial robot software architecture

The experimental platform for evaluating the financial robot software architecture,
which is based on cloud computing and information security, encompasses two main as-
pects: software real-time performance and ROS communication performance. In the real-
time performance test, a comparison is conducted between the previously designed soft-
ware system (A) and the newly proposed software system (B). The evaluation is based on
the average response time and maximum response time of each system. In the communi-
cation performance test, 1,000 experiments are conducted per group, with a total of 10
groups. This comprehensive approach ensures robustness in evaluating the system’s com-
munication performance based on communication latency. The comparison groups encom-
pass various scenarios, including Transmission Control Protocol connections (M1), ROS
topics (M2), ROS non-persistent connections (M3), ROS persistent connections (M4) with
a low-latency scheduling strategy, and ROS persistent connections with normal latency
scheduling (M5). Key evaluation indicators include average latency (C), maximum latency
(D), percentage of delays exceeding 0.5 ms (E), percentage of delays exceeding | ms (F),
and percentage of delays exceeding 1.5 ms (G).

For expert evaluation, a panel of 15 experts is invited to rate the functional implemen-
tation and performance of the financial robot software architecture via email. Specific eval-
uation criteria are outlined in Table 3.

Table 3. Function and performance evaluation criteria for financial robot software
architecture.
Primary indicators Functional indicator H Performance indicators I
Data processing speed 11

Function integrity de-

gree H1
Function development Concurrent performance 12
Secondary indicators degree H2 Scalability I3
[Function execution de- System St?blhty 14
Security I5

gree H3 . .
User-friendliness 16
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The functionality of the proposed financial robot software architecture is evaluated
using a rating scale of 1 to 10 according to the indicators described in Table 1. This quan-
titative assessment aims to provide valuable recommendations for system improvement,
based on experts’ ratings and feedback. It ensures a systematic and reliable evaluation,
guiding future enhancements to improve the architecture’s performance and functionality.

(2) A robot self-localization algorithm based on MSIF

The MSIF-based robot self-localization algorithm is rigorously tested from four per-
spectives: algorithm validity, the influence of the heading angle, localization accuracy, and
the number of iterations for state updates.

4.4 Experimental Result
(1) Experimental platform of financial robot software architecture

Fig. 10 portrays the performance test results of the financial robot software architec-
ture system, showcasing its capabilities and effectiveness under high system load. This
includes average and maximum latency, as well as a detailed analysis of communication
performance in cloud computing and information security settings.
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Fig. 10 Financial robot software architecture system performance test ((a) real-time test; (b)
communication performance test)
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Fig. 10 depicts the remarkable performance of the designed system under high system
load, maintaining an average latency of 15us and a maximum latency of 172ps. This result
represents a significant improvement compared to previous software systems. Furthermore,
the communication performance analysis reveals that ROS topics with a low-latency
scheduling strategy exhibit an average delay of 884.8us, while ROS services with persis-
tent connections demonstrate consistent performance. Remarkably, in 99.83% of cases, the
transmission delay remains below 1.5ms, indicating reliable and efficient communication.
Fig. 11 summarizes the expert evaluation scores, showing the ratings for functionality and
performance.
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Fig. 11 Functionality and performance scoring of financial robot software architecture
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Fig. 11 reveals that the current design of the financial robot software architecture re-
ceives ratings of 8 or above for both functionality implementation and performance. This
indicates that the designed architecture, based on cloud computing and information secu-
rity, successfully fulfills its intended functionality and performance and meets the require-
ments of downstream users. Notably, the ratings for functionality completeness and user-
friendliness exceed 8.2, highlighting the overall superior performance of the system.

(2) MSIF-based robot self-localization algorithm

The robot self-localization algorithm undergoes performance testing in a 100m*100m
environment. Fig. 12 compares the performance of traditional sensor-based localization
methods with information fusion-based localization methods in robot positioning.
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Fig. 12 Performance comparison of traditional sensor positioning method and infor-
mation fusion positioning method in robot positioning ((a) traditional sensor localization;
(b) information fusion localization)

Fig. 12 shows that while the traditional sensor localization method produces position
and orientation estimates that generally align with actual trends, it exhibits notable errors.
In contrast, using information fusion techniques to integrate and process sensor data effec-
tively reduces localization errors, resulting in a substantial alignment between the pre-
dicted and actual paths. By leveraging data from multiple sensors and performing infor-
mation fusion, the accuracy and reliability of the robot’s self-localization are improved,
ensuring precise navigation along pre-planned routes. Fig. 13 provides a detailed descrip-
tion of the correspondence between the predicted and actual trajectories in the robot’s self-
localization process, as well as the measurement of directional errors.
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Fig. 13 Correspondence between predicted trajectory and actual trajectory and measurement
of direction error during robot self-localization ((a) the self-localization trajectory of the robot; (b)
direction error)

Fig. 13 provides a detailed depiction of the close correspondence between the pre-
dicted trajectory and the actual trajectory during robot self-localization. Furthermore, the
measurement of directional error shows minimal fluctuations and remains close to zero.
These findings indicate the algorithm’s high stability and reliability in accurately deter-
mining the robot’s position and direction. Fig. 14 shows the performance of the KF and
Bayesian filtering localization methods in robot positioning, along with an error analysis.
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Fig. 14 Performance and error of KF localization and Bayesian filter localization in robot lo-
calization ((a) the comparison of localization results; (b) error comparison)

Fig. 14 shows that both filtering algorithms initially achieve favorable localization
results. However, the KF algorithm outperforms the information fusion-based algorithm
as time progresses, demonstrating a closer alignment between actual localization and pre-
dictions. Additionally, the error analysis highlights that the use of the information fusion-
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based localization algorithm significantly enhances robot localization accuracy, thereby
meeting system application requirements. Therefore, in the field of robot localization, both
KF and information fusion-based algorithms are highly effective, providing reliable sup-
port for practical system applications. Fig. 15 shows the variation in localization accuracy
and error with different numbers of iterations, analyzing the impact of iteration count on
the performance of the localization algorithms.
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Fig. 15 Impact of iteration number on positioning algorithm performance ((a) comparison of
localization curves; (b) error comparison)
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Fig. 15 demonstrates that the estimated curves closely align with the actual curves
under different numbers of iterations. The error analysis reveals that localization accuracy
improves as the number of iterations increases. However, it is important to note that com-
putation time also increases proportionally. Therefore, in practical scenarios, a careful
trade-off and selection process is essential to enhance the algorithm’s convergence stability
while improving localization accuracy. By skillfully choosing the number of iterations,
computational costs can be minimized, and optimal results can be achieved while main-
taining the desired level of localization accuracy. In summary, optimizing the number of
iterations is crucial in robot localization, as it enables the development of more accurate
and efficient localization algorithms.

(3) Performance evaluation of financial robot software architecture

To dissect the performance of the financial robot software architecture, a meticulously
crafted analytical model is devised. This model is designed to simulate and assess the soft-
ware's performance across a spectrum of scenarios, targeting key metrics such as response
time, communication latency, and localization accuracy. The following outlines the as-
sumptions, parameter settings, and theoretical underpinnings of this model.

(1) Model assumptions:

® System assumptions: Envision the financial robot software architecture as an-
chored in a cloud computing platform, augmented by a low-latency kernel oper-
ating system designed to fulfill stringent real-time processing requirements. This
configuration ensures rapid and efficient system response to dynamic opera-
tional demands.

® Hardware assumptions: The embedded chip architecture, such as ARM or x86,
is hypothesized to deliver substantial computational capacity and versatile
adaptability, facilitating high-performance operation within the software frame-
work.

® Communication assumptions: It is assumed that the communication infrastruc-
ture employs the ROS (Robot Operating System) framework. Data transmission
is managed through various strategies, encompassing persistent and non-persis-
tent connections, to evaluate their impact on system performance.

®  Environmental assumptions: The robot is set to navigate within a 100m % 100m
operational area, traveling at a steady velocity of 2m/s. Sensor data is sampled
every 0.025s, providing critical input for the system's performance evaluation.

(2) Parameter settings:

®  Operating system: A low-latency kernel operating system is utilized, featuring
an average wake-up latency of 5Sus and a maximum latency of 160us. This
choice optimizes the system's ability to handle high-frequency tasks with mini-
mal delay.

® Embedded control board: The PCM-3365EW-S9AI1E board is employed,
equipped with 4GB DDR3L memory and a maximum power consumption of
8W. It supports a variety of interfaces, including Ethernet, USB, and RS-232,
enhancing its connectivity and functionality.

®  Sensor settings: The sensors are configured with a maximum observation range
of 30m, an observation angle spanning -30° to 30°, and an angular velocity of
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20x7m/180 rad/s. Control noise is set at 0.6m/s, while observation noise is main-
tained at 0.1m/s, ensuring accurate environmental data capture.

Communication strategy: A comparative analysis of different communication
strategies (M1 to M5) is conducted, focusing on metrics such as average latency,
maximum latency, and the percentage of delays exceeding 0.5ms, 1ms, and
1.5ms. This comparison provides insights into the effectiveness and efficiency
of various communication protocols within the system.

The theoretical foundation of this model is anchored in the following principles:

Cloud computing and information security theory: Cloud computing technology
amplifies system computational capacity and fortifies security, ensuring the de-
pendable transmission and processing of financial data. This foundation sup-
ports the scalable and secure handling of vast datasets essential for financial op-
erations.

MSIF theory: By integrating data from multiple sensors, the MSIF theory en-
hances the precision and stability of robot localization. This theoretical frame-
work enables more accurate and reliable positioning by synthesizing diverse
sensor inputs.

Real-time operating system theory: Employing a low-latency kernel operating
system allows for real-time data processing and swift response times. This the-
ory underpins the system’s ability to handle dynamic and time-sensitive tasks
efficiently.

To validate the efficacy of the analytical model, simulation experiments were con-

ducted, encompassing a range of scenarios and parameter variations to gauge the model’s
performance. The results of these simulations, reflecting different conditions and parame-
ter adjustments, are detailed in Table 4:

Table 4. Simulation results across various scenarios and parameter variations.

Scenario ﬁ:f::f; ﬁiﬁ::; ™ | Latency > | Latency > | Latency >
(ns) (1s) 0.5ms (%) | 1ms (%) 1.5ms (%)

M1 884.8 172 0.17 0 0

M2 15 160 0.17 0 0

M3 172 172 0.17 0 0

M4 172 172 0.17 0 0

Ms 172 172 0.17 0 0

Analyzing the data presented in Table 4 reveals several key insights: Among all com-

munication strategies, the ROS topic approach (M2) exhibits the lowest average and max-
imum latency, indicating superior real-time performance. Predominantly, the transmission
delay remains below 1.5 milliseconds, suggesting that the system maintains reliable and
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efficient communication even under heavy loads. The information fusion-based localiza-
tion algorithm markedly reduces positioning errors, particularly in directional accuracy,
maintaining deviations close to zero degrees.

To verify the accuracy and practicality of the analytical model, a comparative analysis
between simulation results and experimental outcomes is conducted. Both the simulation
and experimental platforms utilized the embedded control board PCM-3365EW-S9AI1E,
operating with a low-latency kernel operating system. A meticulous comparison of simu-
lation and experimental data reveals a high degree of consistency in average and maximum
latency, affirming the model’s precision. In terms of localization accuracy, the information
fusion-based algorithm demonstrated high precision in both simulation and practical ex-
periments, validating its practical utility. The combined results from simulations and ex-
periments lead to the conclusion that the proposed analytical model effectively assesses
the performance of the financial robot software architecture and provides actionable im-
provement recommendations. By optimizing system design and algorithms, further en-
hancements in the security and accuracy of financial robot software can be achieved, of-
fering robust support for enterprise financial management.

4.5 Discussion

In the exploration of financial robot software architecture and self-localization algo-
rithms, a novel approach featuring cloud-based information security architecture and a
multi-sensor information fusion self-localization algorithm has been proposed. The out-
comes of this research, validated through performance testing and expert evaluations, re-
veal a remarkable advancement over previous systems. Under high system loads, the de-
signed system demonstrates an average latency of 15us and a maximum latency of 172ps,
reflecting substantial improvements. The low-latency scheduling strategy of ROS topics
shows an average delay of 884.8us, while ROS services exhibit consistent performance
with persistent connections. Notably, 99.83% of transmission delays are below 1.5ms, un-
derscoring the system's reliability and efficiency in communication. When compared to
prior studies, the innovation and advantages of this research become apparent. Chang
(2022) proposed a multi-fusion perception architecture aimed at enhancing autonomous
navigation, intelligent control, and detection capabilities for autonomous mobile robots
[31]. Although the multi-machine and heterogeneous coordination framework performed
well in indoor environments, it did not address latency performance under high loads. In
contrast, the system presented here maintains low latency even under heavy loads, high-
lighting the benefits of cloud computing in boosting system performance. Chen (2023)
examined machine vision and multi-sensor fusion for drone patrol path planning, empha-
sizing ultrasonic applications in obstacle avoidance and presenting a comprehensive hard-
ware and software system [32]. However, the focus was on drone path planning and ob-
stacle avoidance, not on self-localization for financial robots in complex environments.
The multi-sensor fusion approach used in this research effectively reduces localization er-
rors, enabling precise navigation in intricate settings. Wong et al. (2023) introduced a vi-
sion-based system for detecting foreign objects inside marine vessels, employing Ma-
halanobis distance-driven anomaly detection and human-machine collaboration for en-
hanced accuracy [33]. Although this system excels in marine environments, its reliance on
visual sensors may present limitations in the complex indoor environments of financial
robots. The multi-sensor fusion employed here improves localization precision and relia-
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bility across varied sensor data. Matsuda et al. (2022) proposed a multi-robot mutual lo-
calization relay method to enhance indoor environmental monitoring accuracy through in-
teractions between parent and child robots [34]. While this approach achieved notable re-
sults in group robot localization, its complex architecture may not be advantageous for
single financial robot applications. The MSIF-based self-localization algorithm introduced
here is simpler and more efficient, suitable for dynamic environments. Aljohani et al. (2023)
developed an IoT and machine learning-based framework for natural disaster management,
demonstrating excellence in urban flood prediction with various models to enhance per-
formance and reliability [35]. Despite its significance in disaster management, it diverges
from the self-localization needs of financial robots in secure environments. The multi-sen-
sor fusion localization algorithm presented here offers effective solutions for improving
localization accuracy and system reliability, particularly for risk assessment in enterprise
financial management. In conclusion, the innovations in the financial robot software archi-
tecture and self-localization algorithm are evident not only in system design and perfor-
mance enhancements but also in the effective resolution of localization accuracy issues in
complex environments through multi-sensor information fusion. Compared to previous
studies, this research stands out for its exceptional performance under high loads and its
proven advantages in functionality and user-friendliness. The detailed discussion and com-
parison affirm the significant practicality and innovativeness of the research outcomes,
providing robust technical support for enterprise financial management.

5. CONCLUSION

The MSIF-based robot self-localization algorithm facilitates self-management and
path planning for the robot, resulting in enhanced system efficiency and performance. Con-
sidering factors such as system performance, data security, user experience, and cost-ef-
fectiveness, this comprehensive solution serves as a reference for the research and devel-
opment of financial robots. The proposed application scheme covers various aspects, in-
cluding financial data management and processing, automated financial operations, infor-
mation security risk assessment, financial decision support, and mobile terminal access.
These functionalities provide efficient, secure, and reliable solutions for enterprise finan-
cial management. Notably, the software architecture of financial robots enables the auto-
mation of financial operations, such as invoice processing, bill management, and reim-
bursement approval. Integration with information security technology ensures the reliabil-
ity and security of financial operations, reducing errors and delays associated with manual
operations and improving the efficiency and accuracy of financial processing.

This work makes notable progress in financial robot software architecture and local-
ization algorithms. However, maintaining data integrity, confidentiality, and availability
remains a significant challenge due to data sensitivity and ongoing technological advance-
ments. In the future, it is crucial to develop more robust security mechanisms, such as
encryption algorithms and firewalls, to bolster data security and confidentiality. Strength-
ening identity authentication and access control, implementing encryption algorithms, in-
troducing firewalls, and conducting vulnerability scans are among the measures that can
improve data security. Integrating these security mechanisms will contribute to enhancing
data security and confidentiality. However, it is important to note that the security land-
scape is ever-changing, and continuous efforts are required to stay ahead of emerging
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threats. Ongoing technology updates and comprehensive security awareness education are
essential to ensure that the systems remain resilient against new vulnerabilities and evolv-
ing attack vectors.
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