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In today's dynamic networking landscape, integrating Software-Defined Networking
(SDN) with Traffic-Expert Virtual Networks (TEVN) presents a promising avenue for op-
timizing network performance. This research investigates the implementation of TEVN
Embedding within SDN frameworks, utilizing the Ryu controller to address inefficiencies
in traditional virtual network embedding algorithms. The primary purpose is to enhance
network performance and adaptability by incorporating real-time traffic expertness into
the virtual network embedding process. Methodologically, the study proposes a framework
for TEVN and evaluates its performance against benchmark methods using various param-
eters such as throughput, bandwidth, packet loss, and Round-Trip Time (RTT). The eval-
uation is conducted through extensive experimentation in simulated SDN environments,
with results analyzed and compared comprehensively. The findings reveal that TEVN sig-
nificantly improves network efficiency, achieving higher throughput, lower latency, and
reduced packet loss compared to default embedding algorithms. Additionally, TEVN
demonstrates superior adaptability in creating virtual networks that dynamically adjust to
changing traffic conditions, optimizing resource utilization and enhancing overall network
performance. These results underscore the potential of TEVN to revolutionize network
management practices, offering a promising solution for addressing the evolving chal-
lenges of modern network infrastructures. This research contributes to advancing SDN
technologies and gives insights into enhancing network efficiency in dynamic environ-
ments. Further, extending the evaluation of TEVN to more diverse network topologies and
traffic scenarios could provide a deeper understanding of its performance in various real-
world conditions in the future.

Keywords: Software-defined networking, Ryu controller, Virtual networks, Controllers,
Performance parameters

1. INTRODUCTION

SDN is a transformative paradigm-shift technology; it has emerged as an innovation
of traditional network topologies and management methods with the fast evolution of net-
work technologies [1]. The current paradigm shifts dynamically to control and program
network behavior through centralized software. It has always had different flexibility and
agility. The one that continues to sprawl and diversify around various TEVNs introduces
SDN integration [2]. The increasing number of applications and services has fed more



network traffic, accommodated quality of service, and made efficient resource allocation
a challenge. The statically architected traditional network continuously needs help keeping
up with such performance fluctuation and probably changes in traffic models [3]. Increased
dynamism demands an infrastructural change that only the SDN brings. By centralizing
control, the SDN offers real-time visibility of traffic and coordination responsiveness [4].

In this paper, the possibility of integrating unique virtual network traffic expertise is
viewed as an essential aspect of advancing network infrastructure's overall performance
and efficiency. The integration of SDN enables a new pattern of adaptability and intelli-
gence in network management as virtual networks gain the capacity of immediate dispersal
in response to the current traffic situation [5-8]. Integrating SDN and traffic expertise in
virtual networks is a possibility raised in this paper as it further evaluates the benefits and
implications of such integration. As a result, the critical goal of this research is to look at
the immediate applicability and best practices of incorporating real-time traffic awareness
into the virtual network management decision-making system. Consequently, our primary
aim is to expand the quality of service and network efficiency further by optimizing re-
source distributions.

The findings of this study can offer profound contributions to the integration of TEVN
and SDN by enabling more innovative, more adaptive network management strategies.
This exploration aims to expand statically configured network frameworks and deviate
from traditional adaptations that follow or anticipate shifting traffic patterns. With their
adaptability and scalability, Ryu controllers are prominent in tuning TEVN in the current
study. As a responsive, program-based architecture, the Ryu controller evolves with pre-
sent-day network necessities and serves as an outstanding launchpad for testing in con-
trolled and real-world settings. To navigate the labyrinth of modern-day networks, it is
critical to comprehend the reciprocal interrelation between SDN and TEVN [9-11].

This study is intended to elucidate the complexities and exceptional mechanisms and
how dynamic control of SDN can be exploited to fine-tune virtual networks to real-time
traffic requirements. This illustration is expected to help accelerate the transformation of
network architectures into more sensitive, efficient, and coherent solutions. The primary
concern for this study is specific distinct face issues in the fusion of SDN and TEVN.
Various prominent challenges and research issues have been addressed in the proposed
research work:
RQ1: How does this work explain the dynamic nature of networks within SDN using traf-
fic-aware virtual networks?
RQ2: How is quality of service optimized in the context of SDN with traffic-aware virtual
networks?
RQ3: How does the work utilize centralized control in addressing network traffic-related
challenges?
RQ4: How is resource utilization efficiency maximized in SDN with traffic-aware virtual
networks?
RQ5: How does the work contribute to adaptive virtual network management?
RQ6: How does integrating SDN with traffic-aware virtual networks enhance overall per-
formance?
RQ7: How does the work address the challenge of creating adaptive virtual networks in
SDN?

In addressing the ever-evolving landscape of network architectures, this research



stands at the forefront, introducing a ground-breaking paradigm that intertwines SDN with
real-time traffic expertise in virtualized environments.

1.1 Paper organization




2. RELATED WORK

The related work in this section is structured into three main categories, focusing on
the intersection of SDN in Virtualized Environments, VNE, and Ryu controller in SDN.
The initial part of the related work delves into research and advancements, specifically
within SDN in Virtualized Environments. This section describes research on control plane
and data plane separation, dynamic resource allocation, and integration of SDN features to
optimize network management in virtualized environments. Following his investigation of
SDN in virtualized environments, a subsequent part of the related work moved to incorpo-
rate virtual networks and considered several research efforts to allocate virtual resources
in network infrastructures efficiently. The classification into these two categories allows
for a comprehensive literature survey. It provides insight into applying his SDN principles
in virtualized environments and specific advances in virtual network embedding. We then
discuss recent research in all three categories and provide an overview of the latest devel-
opments and trends in these interrelated fields.

2.1 SDN in Virtualized Environments

Related research on SDN in virtualized environments includes various studies and ap-
proaches to understand and optimize network architectures in virtualized environments. Re-
searchers have explored separating the control and data planes to enable dynamic resource al-
location, increased scalability, and flexibility. Research often focuses on integrating SDN func-
tionality into virtualized environments to improve network management and efficiency. Secu-
rity concerns are frequently raised, and research is being conducted to consider how to protect
virtualized network functions and data. The dynamic nature of virtualized networks creates data
protection, integrity, and overall security challenges. A robust security model is paramount to
addressing these concerns. This security model must include mechanisms to protect against
unauthorized access, data breaches, and potential vulnerabilities in your virtualized infrastruc-
ture.

The authors leveraged SDN [12] and proposed a security model that includes role-based
access control and trust-based approaches. This model considers user roles to ensure fine-
grained access to virtual machines in the cloud. Trust-based distributed secret shares and as-
signed roles secure access to virtual machines. The cloud service provider must know these
secret shares, managed by the SDN Controller, who oversees share generation, distribution, and
reconstruction. A trust evaluator periodically assesses participant users' trust values to prevent
malicious activities. Security analysis validates the effectiveness and efficiency of the proposed
scheme compared to alternative approaches.
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The paper [13] focused on fault diagnosis within the context of NFV and drew compari-
sons with traditional networks. It introduces the unique challenges NFV faces and offers a com-
prehensive survey of contemporary fault detection methods tailored for the NFV framework.
The paper delves into an in-depth discussion of fault propagation characteristics and presents a
detailed taxonomy of fault localization approaches within NFV. The paper's conclusion empha-
sizes future research directions, aiming to create opportunities for enhancing the application of
NFV within the IoT environment.

The paper [15] focused on developing an ML approach for efficient network traffic man-
agement, precisely predicting the number of controllers deployed in the network. The proposed
prediction mechanism operates centrally and is implemented as a VNF within the NFV envi-
ronment. The estimation of controller numbers is based on predicted traffic, and their optimal
placement is determined using the K-Medoid algorithm. The method is thoroughly analyzed
for performance metrics, showcasing the effectiveness of combining SDN, NFV, and ML to
enhance network automation. This integration aims to achieve improved efficiency in network
operations.

The author introduced S-HIDRA [16], a domain-based architecture for orchestrating con-
tainerized services in decentralized fog computing environments. Built upon a prior blockchain-
based HIDRA orchestrator, S-HIDRA is designed to handle geographically dispersed fog com-
puting environments segmented into domains. The architecture inherits critical features from
blockchain technology, including immutability, availability, and transparency. The paper pro-
poses integrating SDN capabilities into the HIDRA orchestrator and S-HIDRA domains to en-
hance network traffic management for decentralized containerized services. A testbed is imple-
mented to emulate an S-HIDRA domain, demonstrating the proposal's feasibility. The results
showcase effective orchestration, low latency, and high availability of containerized services.




research could explore further optimizations for more complex network environments and user-
specific caching requirements.

2.2 Virtual Network Embedding

Research on VNE in various architectures has involved work in many areas focused on
improving the efficient distribution of virtual resources in network infrastructures. Specifically,
numerous studies have been performed on designing algorithms or frameworks to enable effec-
tive VNE based on factors such as resource constraints, load distribution, and changes in net-
work topology. A plethora of optimization technologies, including, but not limited to, heuris-
tics, meta-heuristics, and machine learning approaches, are under investigation to address the
complexity of VNE problems. Furthermore, research is committed to the performance evalua-
tion addressing VNE in particular areas, including cloud computing, edge computing, and SDN.
Moreover, research on the performance of the VNE algorithm in various settings, including
performance, scalability, and resilience scenario studies, is currently being done.

The authors present the DVNE [18] approach in the Distributed Virtual Network Embed-
ding, focusing on resource allocation to minimize the round trip delay. The authors first allot
each VNF of a VN to a candidate set of edge clouds in which it can be hosted. Secondly, as by
the path-based algorithm SP-DVNE, the authors present how they can present their DVNE so-
lution optimally to utilize the minimum resources. As one can observe, the allocation of his
VNF is accomplished by the sV-VNM algorithm, which reduces resource utilization in the in-
frastructure. The DVNE algorithm acts as an optimal or near-optimal solution, resulting in min-
imum round-trip delay, and also substantially reduces the execution time, which results in lower
time to solve the problems compared to other existing allocations presented in the literature.

A research paper [19] presents an integrated adaptive multilayer VNE algorithm incorpo-

rating reinforcement learning to deal with multilayer VNR embedding effectively. The algo-
rithm is designed to detect the differences between VNR and physical networks and shows good
performance in single-layer and multi-layer VNE scenarios through simulation results. This
paper uses reinforcement learning to focus on the dynamic and collaborative aspects of multi-
layer VNEs in SDN. The main contributions include proposing a multilayer VNE framework,
developing a reinforcement learning model to optimize mapping revenue and cost, and intro-
ducing a dynamic and collaborative mapping mechanism.
In the research paper [20], we investigated the problem of his VNE in an SDN environment and
considered potential malicious attacks on substrate SDN switches and links. In this paper, we
propose his SDN architecture for layered virtualization and formulate the VNE problem as a
multi-objective optimization task. The main goals are to minimize network load and maximize
built-in reliability, especially in the face of possible attacks on the substrate network. Key con-
tributions include introducing a layered virtualization-enabled SDN architecture, the concept
of network load to characterize the state of dynamic resources, and the formulation of built-in
reliability considering attack probabilities. This article uses the ideal point method to solve
complex multi-objective optimization problems by embedding virtual nodes and links using
sub-algorithms to find locally optimal solutions. The proposed strategy achieves a VNE that is
robust against attacks by minimizing the network load and maximizing the built-in reliability.
The global VNE strategy is realized through a discrete particle swarm optimization (DPSO)
technique to ensure effective and resilient embedding in SDN.



2.3 Ryu SDN Controller

The related work on the RYU controller for SDN covered various aspects such as archi-
tectural design, scalability, and features for efficient network management. The researchers
conducted a performance evaluation to assess scalability, latency, and throughput and measure
how well Ryu adapts to network sizes and traffic conditions [23]. Additionally, we explored
application development on the Ryu platform, exploring its integration with existing SDN so-
lutions and support for specific use cases such as load balancing, traffic engineering, and secu-
rity applications. Security considerations are also focused, and the robustness and vulnerabili-
ties of the Ryu controller are investigated. Some of the research addressed optimization tech-
niques to improve controller efficiency and investigated real deployments and use cases that
reveal practical applications of his Ryu in various network environments. Comparative analysis
with other SDN controllers provides insight into Ryu's performance, ease of use, and suitability
for multiple scenarios. At the same time, discussions on standards compliance and interopera-
bility support its use within the broader SDN ecosystem.

Recognizing the critical role of capable controllers in dealing with these changes [24]. It
emphasizes the need for high-performance controllers, especially in areas where real-time ap-
plications based on distributed processing are experiencing significant growth. It emphasizes
gender. It also describes the implementation of his SDN architecture using the open-source Ryu



controller. Focus on custom network topology and evaluate performance parameters between
nodes. Simulation results demonstrate the superior performance of the proposed work com-
pared to standard SDN network topologies and highlight its potential to improve resource uti-
lization and overall network performance in various industries and applications.

Identification of DDoS attacks in SDN using live traffic, feature extraction, and classifi-
cation methods is proposed in the research work [25]. Essentially, having a superior feature
extraction model plays a role in weeding out relevant outcomes and is vital in achieving maxi-
mum efficiency in machine learning algorithms. First and foremost, various well-recognized
classifiers, including Support Vector Machine, Random Forest, K-Nearest Neighbors, Extreme
Gradient Boosting, and Naive Bayes, are used to determine the most compelling features. The
study results exhibited that SVM outperforms other classifiers based on performance measures,
including precision, precision, recall, false alarm rate, F1 score, and AUC score. Furthermore,
SVM was selected as a classifier for use in the SDN controller due to its high performance
compared with state-of-the-art functionality. The SVM can detect attacks in real-time live traf-
fic. Therefore, this study will help enhance DDoS detection approaches in the SDN environ-
ment, and it will be helpful to network security industries.

The importance of a well-functioning SDN controller that can respond to the ever-chang-
ing network industry landscape is reiterated in the research work [5]. Such an approach would
be instrumental in improving the rate at which network resources are utilized. The study’s ap-
proach is based on activities conducted on an open-source super SDN, Ryu Controller. The
study is based on the data-driven approach focused on data collection and network traffic anal-
ysis. The Ryu’s real-time monitoring capabilities have analyzed bandwidth, throughput, packet
counts, and RTT statistics. This has helped provide a detailed performance of the traffic pat-
terns. The approach utilized findings collected through the network traffic data analysis to de-
velop optimal solutions to resource allocation. The developed SDN architecture was simulated
on a customized network topology where the Ryu controller was used to measure various net-
work performance metrics.

2.4 Research gap

Overall, our study of SDN’s Ryu controller and the possibilities of traffic expert networks
demonstrates a considerable dearth in the existing literature. Concerning this gap, few studies
have focused on the practical implications of applying transportation expert networks to prac-
tical environments. The available sources rely on strictly theoretical models and computer sim-
ulations, often neglecting the intricacies and difficulties that might accompany the implemen-
tation process. A more integrated design for a newly installed traffic expert network employing
Ryu controllers would establish proper lessons and estimates on its practical use and applica-
bility [26].

Furthermore, the limited study of the scalability of his Ryu controller within the traffic
expert network is a significant gap that needs to be explored. While the current research ana-
lyzes traffic control controllers' performance, analyzing how these controllers can or fail to
perform given various networks of different sizes and traffic patterns needs to be revised. It is
imperative to understand the controller’s performance in the case of large networks and vast
amounts of traffic to gauge its applicability within various dynamical network environments
[27].



Also, there is a lack of research to assess the Ryu controller’s adherence to SDN standards
and its performance concerning other SDN components or capable devices and controllers. The
lack of a comprehensive review creates grave assumptions about the controller's capabilities
within the SDN. Further investigation of standardization and interoperability aspects provides
an apparent understanding of the role of its Ryu controller in a heterogeneous SDN environ-
ment. Optimization techniques applied to Ryu controllers are another research gap since per-
formance optimization has been addressed widely through studies by dynamically managing
network resources and adapting them to different environments. More optimization strategies
or new algorithms are required to increase their efficiency in adapting and further improving
the controller [28].

Moreover, a comparative analysis of the Ryu controller and the new SDN controller must
be conducted using the existing literature. Most comparisons focus on traditional comparison
targets and ignore the evolving landscape of SDN technology. A more comprehensive compar-
ative analysis could reveal the unique strengths and weaknesses of the Ryu controller in the
context of emerging SDN technologies. Finally, there is a research gap related to studying the
versatility of applications developed on the Ryu controller for traffic expert networks [29]. The
current literature focuses on commonly studied scenarios and needs comprehensive studies on
the applicability of Ryu-based applications for various use cases in different industries. A more
thorough examination of the diversity of applications will provide a more comprehensive un-
derstanding of the capabilities of Ryu controllers and their potential contribution to addressing
industry-specific challenges.

3. NETWORK MODEL
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Fig. 1. Proposed network model
3.1 Problem formulation

We aim to develop algorithms for optimally allocating resources and reorganizing the vir-
tual network topology based on current traffic characteristics. The Optimization goals include
minimizing latency, maximizing bandwidth, and effectively utilizing resources. The traffic ex-
pert also requires a mechanism to ensure that the allocated bandwidth and resources are within
the available capacity regarding the virtual circuit bandwidth, latency, and other resource usage
restrictions to avoid congestion. This algorithm is known for its traffic conditions and makes
decisions based on the real-time constraints and traffic characteristics observed in the algorithm.
Finally, to lay down the objectives, the research aims to develop an algorithm to dynamically
adjust the virtual network settings according to specific traffic resources, mimicking the deci-
sion-making of traffic experts.

The goal is to minimize a cost function C that represents a combination of bandwidth
usage, delay, and resource allocation.

Z1: Bij < Bandwidth Capacity

Z2: Mij < Latency Threshold



13

Z3: 1ij < Resource Capacity
Z4: Tij = f (Traffic Pattern)

To establish the proper functioning of the network, we defined several constraints and the
corresponding variables and parameters, presented in Table 1. The first constraint, Z1, restricts
the bandwidth that can be used by a single virtual connection Bj;, ensuring it does not exceed
the bandwidth capacity of that connection. This guarantees that data will flow smoothly and
that no point of congestion will occur. The maximum allowed latency threshold on a single link
ij, which ensures timely data delivery, is encapsulated in the second constraint, Z2. The third
constraint, Z3, limits the resources allocated to a specific link so that they do not surpass its
resource capacity. The constraint can guarantee that resource bottlenecks will not appear. Fi-
nally, the fourth constraint, Z4, indicates that the traffic volume (Tj) between virtual nodes
depends on the traffic pattern, and the network can adapt to changing traffic conditions.

3.2 Experimental setup

The experimental setup of the study consists of several software components and compo-
nents used to deploy and test this approach for enhancing VN embedding with real-time traffic
awareness, centralized control, enhanced security mechanisms, and dynamic load balancing.

In particular, this study requires a simulated network environment to imitate the natural
conditions of the network’s operation. Specifically, a simulated network environment includes
the usage of various virtual network topologies that simulate different types of network envi-
ronments and traffic flows to assess the impact of the proposed approach on VN embedding
with real-time traffic awareness.

This includes the integration of Ryu Controller, an SDN framework, with monitoring tools
to collect real-time traffic statistics. These statistics, such as bandwidth usage, packet counts,
and RTT, serve as input to adjust the virtual network topology dynamically. Fig. 2 depicts the
proposed method's formation of a network topology in the simulated network environment.
Tuning the network topology is controlled by algorithms that use traffic statistics to optimize
resource allocation and routing decisions. The objective is to assess how well your virtual net-
work adapts to changing traffic conditions, ensuring efficient resource usage and performance
optimization.

Additionally, the experimental setup aims to evaluate the impact of centralized control
using SDN and the Ryu controller. This includes deploying a virtual network infrastructure
controlled by the Ryu controller and simulating various traffic scenarios that mimic real-world
conditions. The controller facilitates centralized decision-making by dynamically adjusting net-
work configurations based on real-time traffic analysis. Measure performance metrics such as
packet delivery speed, reduced latency, and increased throughput to quantify the benefits of
centralized control in improving network responsiveness and overall performance.

Additionally, the experimental setup includes an evaluation of network security improve-
ment in a virtual environment, presented in Table 2 with the experimental details of the pro-
posed method. This includes providing security policies and monitoring mechanisms within the
virtual network controlled by the Ryu controller. Centralized management enables real-time
threat detection, adaptive security measures, and efficient policy enforcement. Performance
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metrics such as detection accuracy, response time, and policy enforcement effectiveness are
measured to evaluate the improvement in network security.

Finally, the experimental setup evaluates the introduction of a dynamic load-balancing
mechanism within a virtual network, which reflects the strategy architecture diagram of the
proposed mechanism, as shown in Fig. 3. Traditional load-balancing approaches need help
adapting to fluctuating traffic conditions, which can lead to inefficient resource utilization. In
this study, the integration of SDN with the Ryu controller enables adaptive load balancing based
on real-time traffic patterns. This dynamic load balancing ensures optimal resource allocation,
congestion avoidance, and increased stability and efficiency of the virtualized network. Evalu-
ate the effectiveness of dynamic load balancing by measuring performance metrics such as
network utilization, congestion avoidance, and resource efficiency.

ubuntu@ubuntu-VirtualBox:~$ sudo mn --controller=remote,ip=127.0.0.1 --mac --sw
itch=ovsk,protocols=0penFlowl3 --topo=single,4

[sudo] password for ubuntu:

*** Creating network

*** Adding controller

Unable to contact the remote controller at 127.0.0.1:

Unable to contact the remote controller at 127.0.0.

Setting remote controller to 127.0.0.1:6653

*** Adding hosts:

h1 h2 h3 h4

*** Adding switches:

51

*** Adding links:

(h1, s1) (h2, s1) (h3, s1) (h4, s1)
*** Configuring hosts

h1 h2 h3 h4

*** Starting controller
cB

*** Starting 1 switches
51 ...

*%% Starting CLI:

Fig. 2. Formation of network topology in the simulated network environment
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3.3 Methodology

The methodology for this research focuses on designing and evaluating a networking
framework to optimize virtual network embedding using a traffic expertness algorithm in an
SDN environment, as depicted in Fig. 4. The approach starts by identifying inefficiencies in
traditional VNE methods. This includes analyzing current techniques to pinpoint limitations in
resource utilization, latency reduction, and scalability. These inefficiencies serve as bench-
marks for the proposed solution.

A conceptual understanding of traffic expertness is built to overcome these limitations.
This, in turn, acts as an efficient framework in which network topology parameters and real-
time statistics of network traffic are integrated to allow intelligent choices to be made in the
ongoing process. The Conceptualizing phase is carried out in a simulated environment with the
help of a Mininet emulator that allows flexibility for modeling network topologies and testing
within controlled conditions.
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Fig. 4. Methodology of the proposed TEVN

3.5 Proposed TEVN Setup

The following section specifies the proposed TEVN setup for TE embedding VNs with
traffic-expertness using SDN and the Ryu controller given in Fig. 5 and the flow of the package
provided in Fig. 6. The TEVN setup to embed VNs described in the paper offers a novel ap-
proach to effectively commoditize VNs in dynamic network environments by relying on current
traffic scenarios. As described by integrating the principles of SDN and the Ryu controller, the
proposed algorithm enables VNs to be dynamically premeditated based on traffic awareness to
ensure rapid resource allocation and network efficiency. More particularly, this section de-
scribes the algorithm step-by-step established on the critical input factors and judgment accom-
plished as shown. The final point is the class Interface. It can be thought of as the Network
Topology. It is an entire map of all the paths the data can travel. Knowing this, the SDN Con-
troller can select the lane to get data through. The last one that can be mentioned is the class
Ryu Controller. This can be defined as the highway service team. It constantly keeps all lanes
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clean so everything flows without additional layers. It modifies the lanes to evade traffic jams
and assures all the data reaches the aim with no queues. Finally, we can draw the analogy with
the primary function, which is a dispatcher.

ubuntu@ubuntu-virtualBox:~$ ryu-manager ryu.app.simple switch 13
loading app ryu.app.simple_switch_13

loading app ryu.controller.ofp_handler

instantiating app ryu.app.simple_switch_13 of SimpleSwitchi13
instantiating app ryu.controller.ofp_handler of OFPHandler
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ubuntu@ubuntu-VirtualBox:~5 sudo ovs-ofctl -0 OpenFlowl3 dump-flows s1

[sudo] password for ubuntu:

cookie=0x0, duration=16936.351s, table=0, n_packets=13, n_bytes=1106, priority
=1,in_port="sl-eth2",dl_src=00:00:00:00:00:02,d1_dst=00:00:00:00:00:01 actions=

1,in_port="sl1l-ethl",dl_src=00:00:00:00:00:01,dl_dst=00:00:00:00:00:02 actions=o0

cookie=0x0, duration=16284.301s, table=0, n_packets=538713, n_bytes=6249809658
, priority=1,in_port="s1-eth4",dl_src=00:00:00:00:00:04,d1_dst=00:00:00:00:00:0
1 actions=output:"s1-eth1"

cookie=0x0, duration=16284.292s, table=0, n_packets=591410, n_bytes=2526305307
6, priority=1,in_port="s1l-eth1l",dl_src=00:00:00:00:00:01,d1l_dst=00:00:00:00:00:
04 actions=output:"si-eth4"

cookie=0x0, duration=6788.255s, table=0, n_packets=94, n_bytes=7076, priority=
B actions=CONTROLLER:65535

Fig. 6. Packet flow of the proposed TEVN network topology

4. RESULT AND ANALYSIS
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4.1 Performance evaluation

In this paper, the efficacy of our proposed algorithm is compared to the following

methods as benchmarks.

A. Benchmark 1: This integration of traffic expertise into the virtual network em-
bedding process allows the proposed algorithm to allocate resources optimally
and find the best routing paths that adapt to traffic changes. As a result, the SDN
controller can adequately manage traffic and balance loads and resources to en-
sure that the network resources are decently used according to the network’s cur-
rent demands. The experimental assessments show the effectiveness of the intro-
duced solution in dealing with network traffic variations and prove that the SDNV
algorithm enhances network performance, scalability, and adaptability in SDN
networks [39].

B. Benchmark 2: The study presented an original method to embed virtual networks
using SDN and the Ryu controller, using real-time traffic awareness. By optimiz-
ing the virtual network topology in response to traffic data, the system enhances
the quality of service while improving routing algorithms and resource distribu-
tion. Since the SDN controller tracks network status and changes routing paths in
reaction to it regularly, congestion and latency are continually minimized because
the research method continuously loops its phases to improve the outcomes [40].

C. Benchmark 3: This adaptive mechanism ensures that virtual networks may be de-
veloped and reconfigured dynamically according to altering traffic patterns and
network infrastructure demands. Via the centralized control enabled by SDN and
the expertness techniques in traffic used in the embedding process, the study al-
lows for acquiring highly adaptable virtual networks that may efficiently adjust
to shifting network traffic for maximizing optimization [41].

4.2 Experimental results

This section presents the experimental results of evaluating the proposed methodol-
ogy for virtual network embedding with traffic awareness using SDN and the Ryu control-
ler. The experiments assessed the system's performance across various key performance
parameters. These parameters include network latency, throughput, bandwidth utilization,
packet loss, and resource allocation efficiency. By measuring and analyzing these metrics,
we aim to gain insights into the effectiveness and efficacy of the proposed approach in
optimizing network performance and ensuring QoS in dynamic network environments.

4.2.1 TEVN Bandwidth

For evaluating the Ryu controller performance regarding bandwidth, we have used
the iperf3 benchmark utility, one of the most commonly used utilities to generate TCP
traffic. Benchmarking was done for TCP bandwidth between the nodes in the network's
topology. The iperf3 command was run for 10 seconds. The TCP bandwidth results are
graphed in Fig. 7.

It is to be noted that the tables contain experimental results from the research, which
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provide indicative data transmission and bandwidth utilization between various nodes in
the network. In each table, the row indicates the communication link between two nodes
identified as hl to h4. The “Data transmit KB” column presents the amount of data trans-
ferred between the given nodes, denoted in kilobytes. For example, from node hl to h2,
the total data transmitted amounted to 3,223,450 KB. In the “TEVN Bandwidth Gbps”
column, the bandwidth utilization for the TEVN between the given nodes is identified in
gigabits per second. It assesses the extent of consumed bandwidth in the network based on
the aspects of traffic efficiency provided by the research.

The table compares the default bandwidth and the bandwidth achieved using TEVN
between different nodes in the network, as shown in Fig. 8. In the default scenario, the
bandwidth between nodes "h1" and "h2" is 25.1 Gbps. In contrast, with TEVN, it increases
to 26.7 Gbps. Similarly, the bandwidth between nodes "h1" and "h3" improves from 24.5
Gbps to 25.2 Gbps with TEVN. Node "h1" to "h4" shows an enhancement from 24.4 Gbps
to 25 Gbps. For nodes "h2" to "h3," "h2" to "h4," and "h3" to "h4," where the default
bandwidth is only 0.2 Gbps due to a bottleneck, TEVN significantly boosts the bandwidth
to 24.8 Gbps, 23.8 Gbps, and 22.7 Gbps, respectively. This enhancement demonstrates the
effectiveness of TEVN in optimizing bandwidth allocation and improving network perfor-
mance between various nodes.
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€ 3050000 | | e———e 25 =
c T e, ]
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= 2950000 ' 24 S
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2850000 23
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hitoh2 hlitoh3 hltoh4 h2toh3 h2toh4 h3toh4

Connecting Nodes

Data transmit (KB) TEVN Bandwidth (Gbps)

--------- Linear (Data transmit (KB))

Fig. 7. Bandwidth of TEVN
4.2.2 TEVN Throughput

The throughput evaluation is dedicated to defining how much data could be processed
by the controller from one node to another. This included determining the level of data that
the two node points could support to be transferred or received per second or data packets
per second. The iperf3 was used for this evaluation, and the utility running the TCP con-
nection — iperf3- was executed on the client-side one and lasted 10 seconds. The data was
collected from the server side on a one-second basis. The results of this model are presented
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in Fig. 9.

The above figure gives the throughput (in Gbps) observed between node pairs in the
network. The rows correspond to the source nodes hl, h2, and h3, whereas the columns
correspond to the destination nodes h2, h3, and h4, respectively. The entries in each cell
represent the throughput of data observed from the source node to the destination node in
the figure above. For example, the data observed for the first row of hl to h2 is 20.9 Gbps,
20.2 Gbps, 27.3 Gbps, and 28.5 Gbps. Here, each value indicates the variation in the
throughput observed from the source node to the destination node.

Similarly, the second row represents the throughput observed for data transmission
from node "h1" to node "h3." The values in this row range from 20.9 Gbps to 28.5 Gbps,
indicating the varying throughput observed between these two nodes under different net-
work conditions.

B Default Bandwidth (Gbps) TEVN Bandwidth (Gbps)

h1 to h2
26.7

hlto h3
25.2

hl to h4
25

h2 to h3
24.8

h2 to h4
23.8

h3 to h4
| 22.7

Fig. 8. Comparison between the default bandwidth and the bandwidth achieved using TEVN be-
tween different nodes in the network
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4.2.3 TEVN Packet Loss

Packet loss minimization is critical for virtual network embedding with traffic aware-
ness through SDN and the Ryu controller, as the solution is designed for fast and reliable
data transmission. The control will rely on dynamic routing and traffic management to
reduce packet loss instances while maintaining optimal network performance. The solution
will ensure low packet loss rates with real-time monitoring and adaptive control, improv-
ing QoS overall.

Table 3. TEVN Packet loss at two different bandwidths.

Connecting Nodes Packet Loss at 10 Mbps Packet Loss at 50 Mbps
HI to H2 0.015 0.049
HI to H3 0.44 0.099
HI to H4 0.035 0.07
H2 to H3 0.012 0.038
H2 to H4 0.4 0.098
H3 to H4 0.02 0.059

Table 3 and Fig. 10 below summarize the packet loss measurement between node
pairs at two bandwidth settings, including 10 Mbps and 50 Mbps. Each cell shows the
packet loss values between the paired nodes at a designated bandwidth level.

For example, between nodes hl and h2, the packet loss rate is 0.015 when the band-
width is 10 Mbps and 0.049 when the bandwidth is 50 Mbps. Similarly, each row repre-
sents a source node, each column represents a destination node, and the values indicate the
packet loss rates observed during the experiment. These measurements help assess the im-
pact of varying bandwidth on packet loss in the network topology.
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Fig. 10. Visual representation of TEVN packet loss at two different bandwidths
4.2.4 TEVN RTT

The controller measured RTT, commonly called ping time, which signifies a packet’s
duration to travel to a specific destination and return. This time encompasses the propaga-
tion delays between a signal's transmitting and receiving points. The ping utility utilizes
ICMP to dispatch message packets for error reporting and other purposes. In this simula-
tion, the ping command was executed on the client side to gauge RTT, where the client
node dispatched ICMP echo requests to designated server nodes and awaited the corre-
sponding echo reply packets. Ten ICMP packets were transmitted from node h1 to node
h2, hl to h3, and h2 to h3. The RTT was measured for each packet, and the minimum,
maximum, and average values were determined. Fig. 11 illustrates three distinct scenarios,
depicting minimum RTTs of 0.061 ms, 0.055 ms, and 0.058 ms; average RTTs of 1.411
ms, 1.050 ms, and 0.918 ms; and maximum RTTs of 10.305 ms, 9.668 ms, and 8.149 ms.
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Fig. 11. Three distinct scenarios depicting minimum, average, and maximum TEVN’s RTT

5. CONCLUSION AND FUTURE SCOPE

In summary, this study presented a comprehensive investigation of the performance
of TEVN embedding using the Ryu controller in an SDN environment. In summary, this
research evaluated the performance of TEVN concerning network performance and flexi-
bility, particularly when combined with the Ryu controller. This was achieved through
extensive testing and examination of the assessed parameters, primarily latency, through-
put, packet loss, and RTT. These findings demonstrated that TEVN’s incorporation with
the Ryu controller is superior to previous approaches and boosts network performance,
resource utility, and quality of service. Based on this, this research demonstrates the sig-
nificant role of his TEVN in dealing with the inconsistent nature of network traffic and
strengthening the capabilities of SDN technology. To conclude, his study illustrates the
considerable promise of TEVN in reorganizing network management and optimization in
SDN surroundings.
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